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			PREFACE

			by Kathryn Brown

			Putting People at the Heart of the Internet 

			For 25 years the Internet Society has been home to a global community of people who are driven by a common idea: that when people obtain access to the Internet, amazing things can happen.  Through the Internet, we can do things like share ideas, build communities, make tools we have not evendreamed of, and deliver healthcare or help children stay in school.

			There is no question that relationships between humans and technology increasingly defines the world around us and that for a large swath of the globe, the Internet has become core to how people interact socially, conduct business and organize politically. Webelieve that everyone, everywhere should have access to same opportunities that the global information network we know as the Internet brings.  

			In 2015 the world made an important promise to itself.  The United Nations set out 17 Global Goals – the Sustainable Development Goals – aimed at achieving extraordinary things in the next 15 years, including fighting injustice and inequalities, ending climate change, beating discrimination, bringing in sustainable energy, and making sure no one goes hungry.

			We are now into the second year of working to keep that global promise. It is an enormous task. Rough estimates say that we will need at least $1 trillion in additional annual investment in developing and emerging economies to achieve them, so it’s not surprising that many wonder whether achieving these noble goals is even possible.  The Internet Society says it is.  We know and work with people empowered by the Internet every day who believe the same. 

			The Internet itself is an enabler for the Goals. We will be able to get there faster and in a way that lasts, if everyone can access the Internet and benefit from it.  In fact, SDG 9 focuses on the important role infrastructure and connectivity plays in connecting the least connected places on the planet.  Here is the good news: according to a UN report on SDG 9 – in 2016, 95% of the worlds’ population and 85% of people in the least developed countries were covered by a mobile signal.

			Therefore, whilefour billion of the world’s seven billion citizens are not yet connected, we have a real and present opportunity to bring all our people into our shared emerging digital future.

			People around the world are dedicating their professional lives to ensuring that people in the hard to reach places on the planet are connected.

			One of the ways to deliver that access is through community networks. Community networks are a complimentary way - across various sectors, economies, and technologies – to provide connectivity.  They offer a way for anyone, anywhere, to be able to connect to the Internet as long as they have the right tools, partnerships, and support.

			By empowering people in underserved villages across the world to connect themselves and their communities – community networks provide access where traditional or commercial networks do not reach or serve, or to areas where it may not be economically viable to operate.

			They offer a complementary alternative to traditional, commercial telecommunications networks

			Community networks also are a way to develop future business by creating “digitally savvy” communities, hungry for more local content and additional services.  These often are not super high-tech networks. They serve a local community-driven purpose to connect within and to connect from the village or community “out”. They might be local open-source 2G solutions, or Wi-Fi mesh solutions using license-free spectrum. The aim is to build capacity for both the demand and the supply of digital tools.  

			The Internet Society currently is supporting over 20 projects using different technologies to fulfill community needs with our partners.

			In Nepal, for instance, in partnership with the Nepal Wireless Project, 12 schools, 2 health centers and a community hospital are up and running.  In Tilonia, India, we have seen the success of the Wireless for Communities (W4C) project with our partner the Digital Empowerment Foundation. In Tusheti, Georgia, we worked with the Georgian government and partners to link up 15 remote mountain villages to help shape future business development and to keep families in touch who are spread across Georgia and the world.  In Latin America, we are supporting partners who are working hand-in-hand with governments to change policies to support community networks - through innovative licensing and access to spectrum.  In Africa, we are working with partners to train experts to scale community networks and deploy networks in places like Kibera - an underserved community in Nairobi, Kenya.   In North America, we are exploring the critical need to connect indigenous communities in Canada and the United States.  And, at the global level, we support networks and partners who are part of the Internet Governance Forum’s Dynamic Coalition for Community Connectivity (DC3) to scale work and shape global communities.

			We need to put our minds and energies together to forge new partnerships, strengthen existing ones, and support every-day heroes around the world who are changing the way connectivity is deployed. We can all support community networks in our own way. 

			Our vision has been and continues to be that the Internet is for everyone.  Together, let’s shape tomorrow.

			Kathryn Brown

			President and Chief Executive Officer of the Internet Society

		


		
			

			PREFACE

			by Jan Dröge

			The Importance of Community-led Networks 
in Europe

			The European Union set ambitious targets of universal coverage for all citizens by 2020, at 30 Mbps. In 2016, a new communication “Towards a Gigabit Society” raised this target to 100 Mbps by 2025. So far, around 76% of EU citizens are covered by fast internet access. However, this number drops to around 40% for people living in rural areas.

			In Europe, we principally see the emergence of community-led networks in these rural and remote areas, where low population density, limited incomes, and the landscape itself can be challenges to investment by telecom operators – the main payers deploying broadband services in Europe.

			Although the EU offers a number of public investment programmes to support closing this urban-rural “digital divide”, rural areas across Europe continue to be under-serviced. 

			In some of these areas, such as in Germany and the UK, community-led networks have risen to the challenge, drawing on community, private and public funding. These local successes are recognised at EU level, where their learnings and innovative approaches are reflected in the annual Broadband Awards – which have honoured several community driven initiatives over the past years – and disseminated through the European Broadband Competence Offices Network (BCO Network).

			This BCO Network was launched in 2017 as a further EU support to closing the “digital divide”, helping Member States to reach the EU connectivity targets, and as a tool in the realisation of the European Digital Single Market. 

			The Network is animated by a dedicated Support Facility that connects the national and regional authorities responsible for broadband investment in all Member States, offering training, tools, and advice on policy, good practices and innovative solutions, and funding opportunities. Designated by the Member States, these authorities are recognised Broadband Competence Offices whose role is to serve as a single point of contact at national and regional level to make information on regulations and financial programmes more accessible to broadband project promoters, including at community level.

			Rural communities as any other community in Europe must participate in the knowledge economy in order to seize the opportunities of a digital society. 

			For this reason, this book and the work of the UN IGF Dynamic Coalition on Community Connectivity represent a very positive example of how crowdsourced efforts can positively contribute to the identification and sharing of knowledge and good practices, leading to a more connected and empowered society.

			

			Jan Dröge,

			Director of the EU Broadband Competence Offices Support Facility
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			1

			Introducing the Evolving Community Network Debate

			Luca Belli

			This book is the Official 2017 Outcome of the UN IGF Dynamic Coalition on Community Connectivity (DC3).[2] The UN IGF is a global multistakeholder platform that facilitates the discussion of public policy issues pertaining to the Internet. DC3 is a multistakeholder group[3] aimed at fostering a cooperative analysis of the community network model, exploring how community networks (CNs) may be used to foster the sustainable expansion of Internet connectivity while empowering Internet users. DC3 provides a shared platform involving all interested individuals and institutions into a multistakeholder analysis of community connectivity issues. This book should be seen as a further step towards a better understanding of community networking and is built upon the previous efforts of the DC3.[4]

			This volume is structured in two sections exploring benefits, challenges and opportunities for CNs and analysing a series of CN case studies and forward-looking proposals, from which useful recommendations can be drawn. As a conclusion, this book includes the updated version of the Declaration on Community Connectivity, which was elaborated through a multistakeholder participatory process, featuring an online open consultation, between July and November 2016, a public debate and a feedback-collection process, during the IGF 2016, and a further online consultation, between December 2016 and March 2017.

			As stated by the Declaration on Community Connectivity, CNs are crowdsourced networks

			“structured to be open, free, and to respect network neutrality. Such networks rely on the active participation of local communities in the design, development, deployment, and management of shared infrastructure as a common resource, owned by the community, and operated in a democratic fashion. Community networks can be operationalised, wholly or partly, through individuals and local stakeholders, NGO’s, private sector entities, and/or public administrations.”

			For this reason, it can be argued that CNs promote a community-centred Internet, developed for the people, by the people. Building on the previous works of the DC3, this book aims at fostering a better understanding of what CNs are and the opportunities that these initiatives offer to promote a sustainable Internet environment, fostering a sustainable connectivity agenda and allowing the greatest possible number of individuals to enjoy the benefits of information and telecommunications technologies. 

			1.1

			Benefits, Challenges and Opportunities for Community Networks 

			The first part of this volume explores a variety of regulatory, technical, social and economic challenges raised by community-networking initiatives. The five chapters included in this part do not simply analyse the challenges faced by CNs but put forward potential solutions, suggestions and recommendations that are based on critical observation and evidence-based analyses of CNs and should be considered by all stakeholders.  

			In the opening chapter on “Network Self-Determination and the Positive Externalities of Community Networks,” Luca Belli argues that existing examples of CNs provide a solid evidence-base on which a right to network self-determination can be constructed. Network self-determination should be seen as the right to freely associate in order to define, in a democratic fashion, the design, development and management of network infrastructure as a common good, so that all individuals can freely seek, impart and receive information and innovation. First, this chapter argues that the right to network self-determination finds its basis in the fundamental right to self-determination of people as well as in the right to informational self-determination that, since the 1980s, has been consecrated as an expression of the right to free development of the personality. In this sense, the author emphasises that, network self-determination plays a pivotal role allowing individuals to associate and join efforts to bridge digital divides in a bottom-up fashion, freely developing common infrastructure. 

			Subsequently, Belli examines a selection of CNs, highlighting the positive externalities triggered by such initiatives, with regard to the establishment of new governance structures as well as the development of new content, applications and services that cater for the needs of the local communities, empowering previously unconnected individuals. The chapter offers evidence that the development of CNs can prompt several positive external-effects that considerably enhance the standards of living of the CN members, creating learning opportunities, stimulating local entrepreneurship, fostering the creation of entirely new jobs, reviving social bounds amongst community members and fostering multistakeholder partnerships. For these reasons, policymakers should design national and international policy frameworks that recognise the importance of network self-determination and facilitate the establishment of CNs rather than hindering their development. 

			In his chapter on “Barriers for Development and Scale of Community Networks in Africa,” Carlos Rey-Moreno explains that that CNs should be seen as communications infrastructure deployed and operated by citizens to meet their own communication needs and such initiatives are being increasingly proposed as a solution to foster connectivity. However, the author emphasises that, in Africa, where the proportion of unconnected individuals is among the highest globally, the number of initiatives identified is relatively low considering the continent’s size and population. Hence, the chapter focuses on the barriers that prevent more CNs from appearing or existing ones from becoming sustainable and scaling. The barriers identified range from the lack of awareness of both the potential benefits of accessing information, and the Internet more generally, and the possibility for communities to create their own network, to the lack of income of the people who would like to start one. 

			Importantly, Rey-Moreno notes that most of the people within the next billion to be connected need to choose, daily, between Internet/communication networks and other vital necessities such a food and health. The unreliable (or the complete lack of) electricity in most of these areas, and the prohibitive cost of backhaul connectivity, also affects the capital required to start and operate CNs. The lack of local technical competencies, and a regulatory framework not conducive for the establishment of small, local communication providers, are also identified as the main barriers for growth of community networks in the region. Despite this breadth of barriers, African communities are proving that some, if not all, of these barriers have been addressed. As stressed by Rey-Moreno, this is motivating global organisations to contribute creating an enabling environment that removes these barriers.

			In his chapter on “Community Networks as a Key Enabler of Sustainable Access,” Michael J. Oghia defines sustainable access to the Internet, as the ability for any user to connect to the Internet and then stay connected over time, thus contributing critically to sustainable development. The author argues that CNs are ideal to catalyse sustainable access, but the challenge of generating reliable energy to power infrastructure continues to pose a significant barrier to lowering costs and the ability to scale. This chapter aims to highlight the link between community networks and the broader agenda on sustainability, defines sustainable access, and explores the connection between infrastructure, energy, and Internet access, while concluding by outlining the role of CNs as a pillar of enabling sustainable access.

			In their paper on “Can the Unconnected Connect Themselves? Towards an Action Research Agenda for Local Access Networks,” Carlos Rey-Moreno, Anriette Esterhuysen, Mike Jensen, Peter Bloom, Erick Huerta and Steve Song argue that community-based solutions to building local network infrastructure are increasingly being considered as viable alternatives to traditional large-scale national deployment models. Use of low-cost networking equipment to provide communication infrastructure built in a bottom-up manner is growing, especially in rural areas where connectivity is poor. While there are instances of these solutions that stand as real-world examples of ways to improve access to ICTs and provide affordable and equitable access, these models of Internet access provision are still not widely known or well accepted, usually being deemed as ‘fringe’ solutions to connectivity needs that lack widespread applicability or the potential to scale. This chapter outlines a proposed action research agenda and methodology for providing an evidence-based understanding of the potential role of these types of local infrastructure solutions in meeting the needs of the unconnected, as well as those on costly-metered broadband services.

			Erick Huerta, Peter Bloom and Karla Velasco’s chapter on “The Success of Community Mobile Telephony in Mexico and its Plausibility as an Alternative to Connect the Next Billion” closes the first part of this volume. The authors introduce a framework for the design and instrumentation of Community Mobile Telephony (CMT) from a Mexican perspective but applicable to other regions. Particularly, this chapter describes the case of Telecomunicaciones Indigenas Comunitarias A.C. and Rhizomatica whose CMT began operating in 2013 in Talea de Castro, Oaxaca, under a private network scheme and using a segment of spectrum, acquired for free-and-non-profit use. The case analysed in this chapter demonstrates that, under a new technical, economic and organisational scheme, it was possible to offer, in a sustainable manner, mobile services in commercially unfeasible localities. After 3 years, since inception, the system covered eighteen localities of between two hundred and three thousand habitants. As Huerta and Velasco emphasise, these data confirm not only the viability of the model but also the possibility to expand it to communities without mobile service. Moreover, this experience paved the way for the creation of a new framework among traditional operators, which allowed them to connect rural locations, previously deemed inviable. Importantly, the success of the project has given way to a new legal framework and a modification in spectrum administration, which, for the first time in Mexican history, assigned a portion of GSM spectrum for social purposes. The success of the Mexican case proves that Community Mobile Telephony is a plausible option that should be embraced to connect over 2 billion people without affordable mobile coverage and the 700 million with no coverage at all, by supporting communities to build and maintain self-governed and owned communication infrastructure.

			1.2 Case Studies: Building Connectivity in a Bottom-up Fashion 

			The second part of this work analyses a selection of CNs, stressing the diversity of the social, economic and technical backgrounds from which CNs may originate as well as highlighting the existence of very heterogeneous models that may be utilised to establish and maintain CNs. The cases presented in this section witness the variety of CNs and demonstrate that these initiatives may be developed in many different environments. While very useful teachings can be drawn from these experiences, it seems clear that further research on the matter can be very beneficial and should be incentivised.  

			Ritu Srivastava opens the second part with her chapter on “Policy Gaps and Regulatory Issues in the Indian Experience on Community Networks,” discussing the Digital Empowerment Foundation’s Wireless for Communities model, exploring the legal and regulatory challenges frequently faced by CNs in developing countries, with particular regard to spectrum allocation and management, licensing regulation, and bandwidth policies in India. The author maps out the common elements of these challenges among CNs and, subsequently, addresses policy and regulatory issues. Notably this chapter investigates the efficacy of creating Wireless Community Networks, Rural Internet Service Providers or community-based Internet Service Providers and explores the possibility of policies, which could help in creating widespread information infrastructure for developing countries, with a focus on India, in order to better connect the subcontinent. Importantly, Srivastava’s paper puts forward a number of recommendations for policy-makers, regulatory bodies, and related stakeholders. Such recommendations are organised into national recommendations and regional and international recommendations. The national recommendations include suggestions regarding how to alleviate unnecessary regulatory and fiscal hurdles on small/rural Internet Service Providers and CNs in India. The regional and international recommendations focus on creating a more enabling policy and regulatory environment for CNs, in general, and can be applied to any national context.

			In their chapter on “Community-led Networks for Sustainable Rural Broadband in India: the Case of Gram Marg,” Sarbani Banerjee Belur, Meghna Khaturia and Nanditha P. Rao argue that, to bridge the digital divide facing rural India, a cost-effective technology solution and a sustainable economic model based on community-led networks is needed. Gram Marg Rural Broadband project at IIT Bombay, India has been working on both these aspects through field trials and test-bed deployments. The authors critically argue that, even if the connectivity reaches rural India, the network infrastructure would not be able to sustain itself at the village level, without a sustainable economic model. This chapter analyses the findings of the impact studies performed by the authors, which have exposed the need for community owned networks. Conspicuously, the study reveals that villagers have a clear understanding that they can save time and money, when Internet connectivity reaches the village. However, the adoption of traditional Internet access provision paradigm was not sustainable. 

			On the contrary, villagers suggested community-led networks would enable them to “own Internet” and, to this end, the Public-Private-Panchayat Partnership (4-P) model was developed. In this context, the Panchayat, which is the local self-government – which operates at the village level according to the Indian decentralised administration system – takes ownership of the network. The partnership enables the network to be community-led for effective decision making and prioritising services based on the needs of the villagers. The public-private partnership enables Internet connectivity to reach the village from where the management is taken over by the Panchayat that supports the investment for the local network infrastructure, at the village level. Local youth known as Village Level Entrepreneurs (VLEs) invest, maintain the network and generate revenue. The authors stress that the model ensures a decent and sustainable return on investment for the Panchayat and defines a nominal user subscription cost. It also considers expected future growth in demand and related cost dynamics. This chapter offers a crucial perspective on the relevance of revenue generation and sharing, stressing that CNs can be economically sustainable, providing incentive for connectivity expansion and empowerment of local villagers.

			In his chapter on “Comparing Two Community Network Experiences in Brazil,” Bruno Vianna describes two installations of community networks in two different environments in the state of Rio de Janeiro, Brazil. The first case study, completed in 2015, was established in the rural village of Fumaça. The development of this CN was made possible thanks to a grant from Commotion Wireless and was built by a team of volunteers together with the members of the local community. To date, the network remains operational, providing free and open access to the Fumaça community. The second one was established in the Maré Complex, an area concentrating a considerable number of favelas in the city of Rio de Janeiro. It was made possible through an open call for workshops from the Rio de Janeiro state government, and was implemented by the students who participated in the weeklong course and were, for the main part, coming from the local favelas. The two cases provide interesting information regarding the potential for CNs in the global south, highlighting the possibility that such initiative can have with regard to capacity-building, empowerment and the creation of new opportunities for youngsters.

			In her chapter on “Beyond the Invisible Hand: the Need to Foster an Ecosystem Allowing for Community Networks in Brazil,” Nathalia Foditsch provides a useful complement to the discussion started in the previous chapter by Bruno Vianna, arguing that the debate over CNs is not new in Brazil but needs to gain momentum again, in order to overcome some obstacles. Notably, the author emphasises that promoting a favourable ecosystem is a challenge that goes beyond the technical aspects of deploying and managing such networks. Recent advancements show signs of an increasingly encouraging environment for CNs, but a lot remains to be done. This chapter briefly discusses some challenges and new regulatory developments in Brazil and explores how the work of the IGF Dynamic Coalition on Community Connectivity might contribute to the promotion of an ecosystem that facilitates the establishment of CNs.

			In her chapter on “Diseño e Implementación de una Aplicación Web para la Visualización Mundial de Despliegues de Redes Comunitarias” (Design and Implementation of a Web Application for the Global Visualisation of Community Network Deployments), Maureen Hernandez stresses that it is currently hard to obtain systematised information regarding the existing CN deployments around the world. Nothing the lack of a database or repository providing basic information about CNs, such as the name, localisation, and contact person of these initiatives, the author proposes to remedy to this lacuna though the development of technical tool. This chapter proposes to collect data on CNs to organise them to facilitate interactions among stakeholders and take advantage of the lessons learned, instead of letting each community starting from zero. Hernandez argues that such effort may be feasible based on the outcomes that have been developed, to date, by initiatives like the UN IGF Dynamic Coalition for Community Connectivity or the research group Global Access to the Internet for All (GAIA), from the Internet Research Task Force (ITRF). The paper argues that the ability to visualise information about CNs into a unique tool may be a crucial factor not only to promote and inspire more deployments but also to understand how far these initiatives have come and how different their characteristics may be. In this perspective, the proposed “Community Connectivity Map” aims at including data about the largest possible number of CNs on a map, allowing stakeholders themselves to add data to be validated manually.
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			Network Self-Determination and the Positive Externalities of Community Networks

			Luca Belli

			Abstract

			This paper argues that existing examples of Community Networks (CNs) provide a solid evidence-base on which a right to “network self-determination” can be constructed. Network self-determination should be seen as the right to freely associate in order to define, in a democratic fashion, the design, development and management of network infrastructure as a common good, so that all individuals can freely seek, impart and receive information and innovation. 

			The first section of this paper argues that the right to network self-determination finds its basis in the fundamental right to self-determination of peoples as well as in the right to “informational self-determination” that, since the 1980s, has been consecrated as an expression of the right to free development of the personality. The paper emphasises that, network self-determination plays a pivotal role allowing individuals to associate and join efforts to bridge digital divides in a bottom-up fashion, freely developing common infrastructure. In this perspective, the second section of this paper examines a selection of CNs, highlighting the positive externalities triggered by such initiatives, with regard to the establishment of new governance structures as well as the development of new content, applications and services that cater for the needs of the local communities, empowering previously unconnected individuals. 

			The paper offers evidence that the development of CNs can prompt several positive external-effects that considerably enhance the standards of living of individuals, creating learning opportunities, stimulating local entrepreneurship, fostering the creation of entirely new jobs, reviving social bounds amongst community members and fostering multistakeholder partnerships. For these reasons, policymakers should design national and international policy frameworks that recognise the importance of network self-determination and facilitate the establishment of CNs rather than hindering their development. 

			2.1 Introduction: Network Self-Determination as a Bottom-up Answer to Market Failures 

			Community Networks (CNs) are crowdsourced networks developed in a bottom-up fashion to be utilised and managed as a common good. As stressed by the Declaration on Community Connectivity CNs are “structured to be open, free, and to respect network neutrality. Such networks rely on the active participation of local communities in the design, development, deployment, and management of shared infrastructure as a common resource, owned by the community, and operated in a democratic fashion.”[5] Importantly, these community-driven networks give rise not only to new infrastructure but also to new governance models and new business opportunities that complement and fill the gaps left by the classic Internet access provision paradigm.[6] Indeed, this traditional paradigm, where mainstream-network operators deploy infrastructure in a top-down fashion, presents some clear limitations that are tellingly exemplified by the almost-4-billion individuals[7] that still lack Internet connectivity, to date. Therefore, the emergence of CNs represents a direct reaction from the populations that are closely interested by the wide range of existing digital divides and do not want to give up what this paper defines as “right to network self-determination.” 

			The thesis of this paper is that groups of individuals experiencing digital divides, as well as any other community, have a right to free development of network infrastructure and that “network self-determination” is an instrumental condition to allow the full exercise of individuals’ human rights. Such network self-determination can be enjoyed when individuals can freely associate in order to define, in a democratic fashion, the design, development and management of network infrastructure as a common good, so that they can freely seek, impart and receive information and innovation.

			The first section of this paper will argue that the right to network self-determination finds its basis in the fundamental right to self-determination of peoples[8] as well as in the right to “informational self-determination”[9] that, since the 1980s, has been consecrated as an expression of the right to free development of the personality. This paper will emphasise that network self-determination plays a pivotal role allowing individuals to associate in collective entities, joining efforts to bridge digital divides in a participatory and bottom-up fashion. In this perspective, the second section of this paper will examine a selection of CNs, highlighting the positive externalities triggered by such initiatives, with regard to the establishment of new governance structures as well as the development of new content, applications and services that cater the needs of the local communities, empowering previously unconnected individuals.

			CNs are a prime example of how individuals can enjoy the right to network self-determination. However, before analysing the conceptual bases of this right and entering the CN debate, it is important to stress that the populations affected by digital divides – which have a concrete interest in exercising network self-determination establishing CNs – may have quite diverse profiles. In fact, although digital dividends are particularly noticeable between urban and rural populations, they may also affect individuals residing in different areas of the same city, where inhabitants enjoy dissimilar standards of living.[10] In many countryside areas and in the peripheries and slums[11] of many metropoles, the population is scarce and individuals may enjoy significantly lower standards of living and, for these reasons, operators neglect the expansion of network infrastructure, due to the insufficient return on investment. Hence, the “traditional” model of Internet access provision, which is driven by investments of telecom operators, should not be considered as a one-size-fit-all solution because, although it may prove efficient to cater connectivity to urban and wealthy populations, it clearly needs to be complemented with different approaches to meet the needs of a more diversified – and less wealthy – public. Notably, the market approach may face two types of failure in both rural and peripheral areas:

			

			the prospect of a missed return on investment may lead to no coverage or to such low quality of service that potential or existing users may be discouraged from subscribing to available Internet-access offerings; 

			

			due to lack of competition, Internet-access offerings may be prohibitively expensive for most of the economic deprived areas, where inhabitants may need to sacrifice food to afford communication.[12] 

			Besides the aforementioned elements, many individuals may not realise the interest of Internet connectivity because the services and content they would need, such as local e-government services, local e-commerce, e-health and local content tailored on the linguistic exigencies of the local population, are not available online.

			The emergence of CNs is therefore a concrete response to these situations, with the aim of truly empowering the unconnected, allowing individuals and communities to enjoy network self-determination, having access to all the opportunities that connectivity can provide, while becoming able to generate even more opportunities. As the second section of this paper will argue, the analysis of existing community-networking initiatives provides a solid factual base for the promotion of a collective right to network self-determination, which can be enjoyed through the establishment of community-led networks. Indeed, CNs have the potential to allow the creation of new socio-economic opportunities for the local communities that engage in the development of the networks, truly participating to the evolution of the Internet. 

			2.2 The Right to Network Self-Determination

			It is important to reiterate that one of the primary features of CNs is to be tailored on the needs of the communities at the origin of such initiatives. This consideration is particularly relevant, if we think about connectivity in terms of self-determination and if we consider CNs as the reflex of local communities’ needs and will. The ultimate goal of CNs is to respond to the necessities of the communities who builds them and, in this perspective, the prominence of the community interest is so relevant that CN-members may decide not to be connected to the Internet but rather to build local intranets or to connect the CN to the Internet only sporadically.[13] In some other cases, the community members may even decide to structure the CNs as radio-based networks, like the Fonias Juruá network[14] in the Brazilian Amazon, rather than IP based networks. 

			The following subsection will argue that the right to develop network infrastructure stems from the fundamental rights to self-determination of peoples as well as to enjoy the benefits of scientific progress and its applications.  

			2.2.1

			The Fundamental Right to Self-Determination of Peoples as a Foundation of Network Self-Determination

			The fundamental right to self-determination plays an instrumental role allowing individuals to enjoy all their inalienable human rights and, for this reason, it is enshrined as the first article of both the Charter of the United Nations and the International Covenants of Human Rights. According to these international-law instruments, states have agreed that “all peoples have a right to self-determination” and that “by virtue of that right they are free to determine their political status and to pursue their economic, social and cultural development.”[15] Furthermore, Article 55 of the UN Charter corroborates the aforementioned provisions enjoining UN member states to generate stability and well-being “based on respect for the principle of equal rights and self-determination of peoples” while both Articles 1(3) of the Covenants oblige the signatories “to promote the realisation of the right to self-determination.” Although such provisions have been interpreted, in a post-colonial context, as the right to territorial secession of each ethnic, linguistic or religious group, this is not the interpretation based on which this paper proposes to construct the right to network self-determination. On the contrary, this section argues that network self-determination should be associated to the interpretation of the right to self-determination as the collective right of a community to determine its own destiny, promoting socio-economic development and self-organisation. 

			I should reiterate that network self-determination shall not be associated with territorial separation, but rather to the essence of the right to self-determination as the right of choice and a right of process belonging to peoples, which is formally recognised through binding international-law instruments. When it comes to connectivity, this means, first, having the possibility to choose to design and organise in an independent and democratic fashion the shared network infrastructure that will allow individuals to interconnect and, second, having the possibility to implement such choice. In this perspective, we should look at CNs not only as a concrete strategy to expand connectivity but also as a laboratory for new governance structures allowing the transposition of the democratic organisations of local communities into the governance of the electronic networks that provide connectivity to such communities. For these reasons, public policies should facilitate and promote the establishment of CNs.

			It is important to stress that network self-determination allows building a direct bridge between human rights and connectivity. Connectivity is instrumental to allow individuals to fully enjoy freedom of expression and, in the Internet environment, this fundamental right to seek, impart and receive information and ideas should be seen as every individual’s right to access, develop and share content, applications and services, without interference. Importantly, it should also be stressed that the right to communicate should be considered as a right rather than an obligation to connect with the rest of the world permanently or to use a specific type of technology or applications, imposed by an “external intervention.” As such, individuals should be able to self-determine how they wish to organise the network infrastructure allowing them to improve their political, economic and social status and independently decide which kind of technology, applications and content are best suited to meet the needs of their local community. Therefore, network self-determination should be considered in terms of cultural, economic and technological autonomy, which is essential to further human rights and dignity of every individual and group of individuals. 

			In this perspective, policymakers should consider these latter points carefully, when deliberating on how Universal Access Funds should be utilised. Indeed, these funds could have a significant impact if they were utilised – at least in part – to support the establishment of community networking initiatives, thus providing concrete opportunities for individual empowerment, rather than being used for inefficient subsidies or even for “unknown”[16] purposes. National governments should try to devote at least a fraction of the financial resources collected through Universal Access Funds to programmes providing seed funding to the organisations or individuals that propose solid plans for the development of CNs, which offer a wide range of positive externalities, as I will stress in section 2.3. The next subsection will explore the second conceptual basis of network self-determination that can be found into “informational self-determination”, a fundamental right that was first and foremost elucidated by the German Constitutional Court.

			2.2.2

			Informational Self-Determination as a Foundation of Network Self-Determination

			In 1983, the German Supreme Court recognised explicitly the individual right to “informational self-determination” as an expression of the fundamental right to have and develop a personality, enshrined in Article 2.1 of the German Federal Constitution. It is important to stress that this right is not a German peculiarity and is formally recognised under international law. Indeed, article 22 of the Universal Declaration of Human Rights affirms that “everyone is entitled to the realisation of the rights needed for one’s dignity and the free development of their personality,” while the International Covenant on Economic, Social and Cultural Rights consecrates this fundamental principle with regard to the human right to education and to participate in public life. Particularly, the Covenant’s signatories have agreed that the right to education “shall be directed to the full development of the human personality and the sense of its dignity [...] and enable all persons to participate effectively in society” (Article 13.1). Moreover, the free development of personality is explicitly considered as instrumental to exercise the fundamental right to “to take part in cultural life [and] to enjoy the benefits of scientific progress and its applications” (Article 15). 

			Importantly, since the eighties, the right to informational self-determination has become a cornerstone of personal-data protection. Indeed, the reasoning of the German Court stressed that the right to informational self-determination underpins “the capacity of the individual to determine the disclosure and use of his/her personal data,”[17] thus ascribing to individuals the right to choose what personal data about themselves can be disclosed, to whom, and for what purposes such data can be used. In this context, it must be noted that, over the past twenty years, the exercise of informational self-determination has been increasingly challenged by the transformation of the collection and processing of personal data into the main source of income of the majority of Internet services. Although Internet access and data collection have been traditionally treated as separated issues, it is increasingly evident that this is not the case anymore. To understand why these issues are increasingly intertwined and why informational self-determination is also a conceptual basis of network self-determination, it is important to clarify three major points. 

			First, the business models of most online services and mobile applications rely on the collection and monetisation of users’ data, rather than being based on the payment of a fee, which, on the contrary, is the core source of revenue in the subscription model, traditionally utilised by Internet access providers. Although the “zero price” business models of online services presents such services as “free,” it is widely recognised that users de facto pay the price with their personal data, which are collected and monetised for various purposes, such as user profiling for targeted advertising.[18] This model is highly lucrative and, for this reason, over the past decade, authors and institutions have incessantly stressed that “data is the new oil”[19] and that personal data are “the new currency of the digital world,”[20] a “new asset class”[21] and “the world’s most valuable resource.”[22]

			Second, it must be noted that many users do not realise the value of their personal data nor the fact that that these data represent the price of the online services they access “freely”. Furthermore, the strong majority of users are not aware of the implications of the collection and processing of their personal data, being submerged by unread[23] contractual terms and complex privacy notices to which they carelessly consent, in order to enjoy the supposedly “free” services.[24] For instance, the majority of users ignore that their personal data are utilised to record and manage their behaviour in real-time and to take a wide spectrum of very sensitive decisions on themselves, such as assessing credit applications and determinations of creditworthiness based on their digital behavioural data.[25] In his context, it seems important to make a third consideration. Over the past years, the collection of personal data has become so relevant and strategic that several players have started applying the logic of the zero-price model to Internet access offerings, starting to sponsor limited access to specific applications, presented as “free” – because their data consumption is not counted against users’ monthly data-allowance – but de facto paid by users via the collection of their personal data. Indeed, individuals’ personal data have become such a valuable asset that business players are becoming ready to sponsor access to their applications to be able to collect and utilise the data produced by the (new) users of such applications. 

			The abovementioned offerings are generally categorised as “zero rating”[26] plans and are presented by some stakeholders as a potential solution to “connect the unconnected.”[27] However, it should be noted that, despite rhetoric, the purpose of most of these offerings is not philanthropic but rather to orientate user experience into predefined applications,[28] the access to which will be paid by users with their “free labour”[29] as data producers, rather than with money. Indeed, in light of the value of (personal) data, it may be worth for a corporation to sponsor access to its applications in order to concentrate the production of users’ data, which are the real price paid by users to access digital services. Notably, users’ personal data may be particularly valuable when users are previously unconnected individuals, about which no data has ever been collected. In this sense, one of the reasons why zero-rating plans have been criticised as “digital colonialism”[30] is the way they intervene in developing markets, encouraging the use of specific – and usually foreign – applications, rather than encouraging connectivity. Fostering the use of a limited set of applications may be seen as a strategic move to create new loyal data-producers rather than new Internet users that may develop potentially competing applications. In this respect policymakers in developing countries should carefully considered that sponsored applications de facto drain “the most valuable resource” out of a country in exchange of access to few applications. Such model takes considerable advantage of the fact that individuals in developing countries cannot afford an alternative and that both individuals and policymakers seem to be completely unaware of the tremendous value that personal data generate and will keep on generating in the future for those who exploit them. 

			On the contrary, CNs foster network self-determination, for they allow individuals to decide autonomously how to pursue their economic, social and cultural development, without having to trade personal data for services. The goal of CNs is indeed to empower community members that will become new active participants of Internet, thus enjoying the benefits of connectivity while contributing to the Internet’s evolution in a bottom-up fashion. Numerous examples[31] of different CN formats demonstrate that CNs are not only feasible, but they can also be scalable and trigger a wide range of positive externalities for the local communities that build them. Importantly, such positive externalities include the creation of an ample range of new services. As I will stress in the next section, existing examples of CNs suggest that these initiatives are valuable for capacity-building purposes, improving digital literacy and access to knowledge, as well as for the production and circulation of local content and applications, thus reviving local economies or even generating entirely new economies. 

			Therefore, CNs play a significant role in promoting individual rights, in general, and the right to self-determination of peoples and informational self-determination, in particular. First, CNs foster freedom of expression and of association. Second, they strengthen informational self-determination, since CN members are not obliged to trade personal data for access. Third, the establishment of CNs regularly entails the inclusion of local community members into ICT education experiences, which allow them to learn how to develop new services, tailored on the community necessities, thus maximising Internet generativity.[32] This latter point crucially explains the relevance of CNs, which can truly empower previously unconnected communities, triggering a virtuous circle of knowledge-and-innovation sharing, while furthering individuals’ freedom of expression and freedom to conduct a business.

			The following section will offer evidence that the development of CNs can prompt several positive externalities that may considerably enhance the standards of living of individuals, creating learning opportunities, establishing efficient social organisations and stimulating local entrepreneurship. 

			2.3

			Positive Externalities of Community Networking

			There is widespread recognition amongst CN developers and scholars that CNs are positive contributors to the local socio-economic environments.[33] Besides providing access to information and knowledge, CNs specifically focus on the needs of local communities, providing community-tailored services while allowing community members to advertise and sell their products and services both locally and globally. Participants of many CNs have developed a variety of tools aimed at organising the community life in a more efficient way, for instance providing maps or shared planning tools, but also providing services spanning from messaging applications and social-networking platforms to music or video broadcasting applications and local e-commerce platforms. 

			Hence, CN initiatives have the potential to both revive local economies and reinvigorate community engagement in local politics, while making local administrations more efficient. These latter points become particularly relevant when we consider that the areas affected by lack of connectivity are frequently also the most affected by recession.[34] In this perspective, it becomes even more interesting to assess the potential benefits that CNs may deploy regarding local economy and governance, with particular regard to promoting employment opportunities for the local populations. 

			Even in developed countries such as the US, hundreds of communities and millions of individuals are disconnected or can only choose amongst a limited range of offerings, which are frequently too expensive, unreliable or include prohibitive data caps. Approximately 19 million Americans are in these conditions and, in rural areas, “nearly 20 percent lack access even to service at 4 Mbps/1 Mbps [and] 31 percent lack access to 10 Mbps/1 Mbps.”[35] In this context, CNs become a very viable option to avoid social and economic exclusion of those – especially rural – communities that would otherwise be condemned to lag far behind the rest of the connected country. This if one of the reasons why CNs are springing up in the US, driven by the belief that “if I can get people at home going to school online, I can raise up my education attainment level, which is only going to help me attracting employers in the long run [and] there are so many economic and social benefits of this.”[36]
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			Figure 1: Population and unemployment rate in rural and urban America.[37]

			CN debates and analyses frequently underappreciate the positive externalities generated by these networks, giving more prominence to the technology utilised to connect individuals or the governance model implemented to organise the CNs, rather than the concrete uses of connectivity and the benefits this may produce for the newly connected communities. The purpose of this section is to focus on the external effects of community networking and, to do so, I will scrutinise four examples of CN, established in four different countries presenting very diverse socio-economic environments. The examples have been chosen not only for their difference in size and technical features but also for the significant difference regarding industrialisation and average income amongst the countries where these CNs are established. Indeed, the CNs analysed in this section have been chosen to demonstrate that successful examples of community networking may be found and can be achievable in almost any kind of environment. 

			2.3.1

			Guifi.net

			Guifi.net is the biggest CN in the world and probably the most renowned and most studied example of community networking.[38] Founded in 2004 as a telecommunications technology project in the Osona County, in Catalonia, Spain, the aim of Guifi.net has been, since the very beginning, to solve the broadband Internet access difficulties that rural areas frequently face, due to the reticence of traditional operators to deploy their networks in such regions.[39] It should be noted that Catalonia is one of the wealthiest areas of Spain, which is categorised as an advanced economy[40] and, in 2016, was ranked 26th amongst 174 ITU members, by the global ICT Development Index.[41] These elements are particularly important to understand the context in which Guifi.net was developed but also to emphasise that deployments of CNs are not limited to developing countries. On the contrary, low levels of connectivity may be common in developed and developing countries alike and, for this reason, the CN approach has very concrete applications in virtually every type of country. 

			As emphasised in figure 2, Guifi.net currently covers a broad area and has reached roughly 85,000 users that may be grouped in 34.000 active nodes, which have typically 2.5 users per node.[42] Indeed, as it happens in many CNs, every node corresponds to a household, which has usually 2.5 inhabitants in the areas spanned by Guifi.net. Besides being the biggest and the most populated CN in the world, Guifi.net is also particularly outstanding due to the great amount and variety of services[43] that its members have developed and use on a regular basis. Indeed, the Guifi.net original idea to deploy network infrastructure as common-pool resource, to be exploited in a fair and sustainable way, has favoured the establishment of “a disruptive economic model based on the commons model and the collaborative economy.”[44] In this sense, it is interesting to note that the utilisation of a commons model to develop and manage network infrastructure has influenced other Internet layers, fostering collaborative application-and-content development. As Baig et al. (2015: 153) argue, the Guifi.net cooperative model is itself the reason why new, small, local entrants can easily develop new services, given the reduction of the entry costs and mutualisation of initial investments. Amongst the ample range of services developed by Guifi.net members, it is worth mentioning:

			

			8 direct Internet gateways and 306 proxies; 

			

			48 Web servers;

			

			31 File Transfer Protocol or shared disk servers;

			

			13 Voice over IP servers;

			

			13 broadcast radios;

			

			6 instant messaging servers (jabbers) and 7 Internet Relay Chat servers; 

			

			5 videoconference servers;

			

			4 mail servers.

			In light of the above, an element that policymakers should consider carefully is the fact that, besides generating new content and services, CNs like Guifi.net can be net job creators. Indeed, Guifi.net demonstrates that, entrepreneurs and developers may be keen to develop and offer new services new services. Moreover, every CN needs to be maintained by a team of professionals, thus the mere establishment of a CN is likely to create jobs at least regarding the CN maintenance. In this perspective, Guifi.net has offered an employment to 37 certified professionals[45] and 13 non-professionally registered (i.e. non-full time) installers. 
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			Figure 2: Guifi.net nodes localisation as of July 2016.[46]

			It is therefore important to note that CNs have the potential not only to provide affordable connectivity to previously-unconnected communities but also to resuscitate local economies, foster the creation of entirely new jobs, services and business opportunities. Furthermore, the development of CNs frequently entails the cooperation between CN members and local institutions such as local administrations, libraries, schools or universities. The case of Guifi.net is also emblematic in this regard, having established multistakeholder partnerships and cooperation with several hundred local institutions. Such high number of partnerships and widespread support from local stakeholders seems to be one of the key ingredients for the success of CNs.

			2.3.2

			Nepal Wireless Networking Project 

			The Nepal Wireless Networking Project (NWNP) was established in 2002 with the original aim of providing Internet access and telephony services to the Himanchal Higher Secondary School, an education institute in the Nepali district of Myagdi. (Pun et al. 2006) Differently from the Guifi.net example, NWNP is located in one of the poorest and least developed countries in the world. In fact, Nepal presents very high unemployment rate[47] and was ranked 142nd amongst 174 ITU members by the 2016 global ICT Development Index.[48] In this context, initiatives aimed at enhancing connectivity for the benefits of local populations are not only very welcome but they have the potential to enhance dramatically the life standards of the affected communities. 

			Shortly after NWNP was created, the CN founder, Mahabir Pun, decided to set more ambitious goals, aiming at bridging digital divides “from a grassroots perspective”[49] and, over the course of the years, NWNP turned into a social enterprise dedicated to bringing the benefits of wireless connectivity and ICTs to the populations living in several mountainous areas of Nepal. Importantly, the visionary strategy of Mahabir Pun considered connectivity as propellant for socio-economic development of the local communities and combined the construction of network infrastructure with the organisation of capacity-building programmes and with the development of services that could respond to the needs of the local populations.
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			Figure 3: a NWNP tower is installed on a Nepali Himalayan peak.[50] 

			Critically, the integrated approach consecrated by NWNP considered and stimulated the positive externalities of connectivity ab initio, thus establishing wireless infrastructure with the explicit purpose of going beyond selling Internet-access subscriptions. In this perspective, the aim of NWNP is the sustainable empowerment of the local community through the fulfilment of five different goals:[51]

			

			To allow reliable communications in the less accessible areas of Nepal through the provision of Voice over IP services, email applications and the organisation of a Nepali language bulletin boards, facilitating community discussions while simultaneously fostering e-governance; 

			

			To increase educational opportunities for local community members through the establishment of e-learning programmes and trainings aimed at overcoming the shortage of qualified teachers in the rural areas, while creating local intranets allowing to access and share pedagogic material; 

			

			To allow access to quality healthcare by providing telemedicine programmes and remote medical assistance. Importantly, this point was implemented in partnership with several hospitals;[52] 

			

			To foster e-commerce allowing villagers to trade their locally produced goods by creating an online version of local market-places, supported by local intranets; 

			

			To generate jobs with a particular focus on the younger generations, thanks to the provision of capacity building programmes made available in local tele-centres.

			It seems needless to state that this integrated approach is precisely what makes CNs or any other connectivity effort successful. Policymakers willing to design a sustainable connectivity agenda should simply copy and paste the bullet-points mentioned above. Notably, NWNP has proved to be particularly successful because of the great number of very diverse start-up initiatives it has generated over its 15 years of life. Several social enterprises including e-agriculture, medical-content-provision applications and smart environment services have been developed thanks to NWNP, improving the standard of life of thousands of individuals in numerous ways. As an instance, villagers regularly explore the e-agriculture application Haatbazar to organise local farming activities such as yak raising and cheese production, while local farmers have been using NWNP to trade livestock, to receive veterinary advice and access up-to-date veterinary information. Furthermore, to stimulate usage of ICTs by women, the NWNP team started developing pregnancy-related content that could be easily shared via feature phones. Such strategy proved so successful in fostering acceptance and use of technology by women that an Android-based application called Amakomaya was recently developed to deliver medical information to pregnant women via smart phones. Lastly, several weather stations have been connected to NWNP, to provide instant meteorological information to local communities while helping to enhance the local anti-poacher surveillance system, developed by NWNP members to monitor the Chitwan National Park, thus protecting several endangered species.

			2.3.3

			Telecomunicaciones Indígenas Comunitarias A.C.

			Telecomunicaciones Indígenas Comunitarias Asociación Civil[53] (TIC-AC) is an initiative run by the NGO Rhizomatica.[54] The work of Rhizomatica consists in creating and promoting open-source technology that helps people and communities build their own networks. Simultaneously, Rhizomatica develops and supports governance strategies aimed at implementing the sustainable development of CNs and the local communities. TIC-AC was founded in 2013 and its successful example of CN deploying GSM infrastructure played a pivotal role in demonstrating the interest of and need for a policy framework facilitating CNs in Mexico. Decision 73/2016[55] of the Federal Telecommunications Institute of Mexico (FTI) institutionalised the possibility to establish CNs, creating the first telecommunication service license for “social indigenous use,” which allowed the installation of GSM-based CNs in the Mexican states of Oaxaca, Chiapas, Veracruz, Guerrero and Puebla. The FTI Decision has been hailed as an historic resolution, being the first formal act in the world to institutionalise a telecommunication license for social indigenous use.[56] 
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			Figure 4: localisation of the communities connected by TIC-AC[57]

			Although Mexico is considered an emerging market[58] and is currently ranked 92nd amongst 174 ITU members, by the global ICT Development Index,[59] it is important to note that the state of Oaxaca, where TIC-AC is established, is amongst the least developed in the Mexican federation.[60] The Oaxaca state is in the south of Mexico and is renowned for its most rugged terrains, with mountain ranges, narrow valleys and canyons. Such orographic configuration, together with a low population density, have traditionally been considered as an obstacle to the deployment of telecom infrastructure. On the other hand, the same factors have helped preserving indigenous culture, making the state population one of the most diverse in the country, accounting for 53% of Mexico’s total indigenous language speaking population.[61] In this context, the double purpose of TIC-AC is to provide connectivity while letting the local populations self-determining how their network infrastructure should be organised and utilised to meet their needs, allowing a sustainable development and preserving their culture.

			TIC-AC is a GSM-technology based CN that caters communication services to roughly 3000 users. Amongst the services developed by the TIC-AC community, Voice over IP applications are probably the ones having the greatest impact, allowing community members to communicate and organise themselves as well as to stay in contact with relatives migrated abroad for a small fraction of the price previously needed to afford domestic and international calls. The project is run by a team of nine and supported by 20 more individuals, which are employed as managers of the 20 networks composing TIC-AC. Hence, in addition to the provision of telecommunications services and Internet connectivity, TIC-AC has also created 29 direct jobs for the local community, while fostering the development of new services for the local communities. Importantly, the project has been so successful that other civil society actors have spontaneously replicated it, using the same strategy to empower communities in other areas.[62]

			2.3.4

			QuintanaLibre

			QuintanaLibre is a CN developed by the NGO AlterMundi and situated in the area of José de la Quintana, in the Argentinian province of Córdoba. Argentina is categorised as a developing economy[63] and, in 2016, was ranked 55th amongst 174 ITU members, by the global ICT Development Index.[64] In this context, AlterMundi helps small communities building their own communications infrastructure, thus bridging the digital divides that are severely affecting rural areas. Particularly, the AlterMundi model[65] aims at overcoming the challenges imposed by the rural environment in which CNs are frequently established. Since its inception AlterMundi has worked to design an effective, easy to implement and cost-efficient technology allowing to overcome the scarcity of networking experts, the reduced income[66] and the lack of infrastructure that generally characterise rural areas, while developing a replicable network architecture that may be easily transposed to any realities.

			The QuintanaLibre network is structured in 70 nodes that provide Internet access to circa 280 connected devices. Although the CN is maintained through voluntary work, a number of grants have been obtained over time to develop the AlterMundi model and experiment it through the QuintanaLibre network. The AlterMundi association currently employs 15 people and several individuals have been hired to develop software, hardware and elaborate documentation, thus creating numerous jobs, since QunitanaLibre’s creation, in 2012. Importantly, QuintanaLibre was established in the context of a collaboration between AlterMundi and the National University of Córdoba with the goal of sharing infrastructure and promoting research and development regarding CNs. The establishment of a 50-Km link allowing direct connection with the communications tower of the National University of Córdoba allows to freely exchange data, connecting the CN with the rest of the Internet. Particularly, this collaboration allows all AlterMundi-affiliated CNs to utilise the University’s bandwidth when the University network is not utilised by students and academic personnel, during night and weekends, thus making an optimal use of a resource paid by public funds. 

			Importantly, QuintanaLibre members have developed several applications tailored on the needs of the local community, including a local information portal, a chat service, a VoIP server, community radio streaming, a file sharing system and several gaming applications. Moreover, the AlterMundi-affiliated networks provide Internet access to three schools, which are connected through the regional network, as well as to public spaces such as squares, bus stops and local cultural centres. 
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			Figure 5: the distribution of QuintanaLibre’s nodes, as of July 2016.[67]

			AlterMundi’s main server, housed within the datacentre of the University of Córdoba, is utilised to facilitate QuintanaLibre’s services and to provide different services to other CNs, based both in Argentina and abroad. Such services have been developed in partnership with the Código Sur collective,[68] with the aim of providing infrastructure and development resources to local communities, prompting socialisation, organisation and knowledge-sharing amongst individuals. The partnership established in the context of Código Sur has been particularly fruitful, prompting the development of an ample range of free and open source applications, including hosting, streaming and mailing services as well as virtual private networking services.[69]

			2.4

			Conclusions: Community Networks as Implementation of Network Self-Determination

			The examples analysed in the previous section demonstrate that community networking initiatives can be successfully established in very diverse contexts. CNs may be considered as a prime example of how network self-determination can be implemented, empowering individuals with the possibility to reap the benefits of connectivity and deploying many positive external effects, able to enhance the quality of life of entire communities. Importantly, the fact that CNs are crowd-sourced initiatives does not only mean that individuals and organisations pool their resources and coordinate their efforts to build network infrastructures. It also means that the individuals involved in the design, implementation and maintenance of the CNs can learn and experience first-hand how Internet technology functions. As such, local populations previously excluded from the information society have the possibility to develop the capacities necessary to concretely benefit from connectivity, by communicating, acquiring knowledge and, most importantly, creating and sharing innovative applications and e-services that are tailored to meet the necessities of the local communities. Such initiatives have, therefore, the potential to give rise to entirely new socio-economic ecosystems, built by the local communities for the local communities and beyond, in a quintessentially bottom-up fashion.

			However, it is also imperative to stress that the design, implementation and management of a CN should not be considered as trivial tasks and that the achievement of successful and sustainable CNs requires, first of all, vision and, secondly, the definition of a solid strategy and a reliable governance structure. These elements have allowed the analysed CNs to thrive in very dissimilar circumstances and should be considered as essential requisites for any community networking initiative. Furthermore, the analysed cases shown that the development of sustainable CNs frequently entails the cooperation with local institutions such as public administrations, hospitals, schools, universities or libraries. Multistakeholder partnerships with existing institutions can greatly reduce overhead while guaranteeing stability and, potentially, economic and organisational sustainability of the CNs, mutualising costs and optimising resources. Moreover, this type of multistakeholder cooperation and engagement, involving public institutions, local civil society and local entrepreneurs, exemplifies meaningfully the positive externality that only CNs have been able to generate so far, reorganising local communities, creating business opportunities and strengthening social bounds amongst the locals. 

			It is worth highlighting that the latter elements are precisely what differentiates CNs from other “traditional” strategies, which have been proposed, to date, in order to “connect the unconnected.” Indeed, differently from strategies typically promoted by expansionist business players to connect individuals, the goal of CNs is to let the local population self-determine how to interconnect, by building new infrastructure and new services in a democratic and bottom-up fashion, rather than “being connected” in accordance to strategies defined by external agents, whose principal interest is obviously not the one of the local community. In this perspective, the infrastructure built by the local populations should not be considered as the “last-mile” of the network but rather rather as the “first mile,”[70] which is autonomously developed and utilised by the empowered communities, where individuals enjoy the right to network self-determination. 

			As famously argued by Norberto Bobbio, human rights emerge gradually, for they reflect historical evolutions, being the results of “the battles human beings fight for their own emancipation and the transformation in living conditions which these struggles produce.”[71] In such perspective, it is not absurd to argue that, just as individuals enjoy the fundamental rights to freedom of expression or to basic education, so they should also enjoy the right to network self-determination. There is indeed no reason why individuals should not be free to associate to define, in a democratic fashion, the design, development and management of network infrastructure as a common good, in order to freely seek, impart and receive information and innovation. 

			Furthermore, as demonstrated by the examples analysed in this paper, the affirmation of a right to network self-determination is already happening de facto even before being consecrated de jure. Indeed, the proliferation of CNs offers a patent example of how individuals are willing and able to establish network infrastructure to improve their standards of life and to manage CN democratically, for the benefit of the community, when they are allowed to do so. Lastly, the analysed examples tellingly demonstrate that, when individuals with vision and a credible plan lead the efforts to expand connectivity, the result may be impressive. The magnitude of the positive externalities generated by CNs is particularly relevant when we consider connectivity as an essential means to empower people via education, communication, efficient organisation and new business opportunities. In this regard, the efforts of the UN IGF Dynamic Coalition on Community Connectivity[72] (DC3) are notable because they offer a shared understanding of what CNs are and how network self-determination can be enjoyed via the establishment of such networks. 

			More research and further cooperation are needed to unleash the potential of CNs but existing examples already demonstrate that CNs are a viable strategy to expand connectivity and empower people. Such examples also create a solid evidence-base on which the right to network self-determination can be constructed. 
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			Abstract

			Community networks (CNs), communications infrastructure deployed and operated by citizens to meet their own communication needs, are being increasingly proposed as a solution to connect the unconnected. However, in Africa, where the proportion of unconnected is among the highest globally, the number of initiatives identified is relatively low considering the continent’s size and population. This paper analyses the barriers that prevent more CNs from appearing or existing ones from becoming sustainable and scaling. The barriers identified range from the lack of awareness of both the potential benefits of accessing information, and the Internet more generally, and the possibility for communities to create their own network, to the lack of income of the people who would like to start one.

			It is important to note, that most of the people within the next billion to be connected need to choose, daily, between Internet/communication networks and other vital necessities such a food and health. The unreliable (or the complete lack of) electricity in most of these areas, and the prohibitive cost of backhaul connectivity, also affects the capital required to start and operate one. The lack of local technical competencies, and a regulatory framework not conducive for the establishment of small, local communication providers, are also identified as the main barriers for growth of community networks in the region. Despite these breadth of barriers, African communities are proving that some, if not all, of these barriers have been addressed. This is motivating global organisations to contribute creating an enabling environment where these barriers are removed.

			3.1

			Introduction

			There is widespread recognition of the opportunities and potential benefits of expanding access to the Internet, as included in the Sustainable Development Goal (SDG) targets[73]. Yet, around four billion people still lack access to it. Connecting the next billion users to the Internet is one of the central issues on the international Internet and Internet Governance agenda[74].

			Despite the success of the mobile revolution in Africa, the market forces seem to be unable to provide affordable access to communications to the economically disadvantaged segments of the population, which ultimately hurts their access to information and further exacerbates existing digital divides. For instance, the GSMA has recently expressed that to justify the cost of deploying a base station, it requires more than 3,000 active users[75]. This, and other factors[76], have led governments, civil society, and the telecommunications industry to start looking for alternative solutions[77]. Community networks, which can be broadly defined as telecommunication infrastructure deployed and operated by citizens to meet their own communication needs[78], have been part of the foundations of the Internet infrastructure since the early days. In recent years, the community networks movement has grown consistently, leading more and more voices to point to them as a solution for connecting the next billion, due to increasing evidence of the role they do, and can, play[79].

			The majority of the examples used to highlight the benefits of this model come either from Europe[80], or more recently, from Latin America[81],[82] and Asia[83],[84]. On the African continent, where affordable access to communications is far from a reality, a recent survey that identified 37 community network initiatives in 12 African countries, only 25 of them being partially active[85].

			This paper presents the barriers identified by experts and proponents of community networks that prevent more community networks from appearing on the continent.

			3.2

			Methodology

			The results in this paper are mainly based on responses from the people who had been involved in community networks in Africa contacted to create the map available in Rey-Moreno and Graaf (2016). Those who were contacted were asked about the main barriers preventing them from happening. A total of 30 experts contributed, and their answers were thematically coded before being used. A list of participants is provided in Rey-Moreno (2017).

			These results were complemented during a series of interactions with representatives of community networks in Africa in Nairobi, Kenya, from 22 to 24 November 2016:

			

			ISOC convened the first Summit on Community Networks in Africa on 22 November 2016[86], where representatives from ten of the 37 community networks identified were invited to present their initiatives. A list of participants is provided in Rey-Moreno (2017).

			

			One-on-one Interviews with the representatives conducted on 23 November.

			

			Panel session at the African Conference on Computer Human Interaction 2016 on 24 November[87].

			3.3

			Barriers to the Creation and Scale of Community Networks

			The number of initiatives identified is relatively low considering the continent’s size and population. Thus, it is important to understand the barriers that prevent more community networks from appearing or existing ones from becoming sustainable and scaling. The barriers identified by community network proponents and experts have been grouped into four umbrella categories: social, economic, technical, and legal.

			3.3.1

			Social

			A lack of awareness of both the potential benefits of accessing information, and the Internet more generally, and the possibility for communities to create their own network, are the main barriers identified by the experts consulted that hinder the creation and scale of community networks. As Josephine from TunapandaNet emphasised:

			“We mostly look to the government to solve the issue of connectivity, but never have we seriously considered that the answer is in communities. I also think that a huge percentage of people living in rural areas still do not understand the power of connectivity and the impact it would have in their lives.”

			One of the main reasons cited for this gap is the lack of relevant local content on the Internet. As Fred Mweetwa, from Macha Works, summarised: “Actually, what we see is that maybe 90% of the information you access on the Internet is foreign. But … what does Internet mean, to Africa; for Africans?”

			It is one thing to know about the Internet and the benefits of accessing the information available, but building infrastructure from the ground up to access it is another story. For the latter, it was argued that it takes considerable effort to change a mindset imposed after generations of colonial ruling. As a result, many are reluctant to engage in doing something different – not only in the communities, but in established businesses and other institutions, and other stakeholders relevant to community networks. For example, Zenzeleni Networks struggled for months to open a bank account because the bank managers in the closest town could not believe that people from rural areas were creating their own telecommunications cooperative. Similarly, the University of Johannesburg could not believe that people from Soweto were providing free access to the Internet by themselves. So, this lack of awareness is not only limited to rural areas and marginalised communities, but extends to those working or living in urban areas and more informed environments. They do not know that community networks are possible either. Many of those attending the first Summit or the follow-up panel did not know it is possible either, and this lack of awareness has been observed elsewhere by other experts after giving presentations about community networks.

			Additionally, the advantages to set up community networks are not very clear to many. As Sebastian Büttrich, involved in the Sengerema Wireless Community Project in Tanzania, rhetorically asked: “Why build networks if you already have mobile connectivity?” His question points again to lack of awareness of the potential benefits for a community to engage in this process, and a lack of awareness regarding technical infrastructures and how they work.

			In this scenario, excluding exceptional cases, many community networks in Africa were started thanks to the assistance of people external to the community, with academic and research institutions having special representation. These initiatives face additional barriers, as depending on the local partner, issues around gatekeeping and political use of the partnership can arise[88]. This may undermine the efforts from those in the community with the enthusiasm, time, and skills required to overcome the barriers mentioned in this section.

			3.3.2

			Economic

			As Patrick Gichini from TunapandaNet said: “Here in Africa, sometimes it goes down to the question of choosing between Internet/communication networks and other vital necessities such as food and health.” Thus, if people need to make this type of decision with regard to personal expenditure on communications, it is difficult to imagine how they will be able to buy their own devices to create a community network, which is the case of most similar initiatives in high-income areas. Concerning the costs of telecommunications infrastructure, it is important to bear in mind the additional costs required, such as the power infrastructure needed due to the unreliability or nonexistence of the electricity grid in most of the places where these projects exist or could be deployed. The cost of this energy infrastructure, composed of solar modules and battery banks in most cases, accounts for more than 70% of the capital required (Wiens 2016). Additionally, telecommunications equipment is not even available domestically in many countries and needs to be imported. Most participants at the first Summit pointed to the high costs associated with import taxes and the customs bureaucracy as another barrier for them.

			The amount of initial capital needed depends on the area that a community wants to cover, but in general terms – and due to the explosion of low-cost telecommunication devices – it is less than what people may think[89]. In addition to the cost of setting up and powering the local telecommunications infrastructure, if the community would like to connect the network to the Internet, it needs to face the high costs of backhaul connectivity, which in 2017 can still go as high as 1,000 USD per megabit per second (Mbps) for an Asymmetric Digital Subscriber Line (ADSL) type connection in some rural areas. Thus, even if the community manages to secure seed capital to cover the capital expenditure (CAPEX), creating sustainable business models by people without adequate training to cover the recurrent payments for the backhaul connectivity becomes challenging. To many of the people interviewed, this cost presents one of the biggest barriers for higher uptake of the community networks model, as it requires a considerable level of aggregated demand to make it cost effective. This, in turn, makes it more difficult for community networks to scale.

			Meeting the cost of the backhaul makes it even more difficult to generate sufficient revenue to financially reward those involved in the management of the network. Those involved in the community networks in Africa analysed do it more as a community service; however, it is customary that when they spend a day working outside their home, they should receive some sort of stipend in return. Thus, voluntary work may work for a while, but people need to be remunerated to continue engaging in the long term.

			The slow, if existent, adoption of Internet-abled user devices (mobile phones, tablets, computers, etc.) was also another barrier that was consistently mentioned, as they are very expensive for the low-income earners in most of these areas.

			3.3.3

			Technical

			The lack of local technical competencies was often mentioned as the main barrier to the creation and scale of community networks in this dimension. Patrick Byamungu from Pamoja Net summarised this by stressing: “In many of these communities in Africa where communication is a huge problem, the residents do not have the necessary knowledge [to] solve these problems and thus have to rely on outsiders for help in setting [up] their own networks.”

			Although there are notable exceptions, this is true for most of the community networks in Africa. In the best-case scenarios, those “outsiders” have trained locals on how to maintain, operate, and scale up the network. However, sometimes it is difficult to find people with the skills and the commitment to complete the training because “[those] with knowledge leave to find better opportunities elsewhere, [and] those that have remained are too busy carving out a living for themselves,” explained John Dada, from Fantsuam Foundation. “[This creates] a perpetual cycle of training and retraining.” Furthermore, the lack of electricity, as well as other physical infrastructure, poses an additional barrier to the execution of the technical trainings mentioned above.

			Additionally, most of the participants attending the first Summit on Community Networks commented that electronic devices do not last long in their regions, which often means additional costs for maintaining or replacing equipment. Sometimes, this is due to heat affecting the routers used, as in the case of Namibia; to dust in the computers, as is common in the rural areas of Zambia or Zimbabwe; or the counterfeit and low-quality Ethernet cables detected in Nigeria. The prohibitive cost and lack of local availability of rugged equipment prevents low-income communities from making use of them. Other materials required to set up a community network, such as electrical and solar equipment, poles, etc., are not available in a common hardware store in Africa, and expensive to import.

			Another technical barrier listed is that existing technologies available to set up community networks are not well suited to the environments where some of the community networks are located. For instance, in Eenhana (Namibia), where the terrain is very flat and covered with tall trees, local communities could only use Wi-Fi[90], which requires line of sight (LoS) between the routers that create the network if they are at a certain distance. Similarly, in Kafanchan (Nigeria), where hills are common, Wi-Fi does not cater for those non-line of sight (N-LoS) scenarios.

			3.3.4

			Legal

			The lack of policy and regulation facilitating the establishment of CNs was highlighted by most of the respondents as an important barrier. The reasons for this lack of support ranged from “total disinterest” or the lack of awareness that community networks are indeed possible, to having regulations in place that prevents or makes it difficult for community networks to exist. As Dada stressed:

			“An appropriate regulatory framework supported by informed national political will makes a lot of difference to the development and deployment of community networks in Africa. As one of the fastest-growing ICT markets globally, Africa can become a major hub for community networks if an enabling environment, comprising of adequate power and affordable Internet access, were made available.”

			However, and by looking at the series of Internet shutdowns in many African countries[91], it seems that governments are not interested in the growing evidence that the ICTs play in people’s lives. That authoritarian view hinders discussions about community networks as the solution to provide affordable access, not only to the Internet per se, but to e-government services that the very same people that they are trying to target cannot access.

			Global regulations can also have an impact in Africa. Type Approval of devices used in community networks in countries like South Africa requires compliance with United States Federal Communications Commission (FCC) and European Commission standards[92]. The last directives from the FCC[93] and the EC[94] that prevent changing the firmware of a given router, can have very negative consequences for the development of plug & play and low-cost devices to deploy these networks.

			Another reason for this lack of support is the so-called regulatory capture mentioned by many of the respondents. This suggests that big telecommunications companies lobby to either create a regulatory framework that favours established operators and hinders the creation of CNs, or to prevent the application of the regulatory framework, thus in order to preserve the telecommunications companies’ dominant and to perpetrate their anti-competitive practices. This effectively prevents new entrants, such as community network operators, to provide affordable access and compete on a level playing field.

			Mamello Thindyane, formerly involved with the Siyakhula Living Labs in South Africa, and principal research fellow at the United Nations University Computing and Society, proposed another reason for legal and regulatory roadblocks:

			“Community networks are antithetical to the way big corporations and governments run – i.e., they are not about the concentration of power and control, but about distributing and decentralizing access to network resources. So, fundamentally and ‘subconsciously,’ they might not have much support from governments and private industry.”

			This was corroborated by Nicola Bidwell, from the University of Namibia, who locates community networks in a grey space that is totally new for regulators, which in turn struggle to deal with them. This was further validated by the experience from Zenzeleni Networks, which faced a six-month delay in obtaining its license exemption, despite being assisted by one of the most experienced regulatory advisors in the country, simply because the regulator had not seen a case like that before.

			According to the experts interviewed, the lack of more explicit support for the community network approach from regulators and policy-makers is combined with other regulatory barriers, namely:

			

			Small segments of the available spectrum are assigned for license-exempt use.

			

			Big segments of spectrum that are suited for N-LOS scenarios – i.e., the bands being freed up with the switch from analogue to digital TV and unused GSM spectrum – are allocated nationally but are effectively empty or unused in rural areas.

			

			Lack of, or limited, open-access national fibre backbones, which would facilitate the reduction of backhaul costs.

			

			High import duties and customs fees on telecommunications equipment and user devices.

			

			High regulatory fees on license-exempt wireless equipment purchase and use.

			

			Long waiting periods and costs[95] to obtain the permissions and licenses to deploy and operate such networks.

			

			Lack of clarity about whether part of the Universal Service and Access Funds could be used for these types of initiatives.

			At the same time, community network representatives did not appear to be well versed in the local policy environment regulating their activities either. This lack of knowledge may become an additional barrier as their activities could be compromised by not complying with certain regulations or legislation, while at the same time failing to be considered as a serious alternative to receiving the aforementioned support from governments and regulators since they, as many representatives emphasised, “do not speak the same language”.

			3.4

			Conclusion

			The barriers presented in the previous section show the multiple challenges that community networks are facing in the continent. Still, as shown in Rey-Moreno (2017), there are many instances in different countries where some, if not all these barriers have been addressed and overcome. As such, communities in Africa are not simply deploying and operating telecommunications infrastructure to meet their own communication needs; but they are using them as a tool to improve what a community is already doing in terms of their growth and development, by contributing to a local ecosystem that improves the daily lives of the community members. Notably, some of these communities have gathered for two years in a row creating a movement to share their experiences and support each other to address these barriers more effectively.

			These are not the only reasons to believe that this movement has the potential to expand rapidly. The ongoing technological advancements are simplifying deployments, operationalisation and scalability. Additionally, there is an increasing awareness of the value and impact of community networks, as well as the evidence that the work can be done locally by locals. This, in turn, is motivating many global organisations to consider community networks as reliable partners and to commit resources to actively work together with existing community networks to address some of the aforementioned barriers. Such tendency is proving to be particularly beneficial, inspiring Africans to make sure that their communities can benefit from the positive outcomes generated by community networks.
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			Community Networks as a Key Enabler of Sustainable Access

			Michael J. Oghia

			Abstract

			This paper defines sustainable access to the Internet, as the ability for any user to connect to the Internet and then stay connected over time, thus contributing critically to sustainable development. The paper argues that Community networks are ideal to catalyse sustainable access, but the challenge of generating reliable energy to power infrastructure continues to pose a significant barrier to lowering costs and the ability to scale. This chapter aims to highlight the link between community networks and the broader agenda on sustainability, defines sustainable access, and explores the connection between infrastructure, energy, and Internet access, while concluding by outlining the role of community networks as a pillar of enabling sustainable access.

			4.1

			Introduction

			Even before the launch of the 17 Sustainable Development Goals (SDGs)[96] in 2016, connecting the next billion individuals to the Internet – as well as the billions after that – had become a cornerstone of the Internet governance agenda (ISOC 2017; IGF 2016). Given that the United Nations declared that access to the Internet is a human right (UNHRC 2016),[97] a key pillar of the U.N.’s Sustainable Development Agenda[98] includes providing universal, inclusive, and meaningful access to the Internet, especially for those individuals who are unconnected (IFLA 2017; ISOC 2017).[99] As of late 2016, more than 3.5 billion people were connected to the Internet (Broadband Commission 2016), but this only represents around 49% of the total global population – approximately 4 billion people do not have access to the Internet. Moreover, many developed markets have reached saturation, while the clear majority of those individuals who are unconnected reside in developing economies, largely in the Global South (Broadband Commission 2016).

			Connecting the unconnected to the Internet presents substantial challenges, however. McKinsey & Company (2014) identified four major barriers to Internet adoption:

			
					Incentives to go online;

					Low incomes and affordability;

					User capability; and

					Infrastructure.

			

			These barriers are especially problematic since “approximately 2 billion people, or nearly half the offline population, reside in 10 countries that face significant challenges across all four barrier categories – [Bangladesh, Egypt, Ethiopia, India, Indonesia, Nigeria, Pakistan, the Philippines, Tanzania, and Thailand]. An additional 1.1 billion people live in countries in which a single barrier category dominates [3.1 billion in total]” (McKinsey & Company 2014:6).[100]

			This is compounded by the fact that the lack of Internet access is a key driver of inequality (ISOC 2017), as Franquesa & Navarro (2017:66) poignantly stressed:

			It is well established that there is an access gap between citizens who can afford a digital device and an Internet connection and those who cannot. Citizens unable to access digital tools are too often confined to the lower or peripheral edge of the society for economic or geographic reasons, such as living in underserved areas without access to digital interaction. As a result of this inaccessibility, such groups are denied full involvement in mainstream economic, political, cultural, and social activities. 

			The large disparities in access to infrastructure, information and communications technologies (ICTs), and information that exist only serve to exacerbate poverty and inequality as well (Article 19 2017; ISOC 2017; McKinsey & Company 2014), including both Internet infrastructure as well as electric power – another critical element of infrastructure (The Economist Intelligence Unit 2017).[101] For instance, according to World Bank (2016b:2), even though “more households in developing countries own a mobile phone than have access to electricity or clean water, and nearly 70% of the bottom fifth of the population in developing countries own a mobile phone,” more than 1.1 billion people around the world still have no access to electricity (UN 2016:22) – a veritable prerequisite for Internet access[102] – about half of whom live in Africa, according to the World Bank.[103] This infers that some people across the Global South own a mobile phone but do not necessarily have access to electricity in their homes to charge it.

			Clearly, connecting another billion people to the Internet will require more than an Internet-connected device; such an endeavour requires significant long-term vision, investment in both technology and human capacity building, as well as communities committed to ensuring their access is useful, meaningful, and sustainable. For this to occur, however, such communities must be invested in the process of connectivity – from energy access, to network set up and maintenance – as well as leading this process based on their own needs, context, and developmental challenges.

			This process would be significantly hindered if not for community networks (CNs). As one of the most significant vehicles for connectivity, community networks are at the forefront of connecting the next billion and a crucial component of sustainable development (e.g. Belli 2016). Designed to be community-driven, open, freely accessible, resilient, durable, neutral, and self-sustainable, community networks “have emerged as an increasingly popular means to providing public access, particularly for rural communities, and are an important strategy for governments to consider as part of a policy framework to achieve universal access” (A4AI 2017:20).[104] Community networks, which are effectively crowdsourced computer networks, are particularly important to expanding access by addressing market failures or providing connectivity in unserved or underserved areas.[105] In fact, “The coverage of underserved areas and the fight against the digital divide are the most frequent driving factors for [the] deployment [of community networks]” (Navarro 2016:10).[106]

			Community networks undoubtedly empower the unconnected – on their own terms, and based on their unique needs and local context – and are crucial to ensuring the next billion Internet users come online in a sustainable way. Given the infrastructural challenges faced, among others, how can the Internet Governance Forum (IGF) community in general and the Dynamic Coalition on Community Connectivity (DC3)[107] in particular assist community networks to become champions of sustainable models of Internet access? Moreover, what is needed to help build sustainability directly into community networking models, especially as it relates to energy generation?

			4.2

			From Sustainable Development to Sustainable Access 

			The sustainable development community’s focus on technology tends to centre on how it is used to improve well-being, quality of life, information monitoring, and data management – referred to as information and communications technologies for development (ICT4D). Yet, for all the benefits ICT4D solutions promise, they also have the potential to harm communities and the environment by generating electronic waste (e-waste)[108] and greenhouse gas (GHG) emissions[109] even though it is meant to reduce such waste and pollution (Scharlemann et al. 2016; Tjoa & Tjoa 2016; ETSI 2015; GeSI 2015; ISOC 2015; European Commission 2014; APC & Hivos 2010). As ISOC (2015:7) highlighted:

			[The] environmental impacts of the Internet are crucial to sustainability. The Internet enables environmentally positive energy savings through improved efficiency, virtualisation of goods and services, and smart systems to manage productive processes. However, ICTs are also the fastest growing source of physical waste and greenhouse gas emissions. Their impact will increase as cloud computing[110] and the Internet of things (IoT)[111] become more widespread.[112] 

			Thus, we cannot legitimately discuss Internet access without addressing sustainability. In order to do so, however, a necessary step must be to shift the discourse from ICT4D to ICT for sustainability (ICT4S), which integrates sustainability more prominently to better reflect sustainable development[113] – especially as it relates to how ICT4D will evolve in terms of priorities and practice in the post-World Summit on the Information Society (WSIS) 10-year review period (Heeks 2014).[114]

			4.2.1

			Defining Sustainable Access

			Sustainable access refers to the ability for any user to connect to the Internet and then stay connected over time.[115] This term was formulated during a roundtable workshop that was held during the 2017 European Dialogue on Internet Governance (EuroDIG),[116] and is meant to transcend the important yet relatively narrow environmental or energy components and how they connect to global challenges such as climate change.[117] Instead, sustainable access encompasses various aspects of the relationship between technology, society, and the environment, including:

			

			The need for robust, durable, and reliable infrastructure, such as fibre optics, Internet exchange points (IXPs), high-speed connectivity, Domain Name System (DNS) root server mirrors,[118] and dependable electrical power sources;

			

			The kind of energy supplying critical Internet infrastructure, cooling servers, and powering ICTs;

			

			How much power ICTs are consuming, how such power is being generated, and the energy costs of data generation, storage, and transit;[119]

			

			The sourcing, manufacturing, and recyclability of Internet-connected devices/ICTs, as well as industry-related practices such as planned obsolesce;[120]

			

			Human-centric needs and skills, such as media & digital literacy and ICT skills, internationalised domain names (IDNs), easy-to-use and affordable services, local, relevant, and multilingual content, and community-led networking (community networks);[121]

			

			Digital pollution, the availability of resources such as radio spectrum, Internet Protocol (IP) addresses, and Autonomous System (AS) numbers, the implementation of IP version 6 (IPv6);

			

			And lastly, the ecological impact the digital world is having, such as the impact of e-waste on both the environment and communities, the proliferation of “space junk,” such as defunct satellites or other objects in low-Earth orbit that pose a significant hazard to satellite infrastructure and telecommunications,[122] and the relationship between climate change and the Internet/ICTs.[123]

			Each of these components of sustainable access is meant to address a larger gap in current practices vis-à-vis development and ICTs – i.e., that facilitating access to the Internet and expanding connectivity in general must be a seen as a holistic, interconnected process involving multiple stakeholders. This it is vital this process catalyses a paradigm shift that integrates sustainability into its core, from the manufacturing process of an Internet-connected device and building a network, to the skills needed to successfully participate in the information society and how to effectively maintain, repair, and recycle ICTs. The logic behind sustainable access also considers the regulatory, legal, and policy landscape needed to enable real-world action on the ground in local communities as well as regionally and globally (e.g. IFLA 2017; ISOC 2017; Rey-Moreno 2017; Thomas, Remy, Hazas & Bates 2017).[124]

			4.3

			Power as a Prerequisite: Sustainable Energy for Internet Infrastructure

			What is concerning is that since constant, reliable electricity is needed to power telecommunications infrastructure, Internet access itself will not be sustainable without a sustainable energy source (Armey & Hosman 2016).[125] This poses a significant challenge for community networks in particular since they often operate in rural, remote, underserved, and/or impoverished areas, often with little access to grid power.[126] Writing on behalf of the Digital Empower Foundation’s (DEF)[127] experience in India, for instance, Srivastava (2016:144) stressed: “With many villages lacking stable power supply, finding a power source at the required location remains a challenge – in several cases solar power [is] the only solution.”[128]

			Although rather axiomatic, universal access to affordable, reliable, and modern energy sources is critical to sustainable development (Verolme 2017; Scharlemann et al. 2016; UN 2016; Armey & Hosman 2016; Magalini et al. 2016; Kuhnke 2015). In fact, as Kuhnke (2015:208) underscored: “Two of the main problems in the realisation of sustainable development are a comprehensive energy supply and the consequences related to energy use.” This is not surprising since, according to the World Bank, energy – electricity in particular – is crucial to improving the standard of living for people in low- and middle-income countries, and modern energy services are central to the economic development of a country and to the welfare of its citizens … without such services, communities stagnate, and the potential for individuals to live healthy, productive lives is diminished (World Bank 2016:14).[129]

			In a World Resources Institute (WRI) report featuring strategies for expanding universal access to electricity services for development, Odarno, Agarwal, Devi, & Takahashi (2017) offered solutions that many community networks may stand to benefit from – including an approach to closing the electricity access gap driven by the belief that electrification must respond to user demand and help improve lives. Moreover, the proposed solutions resemble the key tenant behind community networks: that they be community-led and community-driven. As a result, the authors suggested to:

			
					Understand electricity demand from the bottom up;

					Link electricity access with development priorities; and

					Ensure electricity services are reliable, affordable, and of good quality.

			

			Thus, expanding access to both the Internet and energy can – and perhaps should – be done concurrently (Rubin 2017). Yet, it is important to bear in mind two challenges that exist as it relates to energy and sustainable Internet access: one that is short-term and one that is long-term. The short-term challenge regards the more straightforward need for expanded energy infrastructure and efficiency, especially in underserved and rural communities, while the long-term challenge regards the impact expanding Internet connectivity will have on the environment as a whole.

			4.3.1

			Short-term Challenge: Energy Infrastructure

			Reliable electricity provision is anything but guaranteed in many developing countries (The Economist Intelligence Unit 2017). Given the largely interdependent relationship between energy and ICTs, unreliable electricity provision is a particular hindrance to Internet use in less developed African, Asian, and Caribbean countries – particularly those in Sub-Saharan Africa and parts of Asia[130] – and electric power often fails to be considered in national broadband development plans, for instance. Moreover, least developed countries (LDCs) and small island developing states (SIDS) often suffer the most due to large gaps in investment, specifically for sustainable energy and ICTs (UN-OHRLLS 2017), with only 15% of all households in LDCs with access to the Internet (ITU 2017b). Expanding on these realities, the Global Information Society (GIS) Watch 2016 report (APC & IDRC 2016) captured various energy-related problems for underserved communities, including how infrastructural and social determinants of Internet access, such as electricity, income, and illiteracy, create barriers to access (such as in Argentina and Benin), whereas other problems include the failure of the state to invest in energy infrastructure (such as in South Africa), barriers to e-health services due to lack of electricity (such as in Chile and the Republic of Congo (Brazzaville)), the need for a policy or policies to be developed that address upgrading the electricity grid (such as in Senegal), and focusing on rural energy infrastructure development (such as in Uganda, where access to electricity in the rural areas is only around 7%). 

			Yet, the report also highlighted positive developments, specifically regarding the interdependent relationship between electricity and the Internet as well as the power of collaboration with energy providers to ensure local connectivity. Such is the case in Costa Rica, where a local cooperative, whose original purpose was to provide electricity to a rural area in northern part of the country, now focuses on telecommunications and rural connectivity – further reinforcing the natural synergy that exists between energy infrastructure and ICT infrastructure. As a result, the cooperative has had a major role in reducing the digital divide in the area, and also created a popular local television channel to boost relevant content for the community in partnership with the local digital technology chamber (APC & IDRC 2016).

			Elsewhere, The Economist Intelligence Unit (2017) underscored how some African governments are now paying attention to electricity supply in the context of inclusion. The Kenyan government, for example, is connecting most of the country’s schools to the national grid as part of its digital literacy program. In another instance, ITU (2017a) emphasised that, when considering bridging the digital innovation divide in low income,[131] factor driven economies,[132] challenges abound with respect to enabling conditions for innovation.

			Fortunately, solutions to such challenges already exist. They often involve green, renewable energy sources, such as solar and wind power. Solar power is particularly effective since it provides sustainable, affordable, efficient, emission-free energy (Harrison, Scott & Hogarth 2016; Evans, Strezov & Evans 2009),[133] but is also relatively low-maintenance, easy to set up and use, and generate “negligible” amounts of e-waste “in proportion to the quantity and environmental impact of the total e-waste stream” (Magalini et al. 2016). Many programs and initiatives also exist that leverage renewable energy or innovative technologies, such as DEF’s Barefoot College;[134] the Kenya-based BRCK initiative;[135] Mesh Power,[136] which operates in Rwanda, and provides power as well as data over power lines;[137] expanding smart grids, mini-grids, and low-cost, technical options to connect rural and remote residents to grid electricity;[138] the World Bank Group’s pan-Africa-focused Lighting Africa project;[139] the rural Africa-focused, pay-as-you-go solar[140] providers Angaza,[141] Mobiisol,[142] and Fenix International;[143] the European Federation of Renewable Energy Cooperatives (REScoop),[144] Off Grid Electric, which provides clean energy in rural Tanzania and Rwanda;[145] and Solar Sister,[146] which operates in East Africa.[147]

			Other solutions involve increasing innovation and energy efficiency, as exemplified by the European Union, which sets a high standard for policies related to energy efficiency.[148] Aside from policy and legislation, advances in analytics, automation, artificial intelligence (AI), machine learning, and the IoT are already exhibiting great promise in increasing efficiency and reducing data and energy consumption for many Internet technology-related areas. Conversely, however, many new Internet technologies – such as blockchain – do not necessarily address energy sustainability or take into account how these technologies will contribute to energy consumption over time as they scale.[149]

			Essentially, different communities from around the world must adopt technology and/or other solutions – such as policy or regulatory ones (e.g., Thomas, Remy, Hazas & Bates 2017) – that fit their individual context and needs while being based on the resources they have available. For instance, ARMIX, an IXP based in Yerevan, Armenia, reached out to ISOC seeking ways to help them integrate renewable energy into their operations – since Armenia has ample sunlight throughout the year – and also to promote green energy solutions and reduce their electricity costs and consumption. ISOC eventually donated 18 solar panels that produce more than 4 kilowatts of power to help them with one of their points of presence (PoPs). As a result, ARMIX’s electricity costs have dropped by more than 30%, and they are now much less reliant on non-renewable energy sources. In fact, the panels have been so helpful that ARMIX is now looking for ways to expand the use of solar to their other two PoPs. Their success not only highlights how sustainability is good for business, but is also an example of the achievements that can be realised through the combination of enabling government policy-making, effective public-private partnerships, and sustainable planning since the government began incentivizing solar energy adoption and a local solar panel company assisted ARMIX in installing them (Oghia 2017a).

			Ultimately, many of the challenges addressed by the SDGs reflect global issues relevant to everyone, regardless of a country or community’s state of development. Therefore, it is important to recognise that while each community has its own needs, there is value in connecting communities with those facing similar issues, especially if there are relevant solutions that have already been developed and implemented.[150]

			4.3.2

			Long-term Challenge: Energy Sustainability amid Data Growth

			What is notably absent from the current discussions surrounding energy and the Internet is how the growth and proliferation of ICTs will affect the amount of energy needed to power them (Oghia 2017c; World Bank 2016b; Hurst 2014; European Commission 2014, 2013a). It is estimated that ICTs account for around 10% of global electricity use (Oghia 2017c; Andrae & Edler 2015; Van Heddeghem et al. 2014), and are responsible for approximately 2-3% of all annual GHG emissions (Oghia 2017c; GeSI 2015; Hurst 2014; Malmodin et al. 2010). It is clear, however, that data use and generation is rising exponentially, which has a direct impact on energy (ITU 2017b; Widdicks et al. 2017; Hazas, Morley, Bates & Friday 2016). In fact, researchers from Lancaster University in the U.K. warned that the rapid growth of remote digital sensors and devices connected to the Internet and the IoT has the potential to bring unprecedented and, in principle, almost unlimited rises in energy consumed by smart technologies (Hazas, Morley, Bates & Friday 2016). Moreover, according to Lancaster University (2016):

			The increase in data use has brought with it an associated rise in energy use, despite improvements in energy efficiencies. Current estimates suggest the Internet accounts for 5% of global electricity use but is growing faster, at 7% a year, than total global energy consumption at 3%. Some predictions claim information technologies could account for as much as 20% of total energy use by 2030. [151]

			Additionally, when considering connecting the next billion Internet users, it is equality important to consider the devices they will connect with. How are these devices going to be manufactured and eventually recycled (or will they simply be discarded)? Given that the Internet and ICTs are using more and more energy, what kind of energy is going to power the data centres and other critical Internet infrastructure feeding our increasingly data-hungry habits?[152] How do we satisfy growing energy demand in general,[153] and mitigate machine-to-machine (M2M), ICT, and data transit energy consumption, which is rising as well, in particular?[154] And what about other related aspects of technology, such as the growing amount of natural resources like purified water needed to manufacture semiconductors,[155] or whether or not the minerals in Internet-connected devices are mined from conflict zones[156] – only to be shipped back one day to be dumped in a slum?[157] These are but a few of the myriad questions that are going unanswered, but ultimately, with more data comes more energy consumption and a greater impact on the environment.[158] Simply put, we are reaching a point in our civilizational arc where we can no longer ignore that digital technology has a significant ecological footprint, which is why sustainability must be integrated into the core of our infrastructure and ICT development strategies. We must also take steps to implement a circular economy focusing on common-pool resources, recyclability, and reducing waste (Franquesa, Navarro, & Bustamante, 2016), especially when deploying Internet infrastructure in remote locations within or surrounded by pristine natural conditions.

			4.4

			The Role of Community Networks 

			Community networks are paramount to developing and extending the concept of sustainable access for three primary reasons:

			
					Expanding access & building robust infrastructure: The effort to connect the next billion would be significantly hampered without community networks, especially within developing economies in the Global South, impoverished and/or underserved areas (both rural and urban), and remote regions, specifically because they build infrastructure and provide the technical means to access the Internet;[159]

					Providing reliable energy: CNs generally operate in rural, remote, and/or other areas without access to grid power, often relying on alternatives like solar power instead to power infrastructure and devices; and

					Media & digital literacy, ICT skills, and technical capacity building: CNs create spaces that encourage community building, such as through community centres, schools, libraries, or other public spaces,[160] as well as skill building, particularly for media & digital literacy and ICT skills that are vital to prolonged online participation[161] and civic engagement,[162] as well as technical skills needed to maintain the community network’s infrastructure.

			

			Although points one and three are equally as important for long-term sustainability, the second reason is the aspect that is the least discussed, in particular within the Internet governance ecosystem. In fact, although the need for a reliable and consistent energy supply to power a community network’s infrastructure is relatively self-evident, it is seemingly often underemphasised within the CN community. While compiling this paper, for instance, I found few resources that could assist a community network in solving one of the most pressing yet relatively elementary and straightforward problems with building infrastructure: how to power it and keep it operational. Solar power was often stressed as the solution (e.g. Rey-Moreno 2017; Belli 2016; Srivastava 2016), and Butler et al. (2013) not only acknowledges this, but provided a detailed overview of how to integrate solar as well as various other types of off-grid power into a community network model.[163] Altermundi, a pioneering Argentina-based community network, offers another solution to address electrification that they use within their network: power over Ethernet (PoE) (Belli, Echániz & Iribarren 2016).

			Undoubtedly, though, energy, the subsequent costs of infrastructure (both initial investments and upgrades), and the inability to recycle equipment or use it over the long-term can significantly hinder the sustainability and growth of a community network – as well as its ability to scale – while also adding unnecessary e-waste. Taking community network development in Africa into account, for instance, Rey-Moreno (2017:21) found:

			Concerning the costs of telecommunications infrastructure, it is important to bear in mind the additional costs required, such as the power infrastructure needed due to the unreliability or nonexistence of the grid in most of the places where these projects exist or could be deployed. The cost of this power infrastructure accounts for more than 70% of the capital required. Additionally, most [interviewees] … commented that electronic devices do not last long in their regions, which often means additional costs for maintaining or replacing equipment. Sometimes it is due to heat affecting the routers used in the case of Namibia, the dust in the computers, as is common in the rural areas of Zambia or Zimbabwe, or the fake Ethernet cables detected in Nigeria. The high cost and lack of local availability of rugged equipment prevents low-income communities from making use of them. Other materials required to set up a community network, such as electrical and solar equipment, poles, etc., are not available in a common hardware store in Africa and [are] expensive to import. 

			Regardless of the kind of energy solution and device infrastructure used, however, it is likely cost prohibitive. Such is the case throughout Africa where “additional funds are needed by community networks … to cover the lack of electricity in the locations where they are deployed, a lack that is usually covered by solar power systems” (Rey-Moreno 2017:30).[164]

			Community networks also have a prominent role to play in promoting sustainability in general, from helping to implement effective ICT4D projects, such as weather monitoring, access to information about agriculture and the environment, or disaster preparation, to simply empowering communities with the ability to participate in the global information society and create their own local, environmentally responsible, do-it-yourself (DIY) circular economy. In fact, community networks represent a solution to two problems: the first being energy inefficiencies associated with powering global network infrastructure and delivering content/services over great distances, and the second being a driver of participation, inclusion, civic engagement, and environmental responsibility. Speaking to the former problem, Antoniadis (2016:9) emphasised:

			Seen from a long-term perspective, there are additional reasons why using a local network is a better solution when communication is meant to be local: resilience and sustainability. Second, when a local service is available through a central server (managing multiple such services) various energy inefficiencies are introduced. Many people might prefer to use their 3G/4G/5G connections, which are much more energy consuming than local Wi-Fi, data needs to be transferred over longer distances, stored, processed, analysed, and so on. It would not be surprising to realize that more energy is actually needed by a global platform to perform the tasks related to its commercial activities than the actual service. A small local network built only to serve a small group of people could be made to run only on locally generated renewable energy. 

			Franquesa & Navarro (2017:69) addressed the latter problem, arguing:

			The future of societies around the world depends on accessibility and participation – that citizens must be able to fully engage in the governance of the digital, not only as mere users or consumers. The current model of unequal access to digital devices and connectivity is clearly unfair and unsustainable. Too few participate in the design and governance of the digital world, creating an elite of private interests. A minority of the world’s population can enjoy the benefits of sleek devices and fast connectivity. Everyone is or will be influenced by the growing environmental impact of the digital world. If digitally excluded communities become peer-production actors, they will be able to build their own circular devices and sustainable network infrastructures, they will benefit from local reinvestment of surpluses, and they will have the opportunity to become active participants in the interactions of the design and governance of the common digital space. 

			4.5

			Conclusion

			If we truly want digital technology and the myriad emerging technological innovations that are beginning to scale to become ubiquitous, sustainability must be addressed more prominently as a core component. We cannot disregard or downplay sustainability with the hope that the inherent problems with our digitized world disappear – whether such problems are related to energy use, e-waste, device mineral sourcing, or low-earth orbit pollution (space junk). It is clear, however, that there are unexplored and underemphasised synergies and areas of collaboration between the energy and ICT sectors, which undoubtedly includes the Internet governance community, which could better address sustainability as a whole. As sustainability and access are intrinsically connected, the role of community networks in ushering in the next phase of the Internet’s development should not be underestimated. 

			Moreover, and specifically regarding sustainable energy and reliable electrification, emphasizing the need for sustainable energy could provide a significant boost for both new and existing community networks as well as enrich both the community networking as well as wider development communities. More importantly, sharing experiences and best practices as to how this challenge was overcome and where, for instance, funding was sourced to cover it could be a substantial resource and way to assist as well. Ultimately, technological interventions are not a panacea in and of themselves (Gigler & Bailur 2014); they need to be backed by complementary investments in physical infrastructure, including electricity and literacy (World Bank 2016b:92). Community networks present an ideal solution to address this fact. With more financial, technical, policy, legal, and regulatory support, CNs are well positioned to continue to connect the unconnected while doing so in a sustainable manner, and advocating for sustainable access through on-the-ground practice to address real challenges facing communities around the world.
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			Abstract

			Community based solutions to building local network infrastructure are increasingly being seen as viable alternatives to traditional large-scale national deployment models. Use of low cost networking equipment to provide communication infrastructure built in a bottom-up manner is growing, especially in rural areas where connectivity is poor. While there are instances of these solutions that stand as real-world examples of ways to improve access to ICTs and provide affordable and equitable access, these models of access provision are still not widely known or well accepted, usually being seen as “fringe” solutions to connectivity needs that lack widespread applicability or the potential to scale. This paper outlines a proposed action research agenda and methodology for providing an evidence-based understanding of the potential role of these types of local infrastructure solutions in meeting the needs of the unconnected, as well as those on costly-metered broadband services.

			5.1

			Introduction

			According to the World Bank’s “World Development Report 2016: Digital Dividends”[165], it is widely agreed that communications services based on mobile telephony and broadband are prerequisites for human development in the 21st century. Without connectivity, people face significant barriers for participating in the economic and social networks that comprise modern life. Universalising access has therefore become a policy priority in many countries, and is a core pillar of the UN Sustainable Development Agenda.[166] Several of the proposed Sustainable Development Goals (SDGs) address inequalities in access to the internet and ICTs, most significantly Target 5.b (“enhance the use of enabling technologies, in particular ICT, to promote women’s empowerment”) and Target 9.c (“significantly increase access to ICT and strive to provide universal and affordable access to internet in less developed countries [LDCs] by 2020”).

			Nevertheless, despite the massive increase in the number of people connected through mobile telephony and data networks in the past decade, over four billion people remain unconnected to the internet, including around a billion who do not have access to basic telephony services.[167] And for the majority of those that are connected, affordability is still a major barrier to meaningful use. This digital gap is more acute for women, as it is estimated that 12% fewer women than men can benefit from internet access worldwide; rising to 15% in developing countries and almost 29% in least developed countries (ITU, 2016).[168] That figure jumps to 45% in sub-Saharan Africa, partly due to the costs of mobile broadband making up a higher percentage of women’s income.

			It has been widely assumed in the debate over how to achieve universal access to the internet that connecting the unconnected will largely take place through mobile broadband (3G and 4G/LTE). Most of the efforts to bring connectivity to the lowest income groups have presumed that by extending this business model, mobile broadband will eventually reach everyone, if necessary through government subsidies directed at supporting coverage in so-called ‘unprofitable’ areas.[169] But for many people in low-income groups and rural areas, this does not seem to be the case - the technical and business models of the national operators appear unable to reach universal coverage, despite over 20 years of operation, and services are still unaffordable for the lowest income groups. In Africa for example, the ITU estimates the cost of owning a mobile phone averaged almost 20% of monthly income in 2015[170].

			The GSMA estimates that at least 3,000 paying subscribers are necessary to justify the cost in installing a GSM base station.[171] With traditional mobile operators now reaching the limits of their markets, the growth in uptake of mobile services is also slowing down– the GSMA estimates that annual mobile revenue growth is expected to drop to 2% by 2020.[172]

			Telecom economists such as Richard Thanki have concluded that to connect the next two billion people on the planet with the lowest income levels, services will need to cost less than USD 4.50 per month.[173] In rural developing country settings with dispersed populations, these revenue levels are likely to be inadequate to provide sufficient return on investment for a national mobile operator burdened by the fixed costs inherent in their technology and business models. In Brazil, for example, there are locations where rural mobile base stations have been set up only to be abandoned by operators due to lack of sufficient revenue generation.

			As a result of growing awareness of the limitations in the national mobile operator model, there is increasing interest in exploring alternative strategies for reaching the unconnected. Innovations in low-cost communication technology have created new possibilities for the development of affordable, locally owned and managed communication infrastructure. As a result, a growing number of communities and small local operators have taken a more pragmatic approach, using off-the-shelf low-cost commodity networking equipment to provide themselves and others with WiFi, GSM and fibre connections. In some cases these networks are now connecting thousands of people and there are increasing indications that community-based infrastructure building models could provide a viable alternative. For example, Rhizomatica is helping remote communities in Mexico gain access to voice services for about USD 3.00/month[174] and a broadband connection could be supplied for little more. Aside from simply providing affordable access, these community driven initiatives also have the potential to result in important benefits, not only in terms of the improved potential for local development resulting from better access to communications, but also as a result of the process of collaboration and group decision making in setting up the service.

			However innovative bottom-up initiatives are still relatively rare, and may be dependent on a unique opportunity or special set of circumstances. They also often face overwhelming regulatory and financial hurdles, or require technical, economic and regulatory support to meet scaling and sustainability challenges. Being geographically dispersed and unconnected to one another they are also hard pressed to exchange experiences and learning systematically, which makes facing these challenges even more difficult.

			5.2

			Background

			The initial steps in building a body of knowledge and an understanding of the technical, social, economic and institutional dynamics in this area actually began decades ago, before the emergence of the commercial internet, when many of organisations deployed their own infrastructure to establish networks for their particular communities, and many linked them globally[175], either through direct dial phone calls, or through the X.25 packet switching network. In the intervening years, innovative use of radio spectrum and wireless network technology capacity building[176], has led, for example to nine of APC’s members[177] being active in supporting the development of community-built communications infrastructure across Latin America, Africa and Asia. This presents an important opportunity to gain from their experience, which can be augmented by the close relationships APC has with other partners supporting work in this area.

			With the growing recent interest[178] in alternative connectivity models over the last 18 months, a number of workshops on community-based networks have recently taken place, such as those at the last two IGFs, and at the Dynamic Spectrum Alliance summit in Bogota in 2016. In addition, the GoLocal! workshop was organised by Rhizomatica at the University of California-Berkeley in December of 2014.[179] These workshops brought together lawyers, policy experts, technologists, entrepreneurs, community organisers, and researchers to discuss how to increase the viability of community and locally owned telecommunication infrastructure. Earlier experience and the discussions at these events indicates that there appears to be significant potential in community based solutions, not only for providing better connectivity, but also in supporting local economic development and social inclusion more broadly. However, for these initiatives to be expanded and the approach ‘mainstreamed’, two key questions need to be fully answered:

			
					Are community-based infrastructure deployment models a viable and universal solution to meeting gaps in the current national infrastructure deployments? And if so, what are the circumstances that make them successful?

					What are the additional benefits to the local community in terms of well-being, gender equity and social and economic development when local connectivity initiatives are locally owned and operated?

			

			A potential strategy for answering these questions is outlined below.

			5.3

			Conceptual and Theoretical Framework

			In order to provide a more systematic look at the environment where local connectivity initiatives take place, the concept of the ICT ecosystem has particular value here. As outlined by community networking researchers at the University of the Western Cape (UWC):

			The use of ecological metaphors to describe complex systems has grown over the past two decades, and this terminology has been linked to Moore’s suggestion that businesses operate in symbiotic relationships with one another, with their customers and with other economic actors[180]. If this proposition is appropriate for local connectivity initiatives, then as with any ecosystem, we might expect that this one would comprise many mutually interacting parts, heterogeneous in their arrangement and characterised by interdependence.[181] These components are arranged in sub-systems, each with their own networks and dynamics.[182] At the least, the communications infrastructure ecosystem comprises technology; policy and regulation, along with the institutional set-up for the deployment and maintenance of equipment; and the relationship with the end-user.[183]

			As further outlined by the UWC, the model presented by Fransman[184] can help in the analysis of the different components of this ecosystem:

			Apart from the four groups of players described in the model – network element providers, network operators, content and application providers, and final consumers, to whom we will refer as end-users – Fransman also includes institutions and organisations in the environment where those players interact. Institutions described are those who ‘shape the rules of the game according to which the players interact and influence their behaviour’ and include standardisation and regulation bodies and financial markets. Organisations are described as those who ‘have the power to change institutions although they themselves are influenced by the institutions they are changing.’[185]

			Nevertheless, it is also important to recognise that although some of the ecosystem elements are local, many are not (IXPs, fibre backbone operators, electricity providers, etc.).

			While it has become generally recognised that an ecosystem approach is necessary to address the many different causes of access bottlenecks, this needs to be augmented with a methodology for prioritising policy change that takes into account the diversity of conditions within and between different countries. Better knowledge of the different parts of the ecosystem is needed to create the enabling environment necessary for local connectivity initiatives to scale, and for models to be replicated in other areas.

			For a pragmatic approach to understanding the dynamics of local infrastructure provision, the key elements of the ecosystem that need to be focussed on are a) the network infrastructure providers, b) the policy and regulatory bodies, and c) the end-users with little or no connectivity. In essence, Fransman’s ecosystem model would be changed, so that the end-users become network operators as well, essentially blending (a) and (c), also called ‘prosumer’ or a form of commons-based peer production. In many aspects, this view is more closely aligned with the ethos and architecture of the Internet than with the traditional telecom services provision model – i.e. people don’t ‘connect to the Internet’ or wait for the Internet to come to them, they simply help building it.

			The main characteristics of each part of the ecosystem that have a role in local connectivity infrastructure initiatives are described further in the following sections.

			5.3.1

			Network Operators

			Currently the mass provision of communication services to the public in developing countries relies almost entirely on the private/commercial “national provider” model using a single technology suite (2/3/4G, technically known as 3GPP). This model is also associated with a culture of secrecy around what is usually classified as “commercially sensitive” information on the disposition of telecommunications infrastructure, pricing and level of use. The deficiencies with this approach have indirectly led to marginalisation of poor and rural populations, particularly in developing countries, where connectivity may not exist at all, and where coverage does exist, services are generally unaffordable.[186] Examination of alternatives has suffered from the inertia created by lack of information for policy making and by incumbent operators that have a natural resistance to new technology and business models that might undermine the value of their franchise on the market and lower the value of their investments in licensed spectrum and capital-intensive mobile infrastructure.

			5.3.2

			Policy and Regulatory Bodies

			Policy makers and regulators have a vital role to play in the connectivity ecosystem. Unfortunately, ineffective telecommunications regulation could be one of the greatest barriers to connectivity in many parts of the world, especially in the global South, and particularly in remote and rural areas. Generally, policy and regulation is almost entirely focused on large national providers which are rightly (for their shareholders) concentrating most of their network investment in major population centres. While there may be policies that also aim to promote connectivity in underserved locations, these strategies are usually not very well developed, or effectively implemented. It could also be said that underserved areas exist in the first place because of the ineffectiveness of the national provider model in addressing the needs of the marginal user.

			In particular, the lack of information and public debate on spectrum assignment and use, as well as the opportunity cost of limited unassigned spectrum and its impact on the unconnected, hamper the ability of local organisations to innovate connectivity solutions and make it difficult for policy makers and regulators to ensure these projects are supported. In many cases, there is regulatory capture by the mobile operators due to their economic power and the extensive lobbying resources available to them, which explains, in part, the limited awareness of the potential alternatives among policy makers and regulators.

			In addition, current mobile and internet coverage maps and statistics do not accurately reflect the number of unserved communities, making it difficult for regulators to meet their mandate in this regard. Most regulators have Universal Service and Access Funds that are often unspent, in part, for these reasons.

			5.3.3

			End-users as Prosumers

			Innovations in low-cost communication technology have created new possibilities for the development of affordable locally owned and managed communication infrastructure in which people have the potential to be both users and producers of the network resources. This is helping to spread the idea that local connectivity models are a viable solution to connectivity issues, and as indicated above, more closely reflects the way the Internet was initially conceived and built.

			There are also various intangible benefits that can accrue to a community group through engagement in a common project such as a local access network. Thus, local networks can have a positive impact on community development goals and gender equity. At the same time, it is necessary to be aware of the economic and social issues which may impact heavily on the potential success and role of local networks. For example, social and cultural norms that contribute to the persisting digital gender divide need to be addressed to ensure that women, girls and other marginalised groups can benefit from local networks.[187] 

			In summary, apart from economic and social issues, there are a range of human capacity and other barriers that may constrain more widespread and better connectivity in marginalised areas. In particular, entrepreneurs and community organisations alike are often inhibited from pursuing these options due to policies that do not embrace the potential of bottom-up innovation. Limitations of these frameworks include: restricted access to spectrum; network and service operation licences that are not geared to underserved areas or to community-level approaches; and lack of affordable access to wholesale backhaul networks and electricity.

			5.4

			Methodological Framework

			To generate the knowledge required to support the development of community-based networks, active engagement can be an effective method to test approaches to creating a more enabling environment for local connectivity initiatives. Thus, we believe the most effective strategy is to take an ‘action research approach as the methodological framework to guide work in this area. As explained further below. In addition, a gender analytical framework is necessary to identify approaches and mechanisms that address barriers to participation, limits to roles and overall benefits for women and girls, as well as other marginalised groups.

			Thus, to help change the current ICT landscape, analysis needs to focus on four areas:

			
					In-depth case study research and analysis

					Open telecoms data, policy and regulation

					Awareness raising and movement building

					Mechanisms to support existing and emerging local connectivity initiatives

			

			As an example of the action research approach, after a needs assessment with a community in Oaxaca, Rhizomatica explored the Mexican regulatory framework and the spectrum assignments and successfully intervened to obtain allocation a set of unused GSM spectrum bands based on the constitutional rights of indigenous people[188]. Since then, Rhizomatica has been working on creating over twenty 2G cellular networks with rural communities in Mexico. This has led to increased demand from users for these networks to evolve into 3G and 4G networks. In order to do so, research about how to manage this technological transition is needed. This touches technology, regulation, as well as a way to measure and mitigate the social impacts of such a transition. Additionally, these results need to be documented and disseminated in case other communities around the world want to embark on a similar process.

			5.4.1

			In-depth Case Studies and Analysis

			Existing local network initiatives need to be subjected to rigorous technical and economic analysis using a case study approach, selecting initiatives based on opportunities to gain access to in-depth data, with a spread of different demographic, economic, technology and institutional settings. Entrepreneurially driven small-scale networks and other local connectivity initiatives that are not necessarily community-driven, but serve rural areas affordably, could also be included to better understand the dynamics behind the adoption of these different approaches. Selection criteria should also focus on initiatives that have been operating local access networks for a significant amount of time in order to ensure that a sufficient level of experience in each case can be analysed to provide the necessary data. Case studies would likely involve initial site visits and in-depth interviews with the stakeholders in local connectivity projects to gather the necessary data, including demographic, gender and social impact information, network investment and use, user profiles, technical design and equipment track records, etc.

			The information obtained can be used to provide an objective comparative analysis of the economic viability of the different models for deploying local access infrastructure. The real-world examples and knowledge gained can then feed into the awareness-raising and capacity-building activities, described below, as well as for dissemination in various national and regional policy-making and development assistance forums.

			5.4.2

			Open Telecom Data, Policy and Regulation

			It is necessary to identify favourable policies and regulations that could support local connectivity initiatives, as well as the barriers and challenges in the regulatory and policy space that make it difficult for these initiatives to flourish or even exist at all. This would identify the laws and regulations at different levels, and where the law might provide opportunities for local initiatives, but also how policy makers and regulators think and act towards them. We believe it is possible to foster a regulatory culture that values openness and understands the potential for local connectivity initiatives to help meet universal access goals, but it is also necessary to understand how to bring this about. In this respect, identification of the possible policy and regulatory levers that already exist is particularly important, because in many cases there may be existing language in the constitution or telecom laws that are not being brought to bear on how actual regulations could be implemented to support local connectivity initiatives.

			In addition, advocates for local access, as well as policy makers and regulators, need tools and resources to create effective local access strategies. A necessary stepping-stone in this process is transparency in data on existing and planned network infrastructure: from fibre optic network ownership, routes and technical specifications, to tower heights and locations, to wireless spectrum assignments. Lack of information and transparency makes it impossible for all actors, including civil society, the research community and the private sector, to engage in solution-oriented dialogue with policy makers and regulators.

			Good practice acquired from open data initiatives to engage both sector and open government data advocates in making telecom data publicly available is required here, as part of a coordinated effort to ensure that telecom infrastructure data is gathered, systematised and made easily accessible for all. Areas of particular need include:

			

			Maps or ideally GPS co-ordinates of terrestrial fibre optic network routes and plans, points of presence, cable characteristics and ownership.

			

			Terms on which telecom infrastructure (towers, fibre, capacity, etc.) is available to smaller operators.

			

			Location, characteristics (height, access to shared power, etc.) and ownership of tower infrastructure.

			

			Wireless spectrum occupancy, frequency assignments, license terms, and fees.

			

			Public pricing rate cards for access to basic infrastructure such as undersea and terrestrial fibre and microwave networks.

			5.4.3

			Awareness Raising and Movement Building

			Relatively few local communities know that it is actually possible to set up local infrastructure that provides access to communications and information. If local access is to be more widely accepted as a viable alternative, a broader and more systematic approach to awareness raising and movement building is necessary. In this respect good practices need to be identified and generalised in order to support local connectivity initiatives in underserved communities more widely throughout the global South. In particular, an understanding of the requirements for technical, management and administrative skills to deploy and sustain networks is necessary so that these can be developed with appropriate support mechanisms. Similarly, once awareness grows, also needed is to ensure that those involved in local access initiatives have the most effective training materials and other capacity-building resources, including to knowledge of mechanisms to include gender components in projects.  

			By addressing these aspects, it is expected that a cohesive movement of local access practitioners can be built that can provide support to new and emerging networks. This is also of particular concern to various national and international networks, which are active in communities with little connectivity. A number of global and regional organisations have networks on the ground are likely to provide impetus for local connectivity projects, and could support potential local connectivity opportunities related to their particular constituency, particularly libraries, community radio stations, and public access points, in which the congruencies with local access networks are particularly strong.

			5.4.4

			Support for Existing and Emerging Local Connectivity Initiatives

			A number of existing local connectivity initiatives, as well as emerging/new initiatives, could be supported with innovative interventions to push the boundaries of what community networks and local connectivity initiatives can become. Fostering this “living laboratory” will help to integrate the activities described above, to test the conclusions and to better understand: the technological needs that innovation requires at this level; creative, replicable ways to sustain these networks; the possible interaction among different community networking projects working on various aspects; and the policy and regulatory implications of these new and potential network forms.

			Related to direct interventions, research needs to be conducted on emerging technologies and sustainability models that could benefit the local connectivity space, particularly in the developing world. This can be complemented by exploring industry trends, for example in mobile broadband and dynamic spectrum assignment technologies, as well as ground-breaking local initiatives in more developed nations, such as around community optical fibre.

			5.5

			Conclusions & Outlook

			This is not expected to be an exhaustive list of requirements for research and activities in this area. It is likely that methodologies and action research activities will need to be refined and adjusted as results come in. In this respect, the outcomes of the research described above would provide a first cut at reaching a better understanding of the dynamics of community based solutions to local access infrastructure. New areas for further research will likely emerge, and new methods will likely be required.

			Given the huge potential demand, a number of scaling and replication, innovative awareness raising activities are likely to be needed to reach more countries and the hundreds of thousands of unconnected villages and communities around the world. In that sense, the authors, would like to invite other individuals and interested organisations to constructively criticize and contribute to the agenda described above, so that the meagre resources available can be leveraged to create the enabling environment for a vibrant community network movement around the world, as envisioned by the UN IGF Dynamic Coalition on Community Connectivity (DC3).
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			The Success of Community Mobile Telephony in Mexico and its Plausibility as an Alternative to Connect the Next Billion

			Erick Huerta, Peter Bloom and Karla Velasco

			Abstract 

			This paper introduces a framework for the design and instrumentation of Community Mobile Telephony (CMT) from a Mexican perspective but applicable to other regions. Particularly, this paper describes the case of Telecomunicaciones Indigenas Comunitarias A.C.[189] and Rhizomatica whose CMT network began operating in 2013 in Talea de Castro, Oaxaca, under a private network scheme and using a segment of spectrum, acquired for free for non-profit use. This case demonstrates that under a new technical, economic and organisational scheme, it was possible to offer, in a sustainable manner, mobile services in commercially unfeasible localities.

			By 2016, the system covered eighteen localities of between two hundred and three thousand inhabitants. This confirmed not only the viability of the model but also its expansion potential to communities without mobile service. Moreover, it paved the way for the creation of a new framework among traditional operators which allowed them to connect rural locations, previously deemed inviable. The success of the project has given way to a new legal framework and a modification in spectrum administration, which, for the first time in history, assigned a portion of GSM spectrum for social purposes.

			This paper proves with the success of the Mexican case that Community Mobile Telephony is a plausible alternative to connect the unconnected, by supporting communities to build and maintain self-governed and owned communication infrastructure.

			6.1

			Introduction

			This document is an adapted version of the “Manual de Telefonía Celular Comunitaria: Conectando al Siguiente Billón” written by Erick Huerta and Peter Bloom. The Manual is directed to policy makers, social entrepreneurs and communities interested in implementing the Community Mobile Telephony framework to meet the communication needs of populations in remote and isolated areas. This work is the result of two years of research and the systematisation of various experiences. Over this period, essential elements of the Community Mobile Telephony model were identified in order to elaborate recommendations encouraging the replication of the model in other regions of Mexico as well as in other countries.

			This chapter is based on the empirical work and research mentioned above and is organised as follows:

			a

			An introduction to the concept of Community Mobile Telephony in the context of Rhizomatica and Telecomunicaciones Indigenas Comunitarias (TIC A.C.) and their successful case in Mexico;

			b

			A breakdown of characteristics of the communities and resources that comprise this type of Community Network (CN);

			c

			A description of the general structure and legal framework of the CN;

			d

			An explanation of its technological, economic and organisational aspects;

			e

			A conclusion and presentation of current challenges.

			6.2

			What is Community Mobile Telephony?

			The Recommendations for the Development of Information and Communication Technologies (ICT) in Rural and Indigenous Communities of the International Telecommunications Union (ITU 2010) indicate that, to provide services for remote and unserved localities, system operation must be performed taking into consideration the organisational form of local economies.[190] Importantly, this should be done by establishing a chain of operators whose roles are related to the core competency areas in which they are most effective. 

			The model of Community Mobile Telephony is based on the establishment of a local network, which is completely operated and managed by the community, and supported by a cooperative association to which all participating communities belong. Long-distance or off-net calls are made using the Internet, access to which is provided by a small Wireless ISP, while the Voice over IP service is provided by a small operator. This arrangement gives rise to a win-win situation, where the community participates in the operation of the network and the users of the network benefit from lower costs, ensuring the income from this operation remains within the community, and shared with an association (TIC A.C) to which the CN belongs, that can invest profits in innovation and training. 

			Importantly, the communities are the owners and the operators of the local cellular network infrastructure. Together with TIC A.C. the community builds and manages the network through the installation of a cellular transceiver and the necessary equipment for its administration. 

			6.2.1

			Elements of the Model

			Community Mobile Telephony is based upon four essential elements: 

			
					Organisational Base: the social support which allows the community to operate a network through a community-based approach. This social grounding also allows many communities to manage a concession/license and provide maintenance services and personnel training.

					Technological Base: identifying the right technology for the communities and their organisations, one which is affordable in terms of price, maintenance and operating costs.

					Economic Base: a business plan based on service unbundling according to economies of scale, which allows the communities to provide the service at a low cost.

					Techno-Economic Base: the material and human resources infrastructure that form the basis for the community to acquire the necessary skills for operating the service, as well as for the maintenance and development of applications and innovation.

			

			6.2.2

			Legal Framework

			The legal model comprises the implementation of internal regulations (self-regulations established by affected individuals) as well as the application of external regulations (laws and regulations). Therefore, the model answers two important questions: 1) how does the system self-regulate, and 2) what current regulations are applicable?

			Before answering these two questions, we began by analysing the essential characteristics of the project and of the subjects being regulated, i.e. indigenous communities, hacker communities and telecommunication networks. 

			6.2.3

			Characteristics of the Communities Composing the System and of the Resources Comprising the Network

			The system is the result of two organisational components that are articulated to create a telecommunication network. Thus, for its regulation, it is essential to understand the guidelines and principles upon which these components function and interact. It is also important to know the functioning principles that derive from the kind of resource in question, in this case telecommunication and information networks. The organisational components that create this network are:

			

			Indigenous communities 

			

			Hacker communities

			The question that arises is: which laws and regulations govern these entities and networks? This question will be explored in the following sections.

			6.2.3.1

			Indigenous Communities

			It must be noted that the CN model analysed in this paper exists in indigenous communities of a certain region, and that these communities, while sharing some characteristics with other communities in Mexico and the world, are unique in some important ways. This must be taken into account when adapting the model to other regions with different forms of local organisation. 

			The first particular feature characterising the Mexican communities of The Sierra Juarez, in Oaxaca, is that private property is almost inexistent. Most of land is communal and decisions regarding its use are made by an assembly of co-owners or “comuneros” integrated by the heads of the household of the agrarian community (Bloom, 2015). 

			Municipalities enjoy the benefits of autonomy and most are governed by “usos y costumbres”, an indigenous customary law system of community service (Bloom 2015) which is the basis for electing community authorities. This means that municipal presidents, as well as the town councillors, are elected by a community assembly, and occupy their role for a year or so with no financial remuneration.

			Each community has an independent normative system, and its particularities are reflected in the way each elects its authorities, but also in how they manage services and resources like water, roads and education, and even in the way they celebrate. Therefore, these communities have nearly full autonomy regarding their systems of government and concerning the management of their resources.

			Looking closely at the characteristics of these indigenous communities we can identify the following principles:

			a

			Autonomy: The capacity of self-governance and to make decisions regarding development. The highest authority for these decisions is the Assembly.

			b

			Key Positions of Elected Authority: It is comprised of leadership assignments based on service —with no remuneration— that extend for short periods of around one year and a half at the most. 

			c

			Commonly Held Resources: the land and the territory are considered a common good that cannot be appropriated and thus, cannot become a source of personal enrichment. 

			The way these communities view the world has had an influence on what has been called by indigenous thinkers themselves comunalidad, which, according to Floriberto Díaz is expressed as: “The earth as a mother and as territory, the consensus of the Assembly for decision making, unpaid public service as an exercise in authority, collective work as an act of recreation and rites and ceremonies as an expression of the communal gift” (Díaz in Rendón 2003). 

			These are the principles that govern daily life in the communities in which these networks are developed. These principles are expressed in various ways in the processes of design, installation and operation, and in legal terms are reflected in the regulations concerning the ownership of the network, contractual relationships and rights regarding resources. 

			6.2.4

			Hacker Communities

			The technology upon which this network is based is primarily the result of two free software projects that were able to reverse engineer and re-encode GSM’s closed source technology in order to make it available as an open source technology (OpenBSC and OpenBTS). 

			Interestingly, the hacker and developer communities[191] that have managed to develop these projects are governed by principles which are compatible with the regulation systems applied in the context of common resource governance, and which have been practised ancestrally by indigenous communities (Laval & Dardot 2015). According to Laval and Dardot (2015:195), hacker ethics is based on “a certain happiness ethos, and on a commitment to freedom, and is part of a relationship with the community intended for common benefit.” 

			One definition of “hackers” follows: 

			People that enthusiastically dedicate themselves to programming and believe that making information part of a common good is their ethical duty so they share their skills and expertise by distributing free software and by allowing access – whenever possible – to information and resources related to computer science (Himanem 2001:5). 

			The consideration of work as pleasure and knowledge as a common good are principles completely compatible with the concept of comunalidad, and, as Laval & Dardot (2015) rightly remark, “hacker ethics play a role similar to that of the collective regulations that govern the institutions which are the basis of common natural goods [shared by the community]”. 

			In an effort to identify some of the principles that emanate from the abovementioned ethical approach, we can identify the following elements: 

			a

			Creative play: work is considered a creative act that is performed out for fun and passion, not due to an obligation or for money; it is carried out collectively. 

			b

			Solidarity: creation is carried out through a process of mutual assistance, whose only objective is to contribute to the things being built. 

			c

			Common goods: the goods shared by the community are considered common to all, not subjected to ownership, and as a consequence, they must remain available for everyone to modify since there is value in keeping them away from private and public control (Lessig, 2001). 

			d

			Constitutional and operative regulations: openness and collectivity imply the establishment of a series of constitutional regulations and operative processes as well as instances for the resolution of conflicts. 

			6.3

			Networks and Spectrum 

			The definition of a common good concerns not only the particular characteristics of the common good or resource, but with the way the community establishes relationships with it. If we are to consider networks and the electromagnetic spectrum as common goods, we must analyse both aspects. 

			A common good is one whose access must be allowed to anyone who meets certain requirements. It is in this context that both the spectrum and public telecommunication networks are considered common goods. 

			Since the means of communication are the subject of this analysis, we will refer to the layer model delineated by Professor Yochai Benkler (Lessig 2001:23). According to this model there are three different layers in any communication framework. The first one is a physical layer: it refers to the physical medium through which data travels, which is to say cables or spectrum. The second layer is the logical layer or the code, which refers to the software programs that allow the operation of the physical infrastructure. The last layer, the informational layer, refers to the content, that is to say, what is being said. According to this network structure, each layer can be open or introduce restrictions, as the following table exemplifies: 
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			Source: Umemoto (2006).

			Let us analyse now the composition of the self-managed telecommunication system and how these three layers can be structured to see if they correspond to a free and open scheme or to a controlled one.

			6.3.1

			Physical Layer (The Network)

			The structure at hand is a hybrid, comprised of three distinct networks:

			
					A local cellular CN consisting of a transceiver owned by the community and a part of the spectrum in the 850Mhz band granted to an association (similar to a cooperative) to which the community belongs, in this case TIC A.C. 

					A transport network comprised of a system of WiFi links. The links belong to a regional ISP but the spectrum is unlicensed. There are plans to migrate to the 10GHz band that will be granted as secondary use to the association that will allow its free use for coverage purposes. In this approach, the links will be part of the ISP but the spectrum will be granted to the association (in the case of licensed spectrum).

					Finally, the ISP is connected to a network backbone (fibre optic) of a public telecommunication network.

			

			We will now analyse these segments to determine if they are free or controlled:

			 

			
				
					
					
				
				
					
							
							Segment

						
							
							Characteristics

						
					

				
				
					
							
							Local Network

						
							
							(850Mhz Spectrum) Free and open commons: 
At first, any community interested in becoming 
an operator of the system using their own nor
mative systems can access this technology. 

						
					

					
							
							Transport network

						
							
							(WiFi or 10GHz Spectrum) Free and open 
commons: anyone can access this segment 
and it will remain so for the 10Ghz as long as 
its use is intended for rural communities.

						
					

					
							
							Network Backbone 

						
							
							Restricted: In this case a fee for an operator with 
substantial market power is required. However, 
access could be unrestricted and free* if there 
was an optical fibre installation available. 

						
					

				
			

			*By “free” we mean that the project considers only costs. Contributions are solely for the sustainability of the common good. 

			It is important to point out that we are detailing only the general characteristics, since the functioning of the network is complex and implies both controlled and open elements. For instance, even though the local network is free and open, it does not interconnect directly with other license holders or mobile carriers, given there are matters of cost that might render the provision of the service inviable. Nevertheless, this restriction does not imply that the network is a closed one.

			6.3.2

			Logic or Code

			The local segment operates with free and open source software. With regards to the transport network, this CN model refers to the Internet, which can be considered an open network, given the end-to-end protocol and the fact it is delivered with unlicensed spectrum. The network backbone, on the other hand, normally operates with closed source code and hardware, and the same happens with the interconnection to the telephone network (PSTN). According to the network structure previously described, the model’s proposition is a commons-based structure in almost all its segments and looks like this:

			 

			[image: ]

			6.3.3

			Information

			At first glance all the information flowing through the network is free, although regulations establish certain restrictions for instance regarding blocking and take down of specific content, which can be deemed as illegal. To specify the different scenarios regarding information restrictions we must turn to the architecture of the community telephony network itself, which is comprised of three kinds of networks and implies a different legal system depending on the type of governance applied to each network.

			The indigenous communities that own and operate the networks are governed by the regulation system of their own territories and by their own authorities, according to Article 2 of the Mexican Constitution, while the other elements of the network are subject to the application of Mexico’s legal system.

			The way in which the CNs are configured ensures privacy regarding personal information, but also access to it, when in accordance with the required regulatory systems.

			6.4

			General Structure and Legal Framework

			As it must be clear by now, the system is not based on a centralised structure. Each part is completely independent and is able to operate independently. However, there are collaborative relationships that allow the whole network to function better. Like the rhizome[192], each element becomes itself a root from which many different organisations might sprout. The local network is independent and can operate by itself and the same rationale applies to the organisation and the transport network. 

			Each part of the system has its own constitutive regulations and its own form of governance, and there is a general governance structure when the communities operate in conjunction. Each constitutive and governance structure is backed up by a legal framework or by an applicable regulatory system.

			6.4.1

			The Local Network

			The legal framework in which the local network is inscribed corresponds to the regulation system of each community. In Mexico, according to Article 2 of the Mexican Constitution and based on Agreement 169 of the ILO (International Labour Organisation), indigenous peoples and communities have the right to preserve and develop their ways of organisation and their regulation systems, which are absolutely valid and applicable within their territories. 

			Currently, in most countries’ telecommunications regulations, a distinction is made between private and public telecommunication networks and private networks are usually conceived for private or experimental communication and do not require an operation license unless they use licensed spectrum or are intended for commercial purposes.  

			Even if there is a specific regulation for community or indigenous networks as is the case of Mexico, the network architecture considers the local network a private network owned by the community, since it is not a commercial operation and it is circumscribed to a specific territoriality whose owners are the network operators. The network is intended to self-provide services and its interconnection depends on a different network.  

			As we can see, the constitutive regulations are derived from the internal regulation systems of each community. This means that community norms will determine the processes upon which the local network shall be established. In most of the communities in Oaxaca in which this system is being developed, the highest authority is the community assembly. The assembly determines the appropriate communication system, the people in charge of setting it up, the obligations of citizens concerning the system and the way the service will be managed. Consequently, the elements that comprise the network are commonly held by the community and are not subject to individual ownership, unless the community itself decides to disassociate them from the common pool. 

			The governance system is simple. A local administrator holds his or her position temporarily and must answer to the town council and assembly directly. In most cases, the head of the town council carries out his or her job without payment and any potential problems emerging with regard to the system administration are discussed and resolved by the assembly. 

			6.4.2

			The Transport Network 

			The transport network usually consists of a small commercial operator – which can be a natural person or an entity – that brings Internet service to the communities through a series of wireless links. The legal framework to which this network is subjected is the national telecommunications legislation and regulation. In the case of Mexico these small ISPs may be license holders or registered resellers.

			It may be the case that these operators use transport frequencies granted to the Association, which is to say to the communities of which it is comprised. In this case, the governance regulations for these frequencies are related to the internal regulatory system of the organisation and to the regulation systems of the communities that belong to it, this being the case as long as they do not transgress the nature of the concession and remain a not-for-profit social concern. 

			6.4.3

			The Governance Committee

			The governance of common goods has to be defined in a very specific fashion, when considering if the good is a rivalrous good or not. It has always been said that the spectrum is rivalrous, a term which refers to a finite good whose consumption by one consumer prevents simultaneous consumption by other consumers. However, this status is not derived from the characteristics of the spectrum itself, but from the type of equipment used (Peralta 2011). Using intelligent systems[193], spectrum capacity can be improved, although it could still present moments of saturation at peak usage times, so it is safe to say that, theoretically, spectrum has the possibility of being used by many with no interference whatsoever (Peralta 2011). 

			Regardless of our consideration of spectrum as a rivalrous good or not, we still need an organisational scheme, or a governance system. In the model described in this paper, the governance of the spectrum is carried out through a civic association, but it could be assigned to a different kind of organisation with the mission to collectively manage and use this common good, or even to an automated system. 

			In the case of Community Mobile Telephony, the association constituted for its governance has two common goods under its care: the spectrum itself and the knowledge regarding the technology based on which it can be operated. Since both are considered common goods, they are not subjected to ownership and are open access. 

			The constitutive bylaws of the association are mainly derived from the consensus among the actors involved in the operation of the scheme; in this case, indigenous communities and hackers. Therefore, there are four types of partners involved in the model:

			

			Technicians: people who share their knowledge regarding technology; 

			

			Operators: the communities which are tasked with the management of each local network;

			

			Pre-operators: communities interested in becoming operators;

			

			Allies: people willing to contribute to the project in different ways.

			The only requirement to incorporate a community into the Association is that the new community expresses its interest in becoming an operator and that it commits itself to fulfil the mutual collaboration and network administration obligations. The very expression of that interest implies that the regulations of each community must be fulfilled in a consensual manner. In most of the communities in the Sierra Juárez of Oaxaca, this consent is expressed by means of an assembly and by the appointment of a committee. 

			In other words, the constitutive regulations of the system are the result of an agreement between different parties that leads to an organisational base. In this case, there is an implicit offer for more communities to join the Association which grows stronger when the community approves the decision of being part of the project and commits itself to participate in the governance system. 

			This agreement entitles the association to request – on behalf of the actual and potential member communities – a social-indigenous license for a frequency band for the mobile telephony system. This concession is granted with regard to a specific area in which the potential communities are located. As new communities become integrated, the association notifies the Federal telecommunications Authority (Instituto Federal de Telecomunicaciones) of their incorporation, which implies their use of the spectrum band in that locality or group of localities. 

			Given the fact that these are local networks, their governance is undertaken by the local community. Each locality determines its own usage of the network, as long as it is compatible with the obligations that each community must meet as members of the Association. For instance, a community may establish a given fee for the service as long as it is enough to cover the maintenance fee charged by the association per user. 

			Importantly, the staff of the association handle decisions regarding issues beyond the competence of each local community, such as interference and roaming. If these latter problems go beyond technical issues, they are dealt with by the Coordination Council, which integrates representatives from both the technical and operational partners. If the cannot be properly handled by these instances, the question is discussed and solved by the Assembly. 

			The main sanctioning mechanism for operations is the cessation of service and temporal or definitive suspension of rights. 

			6.4.4

			Types of Law and Applicable Law

			The CN is mostly a self-regulated system, since it is controlled and operated by the users themselves. The legal regime which it needs to abide to is minimal. Mexican legislation established a favourable regime for CNs, since it makes available a specific license for social purposes. An ideal legal regime would include a specific license for social and not-for-profit operators, as well as appropriate national legislation in concordance with relevant international-law instruments, such as ILO Agreement 169 and the United Nations Declaration on the Rights of Indigenous People. However, a legal framework recognising the rights of indigenous peoples according to international law combined with the utilisation of private licenses could also represent an effective solution.

			Another relevant element is the definition of an allocation regime with no economic barriers for the use of frequencies by social or community operators. This implies avoiding exorbitant costs for the assignment of frequencies so that small community operators may have access to them. In other words, the allocation regime should simply comply with Article 13, paragraph 3, of the American Convention on Human Rights, according to which:

			It is essential that the assignment processes for licenses or for frequencies to be open, public and transparent. They must be subjected to clear and previously established regulations and they should imply strictly necessary, fair and equal requirements. In this process, it is important to ensure that there are no unreasonable obstacles or unfair access conditions to the media. The assignment, suspension or non-renewal of frequencies on the basis of discrimination or arbitrary considerations should also be avoided.[194] 

			In Mexico, the Federal Telecommunications and Broadcasting Law (LFTR) has established direct spectrum assignment for these type of media and it has determined two primary uses for the same spectrum band segment: a primary use for social coverage in rural areas and – in case it is required – a commercial use for urban areas (Instituto Federal de Telecomunicaciones 2016:14). This law has also established a process of assignment by region which considers potential localities where the network will be established. This makes it possible for many social license holders to coexist in one region as long as they concentrate their activities in localities with no coverage. 

			In this paper, we argue that spectrum use should not generate fees when it is aimed at social use and community or indigenous media. Although there is no general exemption for such purposes, in 2015 the Mexican President presented to the Congress an initiative concerning the matter, which was later approved and which exempts community operators from taxes related to license granting and related to the use of spectrum for research purposes, on the grounds that:

			It has become necessary to approve the present proposition in order to allow said community and indigenous media to fulfil their social goals, and in so doing to contribute to effectively fight inequality in these contexts. This circumstance has been recognised constitutionally and legally as a situation to be avoided. 

			6.5

			Technological Base

			Community Mobile Telephony is based on technology having two main characteristics: 

			

			Low cost: A total cost which can be covered by marginalised and highly marginalised communities (comprising about 100 families): approximately USD$5,000 or less.

			

			Easy to use: In situ operation is reduced to a minimum. Most problems can be remotely managed. 

			Regarding technological aspects, the Community Mobile Telephony project has been possible due to the development of two technologies: Software Defined Radio (SDR) and GNU Radio.[195] SDR is a radio-communication system in which many hardware components (mixers, filters, modulators, demodulators, detectors, etc.) are executed using software and a personal computer or any other embedded computer. Even though the concept of SDR is not new, recent evolution in terms of digital technology has made it possible, from a practical point of view, to carry out many of the processes that were previously only theoretically possible. 

			Thanks to SDR much of the signal processing is carried out using general purpose processors, instead of using specifically designed hardware. This allows for changing the protocols and waveforms simply by changing software parameters. It is envisioned that, in the long term, Software Defined Radio will become the dominant technology in terms of radio-communication. This favours the development of cognitive radio.[196] 

			A basic SDR can be comprised of a computer equipped with a sound card or any other analogue to digital converter, preceded by a radiofrequency adapter. On the other hand, GNU Radio is a tool or open source software that provides signal-processing blocks for implementing radio systems defined by software. It can be used with low cost RF hardware to create software-defined radios or with no hardware at all in simulations. It is widely used in academic environments and in amateur and commercial contexts as well, since it can provide support for researchers working in mobile communication and radio systems in the real world. 

			The developments of GNU Radio and SDR gave way to the first experiments using software-implemented cellular technology. This meant that network implementers did not have to rely on patented equipment, which is normally very expensive. From these experiments emerged two important software projects for creating GSM networks: OpenBTS and OpenBSC. The latter is described below. 

			The implementation of two free software projects for GSM implied the organisation of several experimental processes as well as the inclusion of new and different actors in an environment, which is otherwise very conservative and opaque. These positive changes have had an impact on the total cost for building a GSM system and it has led to the democratisation of the knowledge required to set up a network of this kind. 

			Before the emergence of the initiatives mentioned above, GSM equipment providers relied on closed source software and, in this context, network operation implied access to specialised information and to equipment, which is hardly available to the public. At present, several innovations make it possible for every individual (not just a telecommunications engineer) to start a GSM network. One only needs to be a free software aficionado and being willing and able to handle some basic concepts regarding networking and informatics. 

			6.6

			System Configuration 

			The next figure provides a general view of the network architecture of the Community Mobile Telephony system. It is important to note that the configuration can vary depending on the conditions and special features of each community. 
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			We will now define each of the network components: 

			A Equipment and Transmission Media
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			B Software

			

			OpenBSC: Part of the Osmocom project, it is a GSM network-in-the-box software that implements key GSM hardware components such as BSC, MSC and HLR allowing for the operation of a small, self-contained cellular network. In order to connect calls outside the open BSC network, the network works in tandem with LCR to route outgoing calls using the SIP protocol.[197] 

			

			LCR (Linux Call Router): An ISDN-based software Private Branch Exchange for Linux.[198]

			

			Freeswitch: An open source scalable telephony platform[199] that was designed to route and interconnect popular communication protocols using audio, video, text or any other media. It also provides a stable telephony platform based on which many telephony applications can be developed using a wide range of free tools.[200]  

			

			Kannel: A compact and very powerful open source WAP and SMS gateway used widely across the globe both for serving trillions of short messages (SMS), WAP Push service indications and mobile Internet connectivity. [201]

			

			Custom Software: There are two software packages designed in their entirety by Rhizomatica. These are: 

			a

			RCCN: This package includes the code that makes all the software components work together. It exposes a REST API (Application Programming Interface).

			b

			Rhizomatica’s Administration Interface (RAI):[202] This is the interface used for managing the network in communities. RAI is a php package that uses the REST API and exposes an administration interface over http that allows administrators to register users, administer payments and send text messages and also enables access to system statistics in real time. 

			6.7

			Economic Base

			The economic foundation of this project consists of a business model in which every part of the network can count on the necessary resources for it to be sustainable. Since it is a social endeavour and not a commercial one, it does not seek to maximise profits but rather seeks sustainability. The most essential element is to guarantee that income generated allows for continuity of the service and its improvement. 

			In this section, we analyse the business model of the Community Mobile Telephony project, which implies looking at the license holder and the operating communities that take part in it. The ISP and the VoIP operator are not taken into account since they are service providers that were already operating independently before the implementation of the model. 

			For the purpose of this analysis, we will analyse briefly the business model and we will look at a financial evaluation that was designed for the license holder of community telephony operating in Mexico. 

			6.7.1

			The Business Model

			Community Mobile Telephony is conceived as a social enterprise. This means that it pursues a social, economic, environmental or cultural mission seeking a public or community benefit. The project provides telecommunication services in order to accomplish this mission, and a substantial part of its income is invested in goods and services that benefit the network. 

			The entity can be structured as cooperative or as non-governmental organisation, composed of the communities that own the network and the support organisations. These latter organisations contribute to the investment in infrastructure and the operation of the local networks, and the basic technical knowledge regarding maintenance, technological development and administrative and legal advice. 

			Considering the Social Business Model Canvas (Burket 2010), the following sections detail the components of the social business model on which Community Mobile Telephony operates:
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			The market segments to which this project pays specific attention are: highly marginalised and indigenous rural communities; communities without telecommunication coverage and high rates of migration to the United States; and communities with 200 to 7000 inhabitants in the Mexican states of Oaxaca, Chiapas, Veracruz and Puebla.

			6.7.2

			Key Partners

			There can be two diverse kinds of key partners. First, those who compose the license holder organisation and, second, those with which alliances must be established in order to operate other segments of the network. In the first group, there are the actors without which it would be impossible to keep the local networks running, while the second group encompasses the entities which are only necessary to provide a supportive outlet to these local networks. The partners can be further categorised into:

			

			Operating Communities: these are partners that invest in the infrastructure of their local network and at the same time operate it;

			

			Support Organisations: these organisations support the network regarding technical, administrative and jurisdictional issues; 

			

			ISPs: these are small Internet operators that provide connectivity to the operating communities. 

			

			VoIP Operators: they provide the Voice over IP service for outgoing and incoming calls;

			

			Other financial associations: these are organisations that contribute financing for starting projects as they build towards the point of sustainability; they may also provide support for technological development.

			6.7.3

			Key Activities and Resources

			The activities carried out by the license holder and the communities that compose the network are essential for the correct functioning of the CN. For example, the construction of a local network fully operated and managed by the community could not be achieved without the active engagement of and collaboration with key organisations. 

			Moreover, the establishment of relationships between communities and local/regional stakeholders is vital to encourage development based on complementarity. In this perspective, technological, legal and economic research and development are conducted constantly, in order to improve the operation of the project. Additionally, permanent political and legislative advocacy play a significant role, in order to ensure that the jurisdictional and institutional frameworks allow the operation of community networks. 

			Key resources in our model refer to the physical, financial and human resources that are required to operate the social license-holding organisation. Essential technical resources are, for example, reception and transmission equipment owned by the communities; open source software; concession for Radio Spectrum; Internet service in each site and Voice over IP service, which is crucial for off-net calls.

			With very limited financial resources, the social license-holding organisation is able to deploy the network in each community, including operational and maintenance costs. Human and physical resources take mostly into account social license holder entity staff and offices as well as trained staff working in the communities. 

			6.7.4

			Expenses

			The social business model divides the activities carried out by the community from the ones performed by the social license holder. The latter is in charge of providing installation services and all the necessary equipment in order for the communities to operate their own mobile telecommunication network. 

			It is important to point out that the capital investment for acquiring equipment and installing the network is paid for by the community itself. This network connects to the network of the local ISP so that, in turn, the CN can connect with the Voice over IP service and be able to link outbound and inbounds calls (off-net).

			Initial investment is approximately USD $11,000, which includes buying and installing the necessary equipment to operate the telecommunication network. This includes USD $2,000 for installation costs plus the cost of the acquisition of the equipment. Operating expenses include an operator wage of USD $160 per month plus Internet access for USD $80 per month. Monthly cost of the off-net calls via VoIP equals the total of the off-net calls multiplied by the total price of the calls. Moreover, a consultancy and technical service fee of USD $0.80 per subscriber is charged by the association. 

			Table. Communities Capital Expenses (CAPEX)

			
				
					
					
					
				
				
					
							
							Quantity

						
							
							Concept

						
							
							Price in USD

						
					

				
				
					
							
							1

						
							
							Telecommunications equipment

						
							
							$4,950

						
					

					
							
							1

						
							
							Taxes

						
							
							$800

						
					

					
							
							1

						
							
							Import duties and taxes

						
							
							$1,287

						
					

					
							
							1

						
							
							Freights

						
							
							$300

						
					

					
							
							1

						
							
							Cables, antennas and power source

						
							
							$650

						
					

					
							
							1

						
							
							Installation

						
							
							$2,000

						
					

					
							
							1

						
							
							Protection against damage 

						
							
							$1,000

						
					

					
							
							 

						
							
							TOTAL

						
							
							$10,987

						
					

				
			

			Source: Own elaboration.

			Table. Monthly Communities Operating Expenses (OPEX) 

			
				
					
					
					
				
				
					
							
							Quantity

						
							
							Concept

						
							
							Price in USD

						
					

				
				
					
							
							1

						
							
							Half-time salary for staff

						
							
							$160

						
					

					
							
							1

						
							
							Internet Access

						
							
							$80
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							VoIP estimation calls

						
							
							$250

						
					

					
							
							1

						
							
							Counselling and technical service

						
							
							$150
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							Rental, power, water and other expenses

						
							
							$45

						
					

					
							
							 

						
							
							TOTAL

						
							
							$685

						
					

				
			

			Source: Own elaboration

			6.7.5

			Income Sources[203]

			It should be highlighted that there is a distinction made between the community’s income and that of the social license holder. The community charges a 40-pesos monthly fee (approximately USD$2.50) to each user for maintenance and operation of its network. From this amount, it keeps 25 pesos and transfers 15 pesos for each registered user to the license holder, to pay for technical and legal services and for assistance regarding the overall operation of the network.

			The income generated by every community may be characterised as follows:

			

			A 40-pesos fee for each subscriber;

			

			Income generated by off-net calls = total of the off-net calls X total price of the calls;

			

			Public subsidies and contributions from the community members migrated abroad.

			The income generated by every license holder per state can be characterised as follows:

			

			Income for installation per community: USD $2,000;

			

			Advice and technical-service fee of 15 pesos per subscriber in each community in which the service is available;

			

			Financing and contributions from national and international organisations.

			6.8

			Organisational Base

			In its recommendations for public policies concerning TIC development for indigenous peoples and communities – which are based on the model delineated by Braudel (1980) – the International Telecommunications Union (ITU) establishes that the economy is comprised of three levels, each one capable of fully satisfying all human needs through specific institutions which are suitable for their economic environment (ITU 2013). This model can be expressed graphically as follows:
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			The ITU document mentions that the most common mistake made in the context of public policies seeking to take telecommunications to rural areas is trying to make companies that operate in the context of a global economy work within a subsistence economy model, which implies the need for large subsidies. In this perspective, the ITU recommends promoting projects based on the architecture proposed above, allowing the network to be operated in each segment or level by the most efficient and appropriate actor.

			Community mobile telephony is based precisely on this model: the community operates the local network (subsistence), a regional micro-enterprise provides the connectivity service and a global or national company provides the latter with connection to the backbone network. There is, however, an additional component necessary for the operating communities to be able to work beyond the subsistence level: they require an organisation able to support them in their interactions with other stakeholders at the local and global level. Given the necessary interaction with these levels in the administrative, legal and technological areas, the aforementioned support becomes essential to ensure the sustainability of the networks. 

			This section explains how the local operators (the communities) – that we have denominated “social license holders” – organise themselves. This organisational model is based on organisedcommunities, which can acquire, manage and operate their networks according to their own community governance system. This section will explore the general structure of the community organisation and to its role. It must be noted that the information presented in this section stems from the Mexican context and that the particular circumstances of this country have greatly influenced the organisational model analysed. However, different countries may present distinct characteristics and, in this perspective, it is particularly relevant to identify the core elements of the local environment to have an understanding of the forms of organisation utilised by the local communities. Such understanding is essential to identify how the local subsistence economy is structured and, at the same time, identify what is the instance or entity that brings the communities together – either formally or informally – in order for them to interact in different contexts. These different contexts may imply cooperatives, public/private associations, chambers of commerce and any other instances that allow the participation of these communities and the organisational structure needed to perform the different roles at local and global levels.

			6.8.1

			Organisation and Roles

			The organisational structure of the license holder encompasses three areas: governance structure, essential areas and supporting areas. The governance structure ensures the participation of the operating communities in the decisions made by the license holder. The essential areas undertake functions related to the objective or mission of the license holder, which means they are directly related to the operation and the development of the service. Lastly, the supporting areas ensure the continuity of the essential areas. 

			6.8.1.1

			Governance Structure

			The governance structure includes a decision-making body and an executive body. In the case study upon which this chapter is based, the decision-making body is an assembly of members in which all operating and technical partners participate.[204] These partners were described in the legal context section. On the other hand, the executive body consists of two representatives of the operating partners and two representatives of the technical partners appointed by the assembly. The role of the executive body is to ensure that the operation of the network is done according to the guidelines proposed by the assembly. 

			6.8.1.2

			Essential Areas

			In order to operate effectively, the CN should be based on three key areas: operation, building relationships among communities, and innovation. 

			a

			Operation: 

			This area encompasses the tasks related to network deployment and technical support. This area requires personnel to perform the installation, ensuring the system is operational, and providing technical support for the communities as they deal with any network problem. Since the CN is based on software defined radio, most technical issues or errors can be resolved by improving and developing software.

			b

			Relationship building amongst the communities:

			Since the organisational architecture of the license-holder is a conjunction of private networks, it is necessary to implement mechanisms catering the specific needs of each local network, as well as improving their interaction. The purpose of the relationship building activities are to bring together local networks and ensure the interaction amongst people and communities. This area aims to allow the organisation to become a network of networks. 

			The relationship building area is aimed at generating actions on behalf of the license holder to improve the capacity of each network and the interaction among them and with the license holder. The tasks performed in his area include: visiting communities to understand the state of the network and the necessities and aspirations of each user; preparing informational materials on the social license holder and the community telecommunications network; and designing training manuals concerning the operation and technical support of the telecommunication equipment used in the communication network.

			c

			Innovation

			As with any other organisation concerned with technology, the possibility of continued existence is related to its capacity to innovate, increase efficiency and attend to the demands of its beneficiaries. It is important to emphasise that because this technology is relatively new in the context of telecommunications, the equipment and its applications are still under development, hence research and innovation are crucially important. 

			Given the limited resources available, the Innovation area of a social license holder must be constituted in coordination with universities, hackers, developers, researchers and technology enthusiasts that are able to carry out – mostly as voluntary work – the collective realisation of technical projects and development. 

			6.8.1.3

			Supporting Areas

			The main supporting areas are the ones related to administration and finances. One of the most relevant regulatory areas is known as the Institutional Relationships area. Since the administration and finance areas deal with very ordinary and procedural activities, they will not be dealt with in this chapter. In contrast, the Institutional Relationships area deals with regulation that is indispensable for the CNs, though the area does not necessarily comprise the management of the organisation’s personnel, since this latter activity can be dealt with by an external organisation.

			The relevance of the Institutional Relations area resides in the fact that the model analysed in this paper is a novel one, for which there is no definitive regulation. Therefore, a constant dialogue with the authorities becomes necessary to mitigate risks. Among the essential functions of this area, it is important to note: the coordination the development of regulatory prospective in the context of telecommunications; the approval of political advocacy strategies relating to the regulation of telecommunications; the implementation of the regulatory incidence strategy, building and developing relationships with national government and international institutions and non-governmental organisations; the supervision n of reporting and the follow-up of incidents registered in the CNs and in the communities operating them; and the suggestion of innovations for products, services and processes. 

			6.9

			Conclusions and Challenges

			The main value of this project is the establishment of a network that belongs to the users, and fosters self-determination and development. The model described in this chapter aims to provide a mechanism for rural, marginalised and indigenous communities to manage and operate their own mobile telecommunications network in order to encourage local development and to contribute to the construction of local/regional autonomy. 

			Furthermore, this model increases cellular penetration and reduces costs of connectivity up to 97%, which ensures that part of the income accrues to remain as part of an association to which the community belongs. This is then invested in innovation and training. It also presents possibilities for improvement and development of telecommunication applications suitable for addressing the needs of each community as well as contributing positively to the reduction of the digital divide with corresponding beneficial impact.  

			After being operational for four years, the Community Mobile Telephony model has proven to be a valid option for communication in isolated areas where no conventional operator has reached. This has encouraged further investment in developing equipment to improve the performance of the one currently used in this model. Furthermore, the Community Mobile Telephony has also helped develop recommendations in terms of regulation for other countries willing to consider this type of approach in their spectrum planning and management mechanisms. 

			However, an ecosystem that supports the development and expansion of these kinds of models, designed to provide sustainability above profitability, is still needed. Indeed, until now, most of the public policies and regulation concerning telecommunications have concentrated on profitability rather than sustainability. 

			To truly address the needs of unconnected populations, it is necessary to change perspectives and create the technical, economic and regulatory bases of sustainability, in terms of public policy. In order to do that, it is important that the resources currently being used for universal service funds, which are available in many countries, be used not only to subsidise companies whose business model does not work in rural and remote areas, but also to create the necessary conditions that favour the approaches that work in these areas, such as CNs. Concretely, this means:

			

			Dedicate funding to support these kinds of social enterprises, from their initial stages to launch;

			

			Allow access to essential infrastructure such as frequencies and backbone networks from a perspective that considers CNs’ contribution to the fulfilment of a social need in the public interest and the fact that CNs are generally not-for-profit. 

			

			Assign funding for research and development of software and equipment specially designed for these areas and types of entities;

			

			Create a legal and public policy framework that allows the operation and development of small community operators in rural zones. 

			This will undoubtedly allow us to achieve the objectives concerning social coverage with a substantial reduction in terms of resources that could be utilised for other areas or to support more projects in these regions. 
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			This paper is based on content previously published in Srivastava. (2017). Community Networks: Regulatory issues and gaps – Experiences from India. Internet Society.

			Abstract

			The emergence of a global “information society” is driven by the continuing development of converging telecommunications, multimedia broadcasting, and information technologies. The Internet has become one of the most dynamic communications tools the world has ever seen. The flow of information that it facilitates strengthens democratic processes, stimulates economic growth, and allows for cross-fertilizing exchanges of knowledge and creativity in a way never seen before. 

			This document takes the Delhi, India-based Digital Empowerment Foundation’s (DEF) Wireless for Communities (W4C) model as a case study to understand the legal and regulatory challenges of spectrum allocation and management, licensing regulation, and bandwidth issues in developing countries. The first section of this document maps out the common elements of these challenges among community network providers, while the next section addresses the policy, legal, licensing, and bandwidth problems in India. This document investigates the efficacy of creating wireless community networks (WCNs), Rural Internet service providers (RISPs), or Community-based Internet Service Providers (C-ISPs), and explores the possibility of policies, which could help in creating widespread information infrastructure for the country to better connect the subcontinent.

			The closing section includes several recommendations for policy-makers, regulatory bodies, legislators, and related stakeholders that are divided into national recommendations and regional and international recommendations. The national recommendations include suggestions for how to alleviate unnecessary regulatory and fiscal hurdles on small and rural ISPs and community networks in India. The regional and international recommendations focus on creating a more enabling policy and regulatory environment for community networks in general and is applicable to any national context.

			7.1

			Introduction

			Connectivity plays a fundamental role to remove the socio-economic barriers. According to the 2016 International Telecommunications Union’s (ITU) State of Broadband report, there are about 3.5 billion people out of 7 billion people who are currently connected to the Internet.[205] This means that it took around 25 years to connect half of the world, but will it take another 25 years to get the remaining online? More than two decades ago, the Internet started a revolution and then Internet-connected mobile phones further expanded this revolution. Current trends suggest that something else could become a telecommunications revolution in the years to come. 

			Over the past 15 years, the Delhi, India-based Digital Empowerment Foundation (DEF)[206] has established one of the largest community wireless networks in India. It has provided digital literacy skills and enabled connectivity in regions where traditional and mainstream Internet service providers (ISPs) either do not wish to expand or simply do not deem as relevant markets. They have also pioneered the process of training local community members, many of which have not completed a formal education, to maintain community infrastructure.[207] Barriers to connectivity exist around the world, but many of these barriers can be eliminated through community-driven solutions and partnerships. As the director of DEF, Osama Manzar, stressed: “Half the population is still not connected. And most of those 3.5 billion people are socially underserved and economically impoverished. Last mile connectivity with innovative ideas as the means of basic infrastructure would make the work better and [more] equal.”

			It is believed that the global information highway is a two-way communication process through which information flows, without information barriers,[208] thus empowering individuals regardless of the fact that they live in remote areas. Such empowerment is only possible if Internet connectivity is not only available but also affordable for rural and remote individuals to access and share the wide range of information available on the Internet, spanning from market prices, weather information, new opportunities, and new skill sets, to discovering traditions, food recipes or how-to videos. Internet content covering the various economic, social, educational, and cultural aspects of human life is growing every day. Yet, many communities are being denied from the current opportunities that the Internet provides due to non-availability of the Internet or limited access. Gaining access to the rich opportunities the Internet promises is increasingly possible when communities build their own sustainable networks using existing resources, while also having the skills and capacity to manage the network on their own. 

			Wireless community networks (WCNs) or Community-based Internet service providers (C-ISPs)[209] are networks whose infrastructure is developed and built by a community-driven organisation or by a community itself by pooling their existing resources. These networks are also being managed, operated, and administered by the communities tehmsleves. These networks provide affordable access to the Internet, while also strengthening the local economy.[210] There are hundreds of Community Networks (CNs) around the world.[211] Among them, more than 100 CN models have adopted a bottom-up approach and work as an alternative model instead of adopting the classic, telecom operator-driven, top-down approach. Some of these networks are located in Latin American countries such as Argentina, Brazil or Mexico; in Sub-Saharan African countries, such as South Africa, Kenya, Ghana, Congo; in Asia-Pacific (India, Nepal, Pakistan, Indonesia, Australia, Afghanistan), in the United States, Canada, and Europe (Germany, Austria, Hungary, Spain, Greece, Sweden, Croatia). Each CN uses different technology, different tools, and works under different regulatory models with different socio-economic and cultural conditions. Thus, even though many share common characteristics, each CN is ultimately unique and different from the others. 

			For example, DEF’s Wireless for Communities (W4C) program[212] is one such wireless community network that is trying to provide affordable, ubiquitous, and democratically controlled Internet access in rural regions of the country. W4C is a flagship initiative of DEF and the Internet Society (ISOC) that aims to provide connectivity to rural and remote locations around India. The network enables community economic development that can reduce poverty and encourage civic participation. At the same time, the CN has faced – in some cases, still faces – regulatory, policy, licensing, and legal challenges while building and establishing the infrastructure. Some of these policies are not encouraging CN providers but instead hamper the process of establishing wireless networks in rural parts of the country. 

			This document explores community wireless models like DEF’s W4C program to understand the regulatory, policy, spectrum, and legal challenges in India. Subsequently, the document identifies the common elements of policy, legal, and regulation challenges among other CNs operating in other countries around the world. The document presents recommendations that aim to inform national, regional, or international policy and regulatory frameworks. This document is also part of a series of policy briefing papers that will address technological, content, sustainability, and organisational challenges, among others, which require further discussion in both their relevant national venues as well as at regional and global policy fora. 

			7.1.1

			Research Objective

			The prime objective of this document is to understand the legal issues surrounding spectrum allocation and management, licensing regulation, and bandwidth issues in India and to draw conclusions that can be applied to a wide range o developing countries. The document also outlines the technological and infrastructural challenges from a policy perspective in India. The document aims to identity the common elements of policy, legal, licensing, regulation, and bandwidth issues that have been faced by various CN providers across the world, as well as provide a set of recommendations coupled with qualitative analysis and evidence to determine what measurements need to be considered from the legal, regulatory, and policy perspectives to leverage CNs and other aspects of sustainability.

			7.1.2

			Methodology

			This policy document largely draws from secondary research, including academic literature as well as government and regulatory documents, to analyse existing policies and programs. For this paper, we adopted two mapping methodologies, examining, on the one hand, existing policies and, on the other hand, relevant stakeholders. This included mapping CN providers based on their location and model; organisations that are working nationally and internationally to assist CNs; and academic institutions that are working with and/or helping to assist CNs. For the purposes of this research, CNs have been mapped geographically by region, and we identified four large-scale CNs that are operating in their respective country. We covered at least two CNs per region.

			The community networking professionals we interviewed included:
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							Community network affiliation
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							Mahabir Pun

						
							
							Nepal Wireless Networking Project
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							Josephine Miliza

						
							
							TunapandaNet
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							Carlos Rey-Moreno

						
							
							Zenzeleni Networks

						
							
							South Africa

						
					

					
							
							Anya Orlova

						
							
							Amazon Digital Radio Network using High Frequency

						
							
							Brazil

						
					

					
							
							Leandro Navarro

						
							
							Gulfi.net
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			7.2

			Definition of Community Network 

			CNs, also known as bottom-up community networking, are networks built by communities and organisations, pooling their resources for building network infrastructure. These common pooling of resources is known as common pool resources (CPR).

			Various definitions of community networking exist, ranging from academic and technical definitions to government and regulatory definitions. For instance, Saldana et al. (2016) outlines community networking as the following: “Any participant in the system may add link segments to the network in such a way that the new segments can support multiple nodes and adopt the same overall characteristics as those of the joined network, including the capacity to further extend the network.”[213] Similarly, Baig et al. (2015) defined community networks as “crowdsourced networks,” ones that are structured to be free, open, and neutral. These crowdsourced networks are built by community members and are managed as a common resource. Elkin-Koren (2006) defined CNs as distributed architectures in which users implement a physically decentralised network through the decentralisation of the hardware. The architecture of CNs is normally used for users’ interactions, including messaging or sharing data. The main use of CNs is to bring Internet-related services in such locations where ISPs do not offer Internet-related services. It depends whether these networks are profitable or not, but these models operate as an alternative approach to provide Internet connectivity in remote regions. Conversely, the European Commission (EC) defines the community broadband model as “a private initiative by the local residents of the community using a so-called bottom-up approach.”[214]

			The IGF Dynamic Coalition on Community Connectivity has facilitated convergence around a shared definition of CNs as “a subset of crowdsourced networks that are structured to be open, free, and neutral. These networks rely on the active participation of local communities in the design, development, deployment, and management of the shared infrastructure as a common resource, and is owned by the community and operated in a democratic fashion. Community networks can be operationalized wholly or partly through local stakeholders, local organizations, nongovernmental organizations (NGOs), private sector entities, and/or public administrative or governmental bodies.”[215]

			Regardless of the definition, wireless CNs represent an emerging model able to shape the future of the Internet so that communities are able to deploy, manage, maintain, and operate their own networks. These networks are part of the Internet but present various “exceptional” features, including: low cost and effective public documentation on every technical and non-technical aspect; they operate and own open Internet Protocol (IP)-based networks; they are built by communities of individuals; and are based on collective digital participation.

			Most often, these networks rely on Wireless Mesh Networking Technology (WMNT).[216] Wireless CNs comprise nodes that not only generate data but also route other nodes’ traffic. The structures of these mesh networks are often made of stand-alone devices, permitting the connection of numerous nodes depending on the expansion of the network. Since the nodes, known as “connected nodes,” interlink, members who are connected to a particular node can then access the Internet. This occurs since data travels from one connected node to another in order to reach the primary node that is connected to the Internet, which is also known a the “gateway node.” This way, one CN connects to another community and enables them to access the Internet for their specific purposes relevant to their local interests and needs.[217]

			In India, community networks are not specifically defined. “The Consultation Paper on the Proliferation of Broadband through Public Wi-Fi Networks” by the Telecom Regulatory Authority of India (TRAI)[218] identifies them as “public Wi-Fi’ networks.” The TRAI document has given a broader meaning and not limited to the Wi-Fi hotspot created and/or licensed by telecommunications service providers (TSPs)/ISPs in public places. The document also identifies that small entrepreneurs and even a very small private entity would like to participate in common and shared Wi-Fi networks for larger public use. 

			Considering the elements put forward by the TRAI document and the importance of CNs in India and around the world, we have striven to highlight challenges DEF’s projects have faced in this context. By doing this, we have identified recommendations to remove barriers for CNs in India to benefit communities and empower people throughout the subcontinent. We also expect that our recommendations will be of use to global stakeholders interested in developing and deploying their own networks and connect the unconnected around the world.[219]

			7.3

			Community Network Models in India 

			In India, there are few social enterprises or community-based models working to design or deploy wireless network models that can cater connectivity to communities. DEF,[220] AirJaldi[221] and Gram Marg[222] are some of the only CN models operating in India, which are providing basic Internet connectivity and enabling access to information for people who are living in the most rural and remote regions of the country and/or those unable to afford traditional Internet services provided by the established telecom providers. 

			AirJaldi started as a social non-profit enterprise in Dharamshala, in the state of Himachal Pradesh, providing affordable wireless broadband connectivity in the most remote rural areas at a reasonable cost. Two Israeli engineers, Yahel Ben-David and Michael Ginguld, frequently visited Dharamshala and wanted to do something for the development of Tibetan refugees. Hence, they founded AirJaldi to provide Internet connectivity to them. The idea behind initiating AirJaldi was to connect local institutions and the Tibetan refugee community to and through the Internet. However, there was no infrastructure available to them at the time. AirJaldi provides a community-based wireless mesh network in cooperation with the Tibetan Technology Centre (TTC) in Dharamshala. The mesh backbone includes more than 30 nodes, all sharing a single radio channel, and broadband Internet services are provided to all mesh members. The total upstream Internet bandwidth available is 6 megabits per second (Mbps). There are more than 2,000 computers connected to the mesh, and about 500 have Internet access – the rest are connected locally and utilise an intranet.

			Mumbai-based Gram Marg is an incubation of the Rural Broadband Project in the Department of Electrical Engineering at the Indian Institute of Technology (IIT) Bombay that is providing rural connectivity using TV white space (TVWS).[223] In India, however, there is no framework regulating the use of TWVS for community connectivity. In 2015, the Department of Telecommunications (DoT) of the Government of India granted an experimental license to IIT Bombay to conduct tests using the TV ultra-high frequency (UHF) bands. This was the first time that such experiments were conducted in India on this scale.

			DEF and the abovementioned social enterprises are using alternative technology instead of fibre broadband or traditional ISP provision, whether it is wireless mesh networking or TVWS, to provide connectivity in the most remote locations of the country. However, these alternative models also face various levels of policy and regulatory challenges, ranging from spectrum management and regulation to spectrum availability, licensing processes, regulation of ISPs, and compliance issues that hamper the growth of Wi-Fi services and CNs in India. Based on the DEF example, the next sections of this chapter will elaborate on unlicensed spectrum policy and related regulatory frameworks, spectrum management, bandwidth, and technical and regulatory challenges. They will also investigate the efficacy of creating WCNs, RISPs, or C-ISPs, and explore the possibility of policies that could help create widespread information infrastructure for the unconnected communities and individuals in developing countries.

			7.4

			Wireless for Communities (W4C)

			W4C is an initiative of DEF and ISOC that has been supported by various partners over the years. Launched in 2010, W4C aims to connect rural and remote locations of India, where mainstream ISPs are unwilling to provide Internet connectivity as they feel their operations would not be commercially viable. W4C employs line-of-sight and low-cost Wi-Fi equipment using the 2.4 gigahertz (GHz) and 5.8 GHz unlicensed spectrum bands to create community-owned and community-operated wireless networks in rural and remote locations of India to democratise access and make it available to all.

			The networks established by W4C strives to provide affordable, robust, ubiquitous, and democratically controlled Internet access in rural regions of the country. The networks enable community economic development that can reduce poverty and encourage civic participation. The impetus behind the project was twofold. First, democratise the availability of connectivity, and provide Internet access to information in rural and remote parts of the country. Second, address the lack of content, products, and services originating from rural areas, which inhibits the economy from filtering down. The program has four main components:

			
					Training the trainers in technological know-how of wireless networking, and transform them into barefoot wireless engineers to link rural populations to the Internet;

					Deploying wireless across rural communities, especially in clusters;

					Creating an open forum to discuss best practices and lessons learned, and to educate on issues from both a technical and policy perspective; and 

					Advocate for social enterprises and NGOs to become rural ISPs, especially by opening new channels to decision-makers, regulators, government officials, the private sector, civil society, and the technical community. 

			

			Even in areas with infrastructure, people often lack the skills to use the Internet to its full potential. The lack of content in local languages as well as inadequate information and communications technology (ICT) training are reasons for less adoption in rural areas as compared to urban areas. Thus, in the last six years, W4C has connected rural and remote locations in as many as 38 districts across 18 states of India with more than 200 access points while connecting more than 4,000 people — and the numbers only continue to grow. Over the years, several of DEF’s projects have been inspired by W4C’s wireless ecosystems and several other initiatives have emerged out of the W4C umbrella project. One such initiative has been the Wireless Women for Entrepreneurship & Empowerment (W2E2).[224]

			Most of these networks are in tribal and underserved areas where people have never used a computer and are unaware about how the Internet can be a part of their lives and help fulfilling their needs. The Baran W4C network is one of the widest coverage networks under the project. The network is spread across 200 kilometres and about 10 community information resource centres (CIRCs), which facilitates health and educational services among others. The Baran network serves Rajasthan’s two tribal communities, Bheel and Sahariya. Even if there is a disruption to the Internet backhaul[225] providing connectivity, communities living in two different villages can still communicate using intranet infrastructure that exists in the network. This way, they are always connected by either its connection to the Internet or intranet infrastructure.

			Another network is in the tribal-dominated district of Shivpuri, in the state of Madhya Pradesh. The region is also classified as one of the most backward districts of India,[226] and is also a pivotal centre for the W2E2 project, as 10 female entrepreneurs are leading the W4C network in Shivpuri.

			The Guna district is another underdeveloped and tribal dominated region in Madhya Pradesh. However, the Guna network is the hub that provides Internet connectivity to three other tribal blocks, and it features the biggest wireless training centre for barefoot engineers. It has created more than 25 barefoot wireless engineers so far.

			Zero connect is another W4C project that reaches out to the Agariyas (salt farmers) community living in Little Rann of Kutch (LRK), a salt marsh located Kutch district, in the Gujarat state. For eight months a year, 3,500 Agariya families inhabit LRK as their home.[227] During this period, they live secluded lives as their farms are scattered far apart, yet communication has never been a problem for them as they have developed a language of signals. The Zero Connect project, also known as India’s Survey Number Zero, is helping to give the Agariyas a digital voice through which they can communicate within and outside their community. The project has been designed innovatively using a variety of wireless technology and devices, which are built into a mobile van. The vehicle has rooftop solar panels, backup batteries, and an expandable and flexible 5-meter, tripod-based antenna tower with a dish antenna. The dish antenna can rotate a full 360 degrees, and depending upon where the vehicle is parked, it aligns with the broadband Internet tower on the periphery of the LRK. The Zero Connect vehicle reaches out to 17 schools and a number of settlements that invariably lie at a distance of 20 kilometres to 50 kilometres from a backhaul-provided Internet tower. The antenna on the vehicle catches Internet from the tower using unlicensed spectrum with complete security, and further allows Wi-Fi access to local identified users in a radius of 100 meters.

			In the last six years, DEF has providing training to local community members to operate wireless technology and deploy them to link rural populations to the vast information available on the Internet. To reinforce the local dimension of the initiative, the project strengthens grassroots expertise by training community members in basic wireless technology, enabling these “barefoot engineers” to not only run and manage these networks, but also pass on their skills to others. The program also provides local content development and technology support to barefoot engineers.

			 

			
				
					Box: the case of Baran

					Baran is a unique district in Rajasthan where time stands still. Spread across a 7,000 square kilometer (km2) area, Baran has just 82 km2 that is designated as urban. Out of the population of 1 million, more than 40% are scheduled castes and scheduled tribes.[228] About 60% of women are illiterate, while 85% of the residents live in rural areas. The Sahariyas and Bheels are the majority among the tribes of Baran, who are mostly nomadic, homeless, and bonded laborers. They make a living on a day-to-day basis. Most people outside the area are not even aware of the Sahariyas’ existence, as they live in a media-dark location. 

					While traveling within the interior of Baran, there are few Wireless in Local Loop (WLL) towers erected by the state-owned telecommunications company Bharat Sanchar Nigam Limited (BSNL), and some of those towers are not operational. DEF started its Baran network with the help of Sankalp, a community-based, non-profit organisation that has been working in Baran, in the areas of Bhanwargarh and Mamoni. The only connectivity that was available at the time was only available if you have mobile phone and were close to the signal tower. DEF had given 10 computers and began establishing the network, but there was no nearby tower in Bhawargarh. They created five centres in various locations with just two computers each, and showed tremendous results, but, unfortunately, there was no connectivity to connect these five centres. 

					Ironically, none of the ISPs or telecoms are interested in providing connectivity, perhaps because of low volumes of traffic and the relatively high cost of deploying infrastructure in the area. So, to cope with this unfortunate situation, community members living in Bhawargarh started using scrap material to build a 40-feet-high (12.2 meter) tower. Currently, the tower is built and operational and it is providing connectivity in seven centres. In most of such cases, however, community members are not aware of the regulatory challenges that exist. For instance, they were not aware of the legal and regulatory conditions that govern telecommunications towers. As a result, they did not realise that the construction of the tower could be categorised as illegal activity.

				

			

			

			 

			Besides the deployment of wireless community networks in the most remote regions of the country, DEF has been continuously advocating for RISPs to democratise Internet access uniformly. In the last six years, through its W4C program, DEF has proven that the use of unlicensed spectrum is an effective method of creating CNs and providing last mile connectivity. At the same time, however, DEF is making an effort to address the restrictions related to policy and regulatory challenges, which are hampering the development of wireless CNs. 

			The next section of the paper identifies the broadband regulatory framework regarding spectrum, spectrum management issues, bandwidth, and technical regulatory challenges in India, and compares these elements with other countries where CNs are operating.
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			7.5

			Public Policy AND Regulatory Environment

			Public policies and regulations may facilitate or hinder the development of CNs. In a country like India, it is important to understand that the possibility of establishing and operating CNs may be directly or indirectly affected by policies and regulations, which are being implemented at the local, national, and/or international levels.

			As emphasised by Belli, Echániz & Iribarren (2016:17), the success of any CN depends upon a variety of factors such as organisational features and the participation of community members, but also the need for a favourable policy environment. For instance, legislation required for establishing data retention obligations for network operators or imposing the responsibility to secure one’s connection to network users may jeopardize the development of CNs since the CN operator can be an undefined community and its users may be identifiable.[229] 

			Spectrum policies may be particularly challenging because they usually do not consider the necessities of CNs and they may be defined at several administrative levels. In Spain, for instance, spectrum allocation is not defined via domestic policy, because the issue is regulated by the European Union (EU).[230] In the EU, the member states coordinate their spectrum management approaches in a common regulatory framework to support the internal market for wireless services. The European Commission works together with member states to modernise spectrum management and to facilitate spectrum access through more flexibility in usage conditions. The EU also establishes the policy priorities in cases where there is conflict between requests for spectrum use. The EU Spectrum Policy Framework[231] also establishes the regulatory environment for access to radio spectrum with the aim of easier and more flexible access by public and private users. At the same time, however, in terms of sharing infrastructure in Spain, municipalities inter-regulate the public space and public infrastructure, including towers, network pipes, etc., but they cannot regulate spectrum frequency, since it can only be regulated by the individual member states.[232]

			In South Africa, the national ICT and broadband plan[233] recognises CNs but CN operators are not regulated. If they need to provide universal access in areas with unmarketable services, they need to comply with the appropriate regulations and identify what is applicable for them or what is needed. Also, CNs in South Africa need three different types of licenses: one for setting up infrastructure, one for spectrum use, and one for conducting electronic services.[234] 

			In Kenya, there is no specific policy to support the establishment of CNs.[235] The Communications Authority of Kenya[236] is responsible for facilitating the development of the information and communications sectors, including broadcasting, multimedia, telecommunications, electronic commerce (e-commerce), postal services, and courier services. Yet, there is a lack of awareness about what the authority mandate covers, especially vis-à-vis spectrum regulation, regarding entities that fall outside of the usual telecom parameters, such as CNs. Furthermore, of the little information that is available for public access, it is not easily accessible and/or uses language that is difficult to understand.[237]

			In many African countries, licensing processes are expensive as well as require extensive documentation.[238] Similarly, there is no specific policy that supports CNs in Brazil. Although there are some talks currently happening at the National Telecommunications Agency of Brazil (ANATEL) that seek to address CNs and CN-related policy, nothing concrete has materialised yet. Moreover, most of the existing laws and regulations are made for the large, established telecommunications networks/companies and related stakeholders.[239]

			According to the CN professionals we interviewed, many countries from various regions around the world lack clear policies and regulation for community networks, which often creates additional challenges. Furthermore, there is often no specific policy or regulation defined for CNs by the relevant government bodies. It was also noted that much of the information related to policy and regulation affecting CNs is not easily accessible or the awareness of such policies is limited within regulatory bodies or the appropriate authorities. On a positive note, many countries have allocated some spectrum for unlicensed use, and unlicensed spectrum bands can be either utilised for general purpose or application specific.[240] Most of these networks, however, are operating without following any specific regulation or operational guidelines set by the government and/or related authorities. The table below summarises the answers given by six community networking professionals we interviewed, and defines how the CN providers see the regulatory challenges as it relates to spectrum:
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			The table above shows that, most of the CN providers are using unlicensed spectrum to provide connectivity in rural and remote regions. Moreover, the table highlights that most of the governments relevant for the CNs have some type of management authority in place to manage spectrum allocation, but there is no specific policy to allocate spectrum for community networking purposes. 

			7.5.1

			Examples of Unlicensed (License-exempt) Spectrum Policies

			The continuously evolving nature of spectrum applications and radio devices has greatly reduced the risk of interference between signals using the same spectrum bands, and created a need to devise methods in which spectrum can be managed effectively and efficiently. Modern technologies such as Orthogonal Frequency-Division Multiple Access (OFDMA), spread spectrum, frequency hopping, Beam Division Multiple Access (BDMA), fixed-mobile convergence (FMC), Ultra-Wide Band (UWB), and the potential for Software-Defined Radio (SDR)[241] further facilitate spectrum sharing, enabling spectrum signals to coexist with each other without interference. The carrying capacity of spectrum depends entirely on the technology that is used, but it is increasing day-by-day.[242]

			The ITU Radiocommunication Sector harmonises the radio frequency (RF) spectrum allocation at the international level. According to the ITU, both vision and commitment are required when implementing policies for spectrum unlicensing, which results in the most efficient and optimum sharing of the resource. Spectrum policies should motivate innovation, be flexible so that communities can also participate or engage, and set out spectrum users’ rights. The ITU has advised all countries to adopt the approaches utilised by regulators like the U.S. Federal Communications Commission (FCC) and the U.S. National Telecommunications and Information Administration (NTIA) by establishing a Spectrum Sharing Innovation Test-Bed.[243]

			Importantly, during the World Radiocommunication Conference (WRC) held by the ITU in 2003, spectrum in the 5-6 GHz range was allocated for unlicensed use. Countries like the United States, United Kingdom, and Canada have unlicensed these frequencies consistent with the decision made at the WRC.[244] In this sense, the FCC subsequently de-licensed the 5.15-5.35 GHz and 5.725-5.825 GHz frequencies, and also added 5.47-5.725 GHz to the Unlicensed National Information Infrastructure (U-NII) band.

			In the EU, the Authorisation Directive lists regulations for the authorisation of ICT services and networks within the Union.[245] According to Article 5.1: 

			Member states shall, where possible, in particular where the risk of harmful interference is negligible, not make the use of radio frequencies subject to the grant of individual rights of use but shall include the conditions for usage of such radio frequencies in the general authorisation.

			Hence, in the EU, unlicensed and class licensed[246] use of spectrum is implied by general authorisation, whereas the rights of use are referred back to licensing processing.[247] It is important to note that, in March 2003, the European Commission proposed that its member states de-license the 2.4 GHz and 5 GHz bands to administer public communication networks and services and this choice resulted in an increase of Wi-Fi bands in most EU member states. The EU has also de-licensed the 433-434 megahertz (MHz) band, along with Australia, Malaysia, New Zealand, and Singapore.[248] 

			In Brazil, the Transmit Power Control (TPC) use in the 5.150-5.725 GHz band is optional and Dynamic Frequency Selection (DFS) is only required in the 5.470-5.725 GHz band. In China, the Ministry of Industry and Information Technology (MIIT) has expanded and allowed channels to be de-licensed as of 31 December 2012 to add U-NII-1, 5150 ~ 5250 GHz, U-NII-2, 5250 ~ 5350 GHz (DFS/TPC). India has also followed a similar strategy, although only partially.

			The next section will expand on the definition of broadband and unlicensed spectrum, and further elaborate on the 2004 Broadband Policy and the National Telecom Policy that favours unlicensed spectrum in India. The section will also examine how spectrum is being managed and allocated by the Indian government and its related bodies.

			7.5.2

			Policy and Regulatory Environment in India

			In their February 2009 document “Revisions and Additions to the Core List of ICT Indicators,”[249] the United Nations (UN) defined fixed and mobile broadband separately in view of technological advancements in wireless and the increasing number of mobile broadband subscribers worldwide. Fixed and mobile broadband were re-defined as follows:

			Fixed broadband refers to technologies at speeds of at least 256 kilobits per second (kbps), in one or both directions, such as digital subscriber line (DSL), cable modem, high-speed leased lines, fiber-to-the-home, power line, satellite, fixed wireless, wireless local area network (WLAN), and Worldwide Interoperability for Microwave Access (WiMAX). 

			Mobile broadband refers to technologies at speeds of at least 256 kilobits per second (kbps), in one or both directions, such as Wideband Code Division Multiple Access (W-CDMA), known as Universal Mobile Telecommunications System (UMTS) in Europe; High-speed Downlink Packet Access (HSDPA), complemented by High-speed Uplink Packet Access (HSUPA); and CDMA2000 1xEV-DO and CDMA 2000 1xEVDV. Access can be facilitated via any Internet-connected device (handheld computer, laptop, tablet, mobile phone, etc.).

			According to the 2004 Broadband Policy of the Government of India,[250] broadband is defined as:

			An “always-on” data connection that is able to support interactive services, including Internet access, and has the capability of the minimum download speed of 256 kilobits per second (kbps) to an individual subscriber from the point of presence (PoP) of the service provider intending to provide broadband services – where multiple such individual broadband connections are aggregated – and the subscriber is able to access these interactive services, including the Internet, through this PoP. The interactive services will exclude any services for which a separate license is specifically required, for example, real-time voice transmission, except to the extent that it is presently permitted under ISP license with Internet telephony.

			The 2012 Indian National Telecom Policy (NTP)[251] aimed to “provide secure, reliable, affordable, and high-quality converged telecommunication services anytime, anywhere for accelerated, inclusive socio-economic development.” The vision of the NTP is to transform the country into an empowered and inclusive knowledge-based society, using telecommunications as the catalyst. The NTP dictates the need for robust, reliable, and secure telecommunications services in rural and remote areas. In order to bridge the existing digital divides, the policy also mandates affordable and high-quality broadband connectivity and telecom services throughout the nation. It recalled developing an ecosystem facilitating broadband and urges to work toward establishing the “right to broadband.” Unfortunately, however, the policy does not recognise CNs as a resource to provide last mile connectivity.[252] The NTP also did not stress the role of CNs or public Wi-Fi services for the growth of rural Internet penetration in India.

			The Universal Service Obligation Fund (USOF) in India is another ambitious scheme striving to provide connectivity to rural parts of the country. The USOF fund aims to:

			
					Incentivise telecom service providers to venture into rural and remote areas;

					Facilitate rural roll out of infrastructure;

					Reduce costs and, hence, end user prices; and

					Increase the affordability of telecommunications services.

			

			In 2016, TRAI published a recommendation paper titled “Encouraging Data usage in Rural Areas through Provisioning of Free Data”[253] in which the authority recommended the establishment of a public subsidy program to enable TSPs to provide free Internet access to rural communities, in line with the existing national frameworks. Yet again, however, the recommendation paper does not encourage community networking or rural-level ISPs to utilise the fund to provide rural connectivity.

			7.5.2.1

			Spectrum Policy, Regulation and Institutional Environment

			Regulation of spectrum licensing, allocation, and management is characterised by policies, regulations, and laws that are elaborated, overseen and implemented by several governmental bodies. Regulations and rules governing spectrum regulation and management in India are defined by several policies and legislation, namely:

			
					Indian Telegraph Act, 1885[254]

					Indian Wireless Telegraphy Act, 1933[255]

					Telegraph Wires (Unlawful Possession) Act, 1950[256]

					Cable Television Networks (Regulation) Act, 1995[257]

					Telecom Regulatory Authority of India Act, 1997[258]

					Telecom Regulatory Authority of India (Amendment) Act, 2008[259]There are different bodies handling spectrum licensing, regulation, pricing, and the levy of penalties, and some bodies have only an advisory role. The key decision-makers on spectrum allocation and assignment include TRAI, the Wireless Planning and Coordination Wing (WPC), which is also informally known as the Wireless Planning Commission, the Department of Telecommunications under the Ministry of Communications, the Ministry of Electronics and Information Technology,[260] and ad hoc groups such as the Empowered Group of Ministers (EGoM) for third-generation wireless mobile telecommunications (3G) and Broadband Wireless Access (BWA) spectrum auctions.
The WPC is responsible for managing the “policy of spectrum management, wireless licensing, frequency assignments, and international coordination for spectrum management and administration of the Indian Telegraph Act.”[261] The WPC has different branches, such as Licensing and Regulation (L&R), New Technology Group (NTG), and the Standing Advisory Committee on Radio Frequency Allocation (SACFA). 
Importantly, the processes managed by the governmental branches mentioned above are frequently not transparent and are usually deemed as very complex and very gong by any new organisation, institution, and individual that is not already well familiarised with them. As a result, innovative uses and entrepreneurial initiatives are frequently discouraged. As an instance, the DoT takes a minimum of three months to process a letter of intent (LoI) for a new license. 
7.5.2.2
National Frequency Allocation Plan
The 2011 National Frequency Allocation Plan (NFAP) forms the basis for development and manufacturing of wireless equipment as well as spectrum utilisation in the country. It contains the service options in various frequency bands for India and it also provides the channelling plan in different bands. Some of the typical frequency bands allocated for certain types of radio services in India are listed below.
 




	S. No


	Frequency 
(in MHz)


	Usage





	1


	0-87.5


	Marine and aeronautical navigation, short- 
and medium-wave radio, amateur (ham) 
radio, and cordless phones




	2


	87.5-108


	FM radio broadcasts




	3


	109-173


	Satellite communications, aeronautical navi
gation, and outdoor broadcast vans




	4


	174-230


	Not allocated




	5


	230-450


	Satellite communications, aeronautical navi
gation, and outdoor broadcast vans




	6


	450-585


	Not allocated




	7


	585-698


	TV broadcasts




	8


	698-806


	Not allocated




	9


	806-960


	GSM and CDMA mobile services




	10


	960-1710


	Aeronautical and space communications




	11


	1710-1930


	GSM mobile services




	12


	1930-2010


	Defense forces




	13


	2010-2025


	Not allocated




	14


	2025-2110


	Satellite and space communications




	15


	2110-2170


	Not allocated




	16


	2170-2300


	Satellite and space communications




	17


	2300-2400


	Not allocated




	18


	2400-2483.5


	Wi-Fi and Bluetooth short-range services




	19


	2483.5-3300


	Space communications




	20


	3300-3600


	Not allocated




	21


	3600-10000


	Space research and radio navigation




	22


	10000


	Satellite downlink for broadcasts and direct 
to home (DTH) services






 
7.5.2.3
Perspectives on Unlicensed Spectrum in India 
By not requiring operators to obtain a costly license and special permission for its use, unlicensed spectrum[262] is an inexpensive and barrier-free option for meeting communications goals and requirements. Unlicensed spectrum simply refers to a spectrum band that has pre-defined rules for both the hardware and deployment methods of the radio in such a manner that interference is mitigated by the technical rules defined for the bands rather than being restricted for use by only one entity through spectrum licensing.
The Institute of Electrical & Electronics Engineers (IEEE) has defined the IEEE 802 Local Area Network (LAN)/Municipal Area Network (MAN) group of standards that include the Ethernet standard “IEEE 802.3” and the Wireless Networking Standard “IEEE 802.11.” The 802.11b and 802.11g standards use the 2.4 GHz Industrial, Scientific, and Medical (ISM) frequency band, whereas the 802.11a standard uses the 5 GHz band U-NII. The unlicensed 2.4 GHz band has lately become very noisy and crowded in urban areas due to the high penetration of WLAN and other devices that are communicating and operating in the same frequency range, such as microwave ovens, cordless phones, and Bluetooth devices.
The 5 GHz band provides the advantage of less interference but faces other problems due to its nature. High frequency radio waves are more sensitive to absorption than low frequency waves. Waves in the range of 5 GHz are especially sensitive to water and surrounding buildings or other objects due to the higher adsorption rate in this range.
7.5.2.4
Licensing of Unlicensed Bands: 2.4-2.4835 GHz
According to the Indian WPC:
Notwithstanding anything contained in any law for the time being in force, no license shall be required by any person to establish, maintain, work, posses, and deal in any wireless equipment, on non-interference, non-protection, and shared (non-exclusive) basis, in the frequency band 2.4-2.4835 GHz with the transmitter power, Effective Radiated Power (ERP), and height of antenna as namely specified.[263]
 




	Maximum out power of 
transmitter


	Maximum ERP


	Height of antenna





	(1)


	(2)


	(3)




	1W (30 dBm [264] ) in 
spread of 10 MHz 
or higher


	4W (36 dBm)


	Within 5 meters above 
of the rooftop of existing 
authorised building







 





	Standard


	Frequency


	Mix data rate


	Description





	802.11a


	5 GHz


	54 Mbps


	8 non-overlapping channels




	802.11b


	2.4 GHz


	11 Mbps


	14 overlapping channels




	802.11g


	2.4 GHz


	54 Mbps


	14 overlapping channels. 
Upward compatibility with 
the 802.11b standard.






 
7.5.2.5
Licensing of Unlicensed Bands: 5.150-5.350 GHz and 5.725-5.875 GHz
According to a January 2005 notification,[265] the WPC de-licensed the 5.8 GHz Band, indicating the following:
Notwithstanding anything contained in any law for the time being in force, no license shall be required by any person to establish, maintain, work, possess, or deal in any wireless equipment for the purpose of a low-power wireless access system, including radio local area networks, in the frequency band 5.150-5.350 GHz and 5.725-5.875 GHz with the maximum effective isotropic radiated power, type of antenna, and coverage area (as specified in the table below):
 





	Frequency 
band (1)


	Maximum effective 
isotropic radiated 
power (2)


	Type of 
antenna (3)


	Coverage area 
(4)





	5.150-5.350 GHz and 
5.725-5.875 GHz


	Maximum mean 
effective isotropic 
radiated power of 200 
mW and a maximum 
mean effective 
isotropic radiated 
power density of 10 
mW/MHz in any 1 MHz 
bandwidth.


	Built-in 
or indoor 
antenna.


	Indoor usage 
that includes 
usage within the 
single contiguous 
campus of an 
individual and/or 
duly recognised 
organisation or 
institution.






 
India has unlicensed and license-exempt frequency bands available for use. However, there are no light-license frequency bands for use in India. In February 1995, the Supreme Court of India declared airwaves as public property. Justices P. B. Sawant and S. Mohan specified in their decision that the use of airwaves “has to be controlled and regulated by a public authority in the interests of the public and to prevent the invasion of their rights.”[266]
In this context, P.K. Garg, the former wireless advisor to the Government of India, stated: 
The government had de-licensed the present bands for reasons that their de-licensing would provide a benefit to society, and the regulation of the bands through license issuance for such low-power usage by the common public would have been impractical normally. Hence, to make the decision to de-license more bands, the spectrum regulator looks at the social benefit/impact that it would make, and whether they can shift current licensed users to other frequencies if interference concerns are present.[267]
Moreover, the National Telecom Policy 2012 outlined an objective to “de-license additional frequency bands for public use.”[268] It is further specified under section 4.6 of the policy that the government will “identify additional frequency bands periodically [in order to] exempt them from licensing requirements for the operation of low power devices for public use.”[269] Presently, the government controls a large part of the RF spectrum, with only a minimal amount of frequencies being allocated for unlicensed use. Policy-makers, however, are beginning to recognise the importance of unlicensed spectrum.
7.6
Challenges Hampering Community Networks
A degree of ambiguity exists regarding the legal and policy governance of CNs in India. Prior to the infamous Mumbai terror attacks of 2008,[270] the use of Wi-Fi services in India was largely unregulated. Today, however, there are significant regulatory obligations and licensing restrictions that are hampering the growth of public Wi-Fi services and CNs in the country.
7.6.1
Backhaul Connectivity
The biggest issue hampering the growth of CNs is lack of sufficient and cheap backhaul connectivity. India has one of the largest population densities in the world, and the demand for broadband from new users is high, which is partly owing to the availability of audio and video content via broadband. This means that there has to be a large number of Wi-Fi hubs with strong backhaul connection serving a limited number of users. At present, however, this is largely not the case, which is why most public – though not all – Wi-Fi initiatives show disappointing performance. As mentioned earlier, a robust and reliable public Wi-Fi system must be based on strong and ubiquitous fibre-optic backhaul open to all providers. This can be public infrastructure, which can be used by all providers, or a private one but with an open-access structure.
7.6.2
Spectrum Regulation
As mentioned previously, the government directly regulates a substantial portion of spectrum in India. The Supreme Court of India, in Union of India v. Cricket Association of Bengal,[271] declared that the use of airwaves “has to be controlled and regulated by a public authority in the interests of the public and to prevent the invasion of their rights.” 
While large spectrum bands could be appropriated and used for the public interest, such as the UHF band used for TV transmission, the scarcity of spectrum present immense challenges. So far, the approach has been to assign exclusive property rights to certain frequencies, while raising billions of U.S. dollars through spectrum auctions based on the Supreme Court’s understanding of spectrum as a national resource. 
However, given the advancements in transceiver technologies, such as cognitive radios, it is possible to transcend the gridlock of property rights and embrace paradigms like shared and unlicensed spectrum. Indeed, greater technology-neutral allocation of unlicensed spectrum will result in the growth of public and community wireless networks, including those built on the Wi-Fi family of standards.
7.6.3
Regulatory Restrictions
Given the complexity of spectrum regulation in India, any institution, organisation, or individual who applies for an ISP license is required to engage with many if not all the regulatory bodies detailed above. In this context, the considerable number of interested stakeholders in the licensing process leads to an increase in waiting time, unnecessary bureaucratic hurdles, and associated costs.
Hence, when NGOs, small organisations, or individuals attempt to provide last mile Internet connectivity, they either have to become a franchisee of an ISP or share their private Internet connection at their own risk. In case of the franchise model, the entity also needs to maintain the user log for which they need a local data server, which is a technically tedious task and greatly exceeding the management capability of small entities.
7.6.4
Compliance Challenges
After investigations into the Mumbai terror attacks in 2008 discovered that the perpetrators had made use of multiple unsecured Wi-Fi networks to coordinate their attacks,[272] the DoT issued a set of instructions[273] in 2009 to all ISPs operating under a Unified Access Service License (UASL), Cellular Mobile Telephone Service License (CMTSL), or Basic Service License (BSL), directing them to adhere to certain procedural mandates designed to bring greater security and accountability to the use of Wi-Fi networks within India. 
Among said mandates is the identity verification of Wi-Fi users either by retaining copies of their photo identification documents or by delivering login details via Short Message Service (SMS), thus retaining their phone numbers as a means of identity verification. It is important to note that these instructions issued by the DoT apply to ISPs licensed under a UASL, CMTSL, or BSL along with their franchisees, which means the ISPs are also bound by the numerous general, operational, financial, and security conditions contained therein, including but not limited to maintaining detailed registers identifying their customers, and maintaining logs of all data packets transmitted to and from customer-premise equipment.
Another pressing issue hampering the growth of public Wi-Fi services in the country is overregulation in other related areas. Under the current regulatory framework, public Wi-Fi is subject to licensing requirements, data retention, and “Know Your Customer” (KYC) policies. Even in countries with much more challenging national security concerns, the data retention and KYC policies are not so strict. 
There are various stringent security and regulatory systems surrounding the entire Internet connectivity ecosystem in India. These systems are especially restrictive in certain states such as Jammu & Kasmir and may hamper the growth of Wi-Fi-based networks in those states. Access to the Internet leads to an increase in access to basic public services, including e-government services, so regulation should not restrict citizens. Therefore, relaxing regulation may have very beneficial effects regarding additional access and provision of public services that can aid in the growth and development of these states.
7.6.5
Licensing Process Challenges
As ISPs are the only entities that are eligible to apply for SACFA clearance, entities that are acting as franchisees with ISPs and may need to establish towers of more than 5 meters above the roof of a certified structure/building cannot apply for SACFA clearance. Thus, it is challenging for small organisations to provide last mile connectivity. It also creates regulatory grey areas, which can lead to prosecution under the current law.
7.6.6
Technical and Regulatory Challenges
The maintenance of Triple-A compliance[274] may also be particularly burdensome for CNs and small-sized stakeholders in general, due to the numerous technical and logistical requirements. Maintenance of Triple-A compliance requires technical support and access to data centres, which are expensive and often difficult to access from rural areas or small towns. This is an additional technical hurdle for small ISP providers who may struggle to maintain the data centre and receive high-level technical support.
As descried above, the unlicensed 2.4 GHz band has become very disturbed in urban areas. While the 5 GHz band gives the advantage of less interference, it faces other problems due to its nature.
Another challenge, confirmed by DEF’s experience in particular, is the transmission of Internet connectivity from the base transceiver station (BTS) to DEF’s hub station. In urban areas, even when bandwidth at the BTS is obtained, an ISP will not provide power (5-10 W) for wireless equipment or share the tower for client devices. The ISP will simply provide Ethernet out (a 10-to-30-meter Ethernet wire) and not provide any support for the further laying of cable and infrastructure.
Furthermore, maintaining a wireless Internet tower during the monsoon (rainy) season is high-risk due to severe thunderstorms, and will likely grow with the increasingly worsening effects of global climate change. It is difficult to protect wireless equipment as well, so CNs such as DEF have to maintain extra equipment along with a system backup file to restore networks, in case they are downed. This increases the burden on small ISPs, as they need to maintain extra equipment with system backup files to restore the network if needed.
Even if a small organisation provides Wi-Fi connectivity in rural areas, the purchase of a leased line from any ISP is a time-consuming process. This requires three-level coordination with all stakeholders who are providing the backhaul bandwidth, and it can take around three-to-four months or longer.
7.7
Recommendations 
We have identified a set of recommendations relevant to national, regional, and international policy fora. The recommendations are detailed below.
7.7.1
National-level Recommendations
Rural/village-level ISPs should be encouraged and promoted by the government as well as by major business stakeholders. Any NGO, small organisation, or individual should be encouraged to become a rural/village ISP and be allowed to further distribute Internet connectivity.
There is a need for deregulation in order to allow anonymous access. For access through authentication, some providers may wish to have light KYC norms whereas others may choose to have rigorous KYC norms that are integrated with India Stack, etc.[275] The provider should be the entity ultimately taking the decision and, thus, deregulation is key. The most frictionless model is the unauthenticated model allowing anonymous access, followed by a light KYC regime. The model with the most friction is that with intensive KYC requirements. The existing customer login procedure requirements that have been laid down by the DoT, obliging users to provide a photo ID or to avail a one-time password (OTP) through SMS, should be abrogated for two reasons. First, it does not allow for a user to access the public Wi-Fi network without authentication, which leads to a loss of anonymity over that network when the user accesses any Internet-based service. Second, it assumes that all people will have access to mobile phones/smartphones. So far as the Indian situation is concerned, this is certainly not the case in many households where only the head of the family, who is more often than not a male member, has access to such devices. Many individuals also use much simpler devices that may not be able to receive OTPs (for example, Raspberry Pi devices). Such a requirement would, in effect, deprive a large number of individuals from accessing public Wi-Fi services and would defeat the purpose of even establishing such networks.
According to DoT guidelines,[276] ISPs need to pay a 15% service tax and 8% of their adjusted gross revenue (AGR). Therefore, any ISP pays 23% tax in total. We recommend that “Class C and Sub-Class C or Rural/Village” ISPs should be exempted from the 8% of AGR levy to promote last mile connectivity. We suggest the following sub-categories to consider rural/village ISPs under Class C.
 






	Sub-class C 
or 
rural/village 
categories


	Entry fee 
(in thousands 
of Indian 
rupees) [277]




	PBG [278]
(in thousands 
of Indian 
rupees)


	FBG [279]
(in thousands 
of Indian 
rupees)


	Application 
processing 
fee 
(in thousands 
of Indian 
rupees)





	Class C – 1 
(Very large 
village)


	15,000


	30,000


	10,000


	10,000




	Class C – 2 
(Medium-large 
village)


	10,000


	20,000


	10,000


	10,000




	Class C – 3 
(Small villages 
and below)


	5,000


	15,000


	5,000


	5,000




	Class D – 4 
(Individual level)


	3,000


	10,000


	5,000


	5,000









 
According to DoT guidelines, the height of any telecommunications tower should be 5 meters from the roof of an approved building or 30 meters from the ground. If the height of the tower exceeds that, then ISPs require SACFA clearance.[280] If the aerial distance between the tower and an airport is within 7 kilometres, then ISPs also need the approval from the Airports Authority of India (AAI) – and there are other requirements in case of defence lands and borderlands. Most of these airports are in metropolitan cities. Thus, there is a need to increase the allowance for tower height to be 36 meters from the ground. We also recommend that, for towers falling within the circumference of Class-C towns, very large villages (VLVs), medium-large villages (MLVs), and small villages and below (SVs) as per the Indian Census guidelines,[281] the ISP should be allowed to gain approval from the respective municipality(ies), and the tower infrastructure should be vetted and authorised by local architect(s) and engineer(s).
Decentralised community networking allows for network managers to provide locally created and locally relevant content on the relatively high-speed intranet. Even in the event of the failure of backhaul connectivity, it would allow people access to such content due to the local storage and sharing of data. Additionally, operationalising video conferencing and voice over Internet Protocol (VoIP) services over the intranet would allow communication within the network between citizen, and similarly connected public and private institutions, such as schools, primary health centres, government offices, and others.
De-licensing spectrum would lead to innovation and entrepreneurship, stimulated by fewer regulatory barriers. This could also lead to lowering the costs of mobile service data plans due to increased competition.[282] The approach for de-licensing spectrum should also be technology neutral and must find a balance between proprietary, unlicensed, and shared spectrum. Other spectrum-related recommendations include:

Utilising frequencies in the 6, 11, 18, 23, 24, 60, 70, and 80 GHz bands to facilitate replicating examples like Webpass (United States), which has radios capable of delivering up to 2 gigabits per second (Gbps), both upstream (upload) and downstream (download).[283]

Frequencies in the 5.15-5.35 GHz bands as well as the 5.725-5.775 GHz bands are unlicensed for indoor-use only. These bands should be unlicensed for outdoor use as well in order to facilitate the creation of wider wireless communication networks and the use of innovative technologies.

There should be more unlicensed spectrum in the 2.4 GHz range, beyond what is already unlicensed, for the expansion of wireless communication networks.

The 1800-1890 MHz band, which is earmarked for the operations of low-power cordless communication in India, should be unlicensed in line with international practices. Many bands for this use have already been unlicensed in Europe and the United States.[284]

50 MHz in the 700-900 MHz band, earmarked for broadcast, should be made available to better utilize available spectrum. Almost 100 MHz is currently unused in most parts of the country. 
7.7.2
Regional and Global Recommendations
In terms of regulatory measures, there should be minimal and proportionate regulation – i.e., the regulation of entities involved in the provision of public Wi-Fi networks should be based on their capacity to harm the public interest and/or individual rights. By this we mean that only public Wi-Fi networks that have a large number of users (e.g., more than 5,000 individual users) should be subject to any regulation. Small-scale/public Wi-Fi/community-based network providers, like public Wi-Fi networks in small villages or apartment complexes, should be left to self-regulation. Regulatory burdens, which serve no purpose, only deter these providers from providing such services at all.
Regulation must be technology neutral, and should focus on the entities using these technologies, which can unlock good or causing harm. This neutrality should be reflected in the name of the policy – i.e., “community networking policy,” and not “community Wi-Fi policy.” The current definition of Wi-Fi is closely coupled with certain frequencies, and public wireless networks should be promoted regardless of technology and specific frequency bands.
Stakeholders should promote, disseminate, and support the CN model through their existing dissemination channels, networks, and governance processes. Create a more conducive regulatory environment by making more unlicensed spectrum available – particularly in those bands that are allocated nationally, but not used in rural areas, such as TV, GSM, etc. This includes implementing measures to reduce the backhaul costs such as more open access fibre-optic national networks, and reducing the fees and taxes to import and use telecommunications equipment. 
USOF, a Universal Service Funds (USF), and other funding mechanisms should be available for the deployment, operation, maintenance, and scaling of CNs.
Governments, NGOs, and related organisations, such as development organisations or Internet-related organisations, should provide more support for training and capacity building among CN members, especially since many of the CN professionals interviewed stressed that, while they do provide technical and operational training, they lack business and managerial training.
Governments should focus on greater engagement with CNs and initiate dialogue processes and relationship building, especially since CNs want to add value to communities, and many governments are under pressure to expand Internet access and deliver services. According to the community networking professionals we interviewed, engagement with governments received mixed results. Multistakeholder cooperation and engagement should be considered a key priority. 
7.8
Annex: Semi-structured interview rubric
	Does your country have specific policies that support community networks (CNs)?a
If yes, can you describe them and provide us with links to them if they are publicly available.


	What are the legal and business challenges related to spectrum allocation in your country?

	Do any spectrum management mechanisms exist in your country?a
If yes, what are they and what are their challenges? 
i.
For example, does your government publish its spectrum allocations and assignments? 
ii.
Does your country hold open proceedings with respect to new and innovative uses of spectrum, including experimental licensing?


	Does your country allow unlicensed use of spectrum or spectrum sharing or secondary use of spectrum?a
If yes, when were these policies put into place?


	Does your country allocate specific spectrum for community networks?a
If yes, what are they?


	What are the spectrum licensing processes in your country? Please define or provide us with a link to the process.

	Are community networks allowed to set-up/operate a network in your country, or are there specific policies or regulations that are specific to community network set-up or operations?

	Do community networks need an authorisation or a license to exist in your country?a
If yes, what entity provides those licenses or authorisations and how long does the process take on average.


	Does your team conduct training? a
If yes, what type of training?


	Has your team had business and management training to sustain your CN? a
If yes, was it local training?


	Do you work with local and national authorities to make them aware of CNs and the difference they make in your local community(ies)?
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			Community-led Networks for Sustainable Rural Broadband in India: the Case of Gram Marg

			Sarbani Banerjee Belur, Meghna Khaturia and Nanditha P. Rao

			Abstract

			To bridge the digital divide facing rural India, a cost-effective technology solution and a sustainable economic model based on community-led networks is needed. Gram Marg Rural Broadband project at IIT Bombay, India has been working on both these aspects through field trials and test-bed deployments. It has been studied that even if the connectivity reaches rural India, without a sustainable economic model, the network would not be able to sustain itself at the village level. Our impact studies have revealed the need for community owned networks. The study reveals that villagers understood that they could save time and money with Internet connectivity at the village. However, the network was not sustainable and, for this reason, villagers suggested community-led networks would enable them to ‘own Internet’. Hence, a Public-Private-Panchayat Partnership (4-P) model was developed. In this partnership model, the Panchayat, which is the local self-government structure at the village level, takes ownership of the network. The partnership enables the network to be community-led for effective decision making and giving priority to development of services based on village needs. The public-private partnership enables Internet connectivity to reach the village from where it is taken over by the Panchayat. The investment for the network is done by Panchayat at the village level. Local youth known as Village Level Entrepreneurs (VLEs) invest, maintain the network and generate revenue. The model ensures a decent and sustainable Return-on-Investment for the Panchayat and nominal user subscription cost. It also considers expected future growth in demand and related cost dynamics. Revenue generation and sharing is an important aspect which provides incentive for Internet’s spread and expanse in the village. 

			8.1

			Introduction

			One of the crucial factors which can contribute to economic growth and development in rural areas is the broadband connectivity. Several activities such as banking, e-governance, e-learning, tele-health services and activities to empower villagers with e-commerce can be promoted by enabling them digitally. Internet connectivity in the village will also help in creating entrepreneurs and generate employment opportunities within the village. Social networking and entertainment are added benefits of the Internet. However, providing Internet connectivity to rural areas in India is a tough task in itself, due to several reasons. Some of the important challenges are i) lack of digital awareness, ii) unaffordability and iii) lack of Internet infrastructure. Due to villagers being digitally less aware, they are unable to appreciate the benefit of Internet and thus the Internet demand in these areas is limited. Even if there is demand, the nature of demand is dependent on their income and is sporadic. Lack of Internet infrastructure is another important challenge in these areas. The capital expenditure and operational costs of setting up a 3G/4G network is generally very high. Sparse population and low to medium subscriber density makes it impossible for them to get a return on their investment. Hence, penetration of operators in these rural areas is low to none. Other added challenges such as lack of fibre, difficult terrain and scarcity of electricity makes it impossible to connect these areas. 

			To bridge this digital divide, Government of India under its BharatNet initiative[285] is building an information highway by connecting village local self-government offices called Gram Panchayats (GPs) through optical fibre. This initiative, though began in the year 2012, will take a long time for completion and aims to connect only the GPs. Thus, the villages situated a few kilometres away will remain unconnected. Furthermore, even if connectivity would reach the villages in India, it would be difficult to sustain connectivity at the village level without a sustainable economic model. 

			In this paper, we discuss a potential solution to the above-mentioned problem. Gram Marg’s Rural broadband project at the Department of Electrical Engineering, IIT Bombay[286] aims to connect the unconnected by overcoming barriers to connect rural India. In order to provide ubiquitous connectivity to these areas, a shift is required from traditional technology to a more affordable, efficient and robust technology. A wireless solution based on TV White Space has been experimentally proved to be an effective solution to connect the rural areas. In India, there is a significant amount of available spectrum in the TV band which is largely unutilised. In addition to this, the TV band has good long-distance propagation characteristics along with non-line-of-sight characteristics that make connectivity feasible in these areas. Under the auspices of the Gram Marg project, two large scale test-beds have been deployed. The first TV White Space test-bed in India[287] covering seven villages to test the feasibility of TV White Space technology was set up by Gram Marg. In the second test-bed we scaled it up to 25 villages. Unlike the first test-bed, the technology approach to connect these villages also uses point to point 5.8 GHz link in the unlicensed band. Gram Marg’s aim is not only to develop technology solution for rural broadband in India, but also develop a sustainable economic model around the proposed technology for its viability. 

			The main objective of this paper is to propose an economic model and its implementation towards sustainability for rural settings in India. To design a sustainable model, two important criteria needs to be taken into consideration. The first thing to ensure is that, there is decent and sustainable Return-on-Investment (ROI) for the investor and secondly, a nominal user subscription cost for the end user. However, due to disparity in the demand-supply dynamics in the rural areas, developing a sustainable model becomes a challenging task in itself. On one side, the cost for setting up a network is high, whereas, on the other, the demand is low to none. We suggest Community Networks (CNs) as a plausible solution to ensure sustainability at the village level. Community involvement will influence effective decision making and prioritising services based on the village needs. The CN model that we suggest in this paper is based on a Partnership model which involves Public sector, Private sector and the Panchayat. For this reason, this model is termed as 4-P model. 

			The paper is organised as follows. The first section of the paper discusses the motivation for addressing the need for sustainable model in rural broadband. In the second section we shall discuss existing economic models and their shortcomings. In the third section, we will discuss the 4-P model in detail. Finally, we will conclude the paper with recommendations and policy implications. 

			8.1.1

			Motivation

			Learnings from Gram Marg’s test-beds provided insights on two important things for rural broadband project to be successful. These are i) need for a cost-effective technology and ii) need for a sustainable economic model. We will discuss this next. 

			8.2

			Technology

			The technology requirements in rural areas are quite different than those in urban areas. Hence, there is a need to develop a technology based on requirements of rural areas. The technology options for connecting rural India needs to be cost effective, easy to deploy, suitable for hilly terrain and dependent on renewable energy sources like solar and wind. In general, all rural connectivity projects deploy standard Wi-Fi technology (5.8 GHz and 2.4 GHz) in the license exempt band. While 5.8 GHz is used for backhauling Internet, 2.4 GHz is used in access points in Wi-Fi hotspots. This technology uses off the shelf devices which can be easily bought in the market. However, some of the disadvantages of this technology is that, it works in strict Line of Sight, requires large heighted towers and has a small coverage area. 

			Gram Marg proposes a wireless solution based on TV White Spaces (TVWS) for connecting rural India[288]. There is a significant amount of TV White Space available in the UHF band (470-590 MHz) in India with Doordarshan being the only terrestrial TV broadcaster in this band. Currently, there are no regulations for the usage of TV White Spaces in India. According to the National Frequency Allocation Plan (NFAP) 2011, fixed and mobile services can be permitted in 470-585 MHz band on case by case basis. For setting up a test-bed, there is a requirement of experimental test license to be procured before deploying the technology on ground. 

			TV UHF band has very good propagation characteristics which works even in NLoS (Non- Line of Sight) condition. Thereby, connecting villages that are located at far off distances from each other with sparse population. Also, the power requirements of this technology being low, makes it a perfect suit for connecting the rural areas with alternative energy sources like solar energy. It should be noted that these areas have intermittent power supply and harnessing options like solar energy and wind energy will bring down the overall cost of the network. Solar energy has been used as renewable energy source for the TV White Space test-bed. Another advantage of this technology is its ability to effectively work with towers of low height. Tower cost is a major part of the capital expenditure in setting up a network. To bring down the cost, we have fixed the height of the towers to be 9-10m in our test-bed. We have also used already existing de-functional towers to further reduce the investment cost. 

			Gram Marg team is also working on technology development of TVWS devices alongside testing their feasibility of implementation and deployment on ground. The TVWS device has been designed and fabricated in the Gram Marg lab. These devices are in the prototype stage, undergoing experimentation. 

			8.3

			Impact Assessment Study

			The authors of this paper studied the impact of providing Internet connectivity to the test-bed villages for a duration of one year. The study suggested that, if the villagers are digitally aware and can avail Internet to use e-Governance services in their own village, they do not mind paying for the Internet. By availing services in the village, the villagers save time and money which they would have otherwise spent visiting the block headquarters to access the e-Governance services. We also tested the villagers’ readiness to pay for Internet. Given the situation that these villages had no Internet connectivity, the villagers calculated the total amount which they saved from not travelling to the block headquarters. They then back calculated a fixed amount of INR 150 (approx. 2 US dollars) monthly that they would save from not travelling and they could spend to afford Internet in their village. However, without a sustainable economic model at the village level, the Internet connectivity even though reached the villages, was not able to sustain itself in the village. 

			The two important players in the three villages that we studied were a private telecom operator who provided bandwidth and a government office (Gram Panchayat office) that “housed” the Internet, providing access points. Two important conclusions derived from the impact study were, first, the need for a sustainable model wherein the village would own the network and, second, the benefits of involving the Panchayat (local self-government) to run the network at the village level. It was observed that involvement of the community can be an important factor in developing a sustainable model. CNs can motivate villagers to have an ownership of the network, thus enabling maintenance of the network at the village level. Also, the community acts in coalition to decide what are the services that a particular village needs and should be prioritised, depending on their local needs. For example, a village where inhabitants walk several km to avail banking services, would need e-banking services as a priority. In another case, a village with high malnutrition deaths need primary health care facilities as a priority. 

			8.4

			Existing Economic Models

			Customer base and Return-on-Investment are the two driving factors leading to success of traditional business models of Internet connectivity. It is obvious but natural that these two factors are available in urban areas and not in the rural areas. Hence, to motivate operators to reach rural areas, there has to be innovation both in technology as well as business strategy. However, it should be noted that a single business strategy will not be suitable for all rural scenarios. We should take into account the sentiments and needs of the people in these areas while developing a business model. For instance, in certain locations there could be a resistance to adoption of Internet due to harmful effects of radiation, while in other locations, lack of digital awareness is the reason for no demand for Internet. 

			Providing connectivity to remote rural areas in the last decade has been an important topic of research. Many business models have been proposed in India, offering unique approaches to overcome the challenges in connecting rural areas. Some of the models will be discussed here along with their merits and demerits. 

			ITC eChoupal[289]

			Launched in the year 2000, this is one of the oldest and largest initiative to bring about Internet based interventions in rural India. This initiative is unique and innovative, as it contributed substantially to the rural economy by co-creating rural markets with the help of local communities. Due to farms being fragmented, farmers took resort to the ‘middle man’ for selling and buying farm produce. ITC’s eChoupal Internet intervention helped in overcoming this challenge by setting up 6450 kiosks in 40,000 villages and reaching out to 400,000 farmers. Farmers could enhance their farm productivity and hence could get higher farm gate prices for their produce. Connectivity was provided to the farmers through phone lines or Very Small Aperture Terminal (VSAT). This initiative though helpful for the farmers, could not sustain itself for a long duration due to policy issues, export bans, subsidies and slow amendment to Agricultural Produce Market Committee (APMC) Act. This being an Internet intervention for rural farmers, the bandwidth requirement was only meant to cater a single service. Another reason why the project stopped scaling itself was due to its inability to effectively combine other services along with farm applications to serve the communities based on their needs.

			Air Jaldi[290]

			Air Jaldi is an Internet Service Provider (ISP) providing broadband to enterprises and individuals in India. Air Jaldi uses fixed wireless access in the license exempt band (5.8GHz) and has built 10 networks in 6 different states of India. Air Jaldi’s business model revolves around employing low cost technology and involving local youth for the operation and management of the network. Partnerships with government organisations, Ford Foundation, Facebook and Microsoft have played a major role in Air Jaldi’s success. As the networks set up by Air Jaldi are dependent on existing infrastructure, their outreach is limited to only those areas where infrastructure is available. Though it is a successful initiative, adherence to local needs and dependency on external funding can act as a bottleneck in its scalability. 

			Wireless for Community Network (W4C)[291]

			Wireless for community network (W4C) is an initiative of Digital Empowerment Foundation (DEF) and Internet Society (ISOC). W4C was launched in 2010 with the aim to connect rural areas where communities are well established such as tribal areas. In order to connect these communities, W4C employs low cost Wi-Fi equipment in the license exempt band (2.4 and 5.8 GHz) to set up their network. This initiative uses a bottom-up approach wherein community is an important stakeholder in the operation and management of the network. W4C has set up networks in tribal communities such as Baran and Tilonia in Rajasthan, Guna and Shivpuri in Madhya Pradesh and Agariyas in Rann of Kutch, Gujarat. 

			Through their contributions, the above-mentioned initiatives have paved the way for new innovations to come about. Although these initiatives have succeeded at a small scale, by serving specific communities, it is important to note that they face challenges during their scaling up phase, due to unavailability of funds, partnerships and regulatory restrictions. Thus, it can be argued that there is a need for innovative economic models, for large-scale penetration of Internet in India. 

			8.5

			Public-Private-Panchayat Partnership (4-P) Model 

			The Public-Private-Panchayat Partnership (4-P) model has been developed by Gram Marg, based on user feedback from field trials and impact assessment study. To take broadband connectivity to the rural areas of India, partnerships have always been the prescribed method. The most relevant of these partnerships have been the Public-Private partnerships (3-P model). However, these partnerships are frequently unable to sustain themselves, due to their demerits, such as planning and maintenance delays, inadequate monitoring, funding gaps and improper risk management. The merits and demerits of Public-Private partnerships are described in Fig.1. An example of the inefficiency of the 3-P model is offered by BharatNet to connect 250,000 Gram Panchayats in India. Although this initiative started in 2011 is still lagging behind in achieving its projected goals. Furthermore, the GPs that are already “connected” are unable to access the broadband, unviable business model being one of the important reasons.

			Partnership
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			Figure 1. Public Private Partnership

			A classic feature that is commonly found in partnership models studied so far is the adoption of a top-down approach. In this approach, the involvement of local people for whom the network is being set up and he consideration of the local needs are not taken into account. For example, in rural areas which suffer from maternal, child and infant deaths, the connectivity services should be oriented towards better healthcare facilities. 

			In order to build a network that can cater to local and regional needs, we follow a bottom-up approach and propose a sustainable economic model based on CNs. Unlike, some of the existing CNs in India, which are based on established communities such as tribes, or communities of individuals sharing specific occupation, or caste etc., the type of CN analysed here is different as it relies on and forms communities based on usage and adoption of Internet, thus bridging existing gaps, by default. This proposed model is based on a Public-Private-Panchayat Partnership (4-P) as illustrated in Fig. 2. Notably, in this model: 

			

			The Panchayat holds the responsibility of maintaining the network at the village level by appointing Village Level Entrepreneurs (VLEs). The Panchayat also plays a major role in defining priorities for the local digital needs of the villagers.

			

			The Private partnership plays a vital role regarding technology innovation and setting up of the network.

			

			The Public partnership is important for the viability gap funding and making suitable policy recommendations to the government.

			Partnership
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			Figure 2. 4-P Model

			8.5.1

			Conceptualising Viability of 4-P Model

			Analysing cost dynamics is very important for conceptualising the viability of the 4-P model. Two important cost indicators that are taken into account for deploying a network are Capital Expenditure (CAPEX) and Operational Expenditure (OPEX). In order to bring down the total cost of the network, innovation in technology plays an important role. Moreover, dependency on single technology for network growth and expansion may not be feasible in the rural settings of India. Hence, it is proposed that existing technologies and innovation be optimally mixed to form a true game changer for the Indian rural connectivity scenario. This will enable large outreach and will prove to be a very cost-effective solution when scaled up. 

			Insights from Gram Marg test-beds suggests that it is important to exploit the benefits of various technologies to bring down the overall cost. For instance, in locations where tower infrastructure is already available, Wi-Fi (5.8 GHz) is a more suitable option. Whereas, in locations devoid of any infrastructure, TVWS is much more feasible due to its dependency on low heighted towers, less power consumption making it a cost-effective solution for rural broadband.

			Revenue generation and revenue sharing is also an important aspect that contributes to sustainability of the 4-P model where a large part of the revenue goes to the VLE, which in turn motivates them for extending the network inside the village. In the proposed 4-P model, this aspect is brought about by the involvement of local youth in the village known as Village Level Entrepreneur (VLE). VLEs invest and maintains the network as well as generates revenue by selling bandwidth to the villagers. VLEs are also instrumental in taking the eGovernance services to the end users and in turn generates employability for themselves, thus making the model sustainable. The revenue generated is also shared between the partners depending upon their contribution in the partnership. 

			The authors of this paper believe that all the aspects mentioned above, if carefully taken into account, can lead to a positive Return-on-Investment (ROI) or cost benefit for the investor. This suggests that the model will perform well on field and is also a lucrative value for the investment made. 

			8.6

			Policy Recommendations

			We suggest the following policy recommendations to ameliorate the rural connectivity scenario in India.

			

			CNs are allowed to operate in India but there are no specific policies that support these networks. We suggest that CNs should be promoted and encouraged by the government.

			

			Different marketing strategies can be adopted by local ISPs such as advertising, branding of products, subsidies, discounts etc. This would enable innovation and competition leading to better quality of services in rural areas. Such provisions should be taken into account while designing the policies for CNs.

			

			CNs should always be decentralised as they will enable locally created and locally relevant content to be circulated in the villages for better acceptance of Internet.

			

			To scale the CNs, funding should come through funding agencies like Universal Service Obligation Funds.

			

			As suggested above, usage of TVWS is crucial in making the network cost-effective in comparison to other technologies. However, there are no regulations in India for the usage of TVWS for rural broadband. We suggest that TVWS spectrum should be lightly licensed in semi-rural areas. In remote areas where there is no penetration of ISPs, this band should be license-exempt.

			8.7

			Conclusions and Future Work

			In this paper, we address two questions that are very pertinent to the longevity of broadband in rural areas of India. The first is related to why sustainability of rural broadband in India is necessary and the second is how rural broadband can perpetuate itself in these areas where the demand-supply dynamics is so uneven. Hence, we propose a sustainable economic model termed as 4-P model, developed by Gram Marg and based on the utilisation of CNs as a solution. The 4-P model suggests partnership between Public, Private and Panchayat. The model is based on insights and findings from Gram Marg test-beds and adopts a bottom-up approach. Before elaborating the 4-P model, existing partnership models have been reviewed and various approaches to overcome the challenges in serving rural India have been studied. In the 4-P model, the Panchayat is at the crux of the model, enabling local participation and regional needs being met. Village youth are appointed as Village Level Entrepreneurs (VLEs) who invest, maintain and operate the network in the village. They are also responsible for expanding the network in the village. Importantly, cost is an significant aspect of this model. In order to cater to rural needs, the model has to be based on cost-effective technology solutions that can bring down the cost of setting up the network substantially. Hence, it is proposed that an optimal mix of technologies along with innovation can be utilised as a game changer for rural connectivity scenario in India. Through revenue generation and sharing, the model would be able to sustain itself in the rural areas. This paper also discusses the need for policy formulation for developing CNs in India. This body of policy is currently not present in India, although CNs and their development in India would be crucial for rural connectivity to reach remote rural areas. 

			Currently, the 4-P model is at its validation phase on the field in Gram Marg’s 25 villages live test-bed at Palghar, Maharashtra. As part of the validation, we expect to perform extensive cost benefit analysis to quantify sustainability of Internet, cost effectiveness of technologies, revenue generation by VLEs and calculation of Return-on-Investment. The success of the model will be measured through a set of success indicators. Both qualitative and quantitative data would be collected from the network set up at the live test-bed. The data will be related to demand, quality and affordability by which the sustainable economic model can be tested for its viability. 
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			Comparing Two Community Network Experiences in Brazil

			Bruno Vianna

			Abstract

			This paper describes two installations of community networks in Brazil in two different environments. The first, completed in 2015, took place in the rural village of Fumaça. It was enabled by a grant from Commotion Wireless and built by a team of volunteers together with the community. The network remains operational with free and open access to date as of the time of writing. The second one was completed in the Maré complex, a huge concentration of favelas in the city of Rio de Janeiro. It was made possible through an open call for workshops from the Rio de Janeiro state government, and was executed by the students who participated in the week-long course – many of them from the favela. The two cases provide interesting information regarding the potential for community networks in the global south.

			9.1

			Introduction

			This article aims to present a comparison of two Community Network (CN) installations in Brazil: in a countryside village with less than a thousand inhabitants, and the other in one of Rio de Janeiro’s largest favela (low-income urban slum) conurbations, Complexo da Maré.

			The intention behind examining these initiatives side-by-side is to compare the difficulties and opportunities in two very different scenarios. The rural setting had no communications services and a more reduced community, while the urban neighbourhood had numerous competing Internet Service Providers (ISPs) and a much sparser set of participants. Yet, in both cases analysed, it was soon evident that, if every community had had the ability and knowledge necessary to take advantage of local characteristics, they could have developed and offered an ample range of services and solutions. 

			9.2

			The Fumaça experience 

			Nuvem[292] – the Rural Station for Art and Technology – is the institution responsible for the installation of the CN in Fumaça. Nuvem has been running since 2011 in the Serra da Mantiqueira mountain range between São Paulo and Rio de Janeiro. It is a space that mixes activities such as artistic residencies, activism, and the development of technologies to promote autonomy. With this goal in mind, Nuvem hosted two meetings dedicated to collaborative production called Interactivos in 2012 and 2013.[293] During the second meeting, one of the projects selected was the development of a CN, proposed by Al Cano[294] from the Guifi.net[295] network, in Spain. Although his idea was to jumpstart a local network, the research project was more successful than the practical one.

			Fumaça[296] is a rural district in the municipality of Resende, home to less than a thousand people. The urban area has about 120 houses on 10 streets. It is located about 30 kilometres from the city of Resende, 12 of which is nothing but dirt road. It is also where Nuvem holds some of its activities, on a farm called Nebulosa. Having visited the place before, in 2015, Al Cano proposed to submit an application for a grant from Commotion Wireless,[297] an institution dedicated to the development and diffusion of mesh networks and CNs, maintained mainly by the Open Technology Institute.[298] The call offered a US$10,000 grant to build the network. 

			The plan was to host experts and volunteers for a week, when they would teach and help locals install and maintain the network. The budget included funds for 16 TP-LINK WDR3500 Wi-Fi routers, two Ubiquiti Rocket M5 long-distance 30dBi parabolic antennas, accessories such as poles, Power over Ethernet (PoE) electricity supplies, pigtail extension cords for antennas, weather boxes for the routers, and a PC that would work as a local server. Transportation and meals were also paid for the collaborators and volunteers. All experts and volunteers coming to participate to the meeting were to camp out at the Nebulosa farm for the duration of the activity. A GSM mobile phone network was also planned and installed, although this later installation is not covered in this paper. 

			Although Commotion Wireless has its own brand of mesh firmware, the grant rules did not require us to use it. Thus, the technology we chose for mesh networking was LibreMesh,[299] which was developed in part by Guifi.net and by some of experts who participated in the installation. However, it is important to emphasise that the establishment of a successful CN depends mainly on the involvement of the locals and their interest in getting it to work. The fact that Nuvem was based in the community where the CN was going to be developed helped ensuring a close connection between the community needs and wishes and what was going to be technically implemented. His connection was also favoured by the active participation of the local inhabitants who took part in the conception and implementation effort. Notably, in 2014, several community meetings took place due to a state government project to protect water sources in the area. These meetings included polls to identify the most immediate needs of the population, where telecommunications infrastructure was ranked the highest, as Fumaça had no landlines or cell phone coverage. A public Wi-Fi hotspot installed in the main square slightly mitigated the situation, but many villagers did not know how to use the Internet (or lacked devices to connect at all). Moreover, having to physically reach the central square was not a practical solution for villagers, notably during the rainy season, or for youngsters that needed Internet access to access information essential for educational purposes and for which studying in a public square was not a viable solution. This access point, though, would be a useful and strategic element for the proposed CN.

			During the last amongst the meetings mentioned above, the CN project was announced, calling for the following gatherings, which would be themed around the installation of a Wi-Fi Internet access network managed and maintained by the community. From the beginning, it was made clear that there would be no costs for the users since the equipment was donated and the connection used would be provided by the city, through the connection of the existing hotspot in the main square. It is important to stress that, although it may be seen as a win-win situation, this initial configuration was de facto making the network less self-sufficient. After all, costs could incur when equipment broke down or if the Wi-Fi spot were no longer available, and there was no plan to monetise the network usage. 

			At the same time of the CN installation, a very small Internet Service Provider (ISP) – actually a one-man enterprise – was beginning to offer his services in the village. This situation may have determined some competition issues, as the CN could have been considered as an unfair competitor of the abovementioned IPS. To solve this potential conflicting situation, there was an attempt to cooperate with the service provider by using the long-distance link to Resende, provided by the ISP. However, it soon became clear that the CN would not threaten his business due to the very limited capacity for growth of the latter ISP. In this scenario, the CN and the ISP became compatible, working in synergy to provide connectivity to the previously unconnected community.

			Besides the workshops and assemblies that took place during the actual installation of the CN, there were three open meetings to specifically address the CN development. The meetings were announced by hanging posters in strategic places that would have benn noticed by the community members. At the same time, an open call for outside volunteers was published. The meeting organisation followed Nuvem’s methodology, according to which participants were invited to take part in a collaborative immersion, being responsible for the maintenance of the space, cooking, documenting the whole process, and taking decisions together. A total of 19 people participated, ranging from programmers and academic researchers, to social workers and activists. Two members of Maria Luisa cooperative, from Mulukuku, Guatemala, were also invited by Commotion. 

			The event was launched on 5 July 2015 with an internal workshop and participant presentations. The next morning, a meeting and workshop for the neighbours was scheduled, with the intention of designing the network. Turnout was low, however, and the activity was postponed to the afternoon, with about 10-to-20 people in attendance. Interesting conversations emerged about the community’s common goods, such as the non-working payphone. Part of the attendants volunteered to visit each of the houses in the community and invite more neighbours for a meeting the next day – an approach that proved very successful.

			In this context, the first locations for the CN nodes were defined and the link to the public hotspot was established. At first, the link to the public hotspot was established through Wi-Fi, but when the hotspot’s router was found, a connection was established via Ethernet cable. Every day, the group of volunteers would move from the farm, where they were hosted, to spend the day in the village, except Wednesday, which was dedicated to internal workshops and equipment configuration. In total, eight nodes were installed. Over the last day, 12 July, the neighbours proposed a few uses for the network, which would have been important for the community, such as creating an application to control the milk production delivered by each producer to the community milk tank. 

			In retrospect, the bar-raising immersion method was a remarkable success. The open meeting fostered trust within the community, and the joint activities mixing villagers and volunteers was empowering for all community members. The technology also proved to be very stable; the only routers to fail were the ones that were left unprotected from rain for a few months, which were affected by moisture.

			Unfortunately, by the end of 2016, the city government stopped paying for the Internet access link – for reasons never clarified – and the company providing the service shut it down. New meetings were called to organise a solution for the long-distance connection. Finally, one of the community members, the owner of a pet shop in Resende, proposed to share her connection. Since the shop had a clear view to the mountains around Fumaça, it was possible to create a 22-kilometer link from there to the Nebulosa farm, which then extended down to the village. This, actually, was a proof of resilience of the network. Until this day, there is no access control in the network; all nodes are setup without a password. New nodes were added with investments made by the community members. Since the pet shop owner never charged for the use of her connection, the network continues to be free-of-charge, enabling unrestricted access to knowledge and communication for the entire local community. 

			9.3

			The Maré experience

			Since the Fumaça experience, in 2015, there have been efforts to create a CN in the Maré slum in Rio de Janeiro. The collaboration with community members and local institutions in the Maré slum began right after the Fumaça CN was established, when a few of the participants went to Rio de Janeiro to host a workshop on mesh networks. This latter event was hosted by Galpão Bela Maré, an arts centre maintained by Observatório de Favelas[300] – a nongovernmental organisation (NGO) dedicated to arts and community development, located on the edge of Maré. It lasted from 4:00 PM to 7:00PM for three days, and about 12 people attended, mixing local participants with people who came from different neighbourhoods. The workshop was funded by Olabi,[301] a hackler-lab based in Rio de Janeiro, which is partially funded by a Ford Foundation grant.

			Although there were positive results regarding gathering people interested in mesh networks and CN in general, the initiative did not generate enough critical mass to create a new CN. When analysing the experience, the organisers identified a few the issues that contributed to this outcome. First, the location for the network nodes was not ideal. Indeed, the nodes were installed too far from the partnering NGO, thus making it more difficult to maintain the network. Moreover, there were almost no residencies around the NGO’s venue, which was surrounded primarily by factories and commercial buildings. Therefore, very few people who were interested in using the network could connect to the infrastructure.

			Another problem was the connection to the Internet backhaul. Although the NGO kindly offered to provide the link during the workshop, it was later found that the connection provided had several technical problems. Notably, the connection speed fluctuated too much, and it could go offline for days. Sharing this already insufficient resource proved impossible, as the NGO staff would ask for the network to be disconnected when they needed to work.

			Finally, the timeframe was not enough to create a stable group of users and maintainers. The group that formed around the workshop included few people that lived in Maré, and none of them lived close to the installation. Therefore, the two installed nodes – one on the roof of the NGO building, the other one inside the building – continued to interoperate but were disconnected from the Internet or even to local services. 

			In 2017, a new attempt was made. A project was submitted to a call published in 2016 by the Culture Agency of the Rio de Janeiro state, in cooperation with Na Favela,[302] a collective created by young filmmakers who live in Maré. The bid was successful, and in May 2017, an open call was published for a weeklong immersion in Na Favela’s co-working space, in the middle of the Vila Pinheiro neighbourhood, inside the Maré area.

			The call invited people who lived in low-income areas of Rio to take part in a weeklong workshop where they would learn about CNs and help to build one of them. Selected participants would receive a grant including sponsored meals and a financial support part to afford the transportation expenses. Five of the 15 available grants were reserved for inhabitant of the Maré area and 50 people applied. The main criteria used for the selection were the proven involvement in the local community and local politics, especially when it came to organising local spaces, events, and collectives. 

			Aware of the previous experience, a stable link to the Internet was arranged in advance, in partnership with the Federal University of Rio de Janeiro (UFRJ), with the help of Professor Aline Couri from UFRJ’s Fine Arts School (EBA). Since the EBA building is located 1.5 km away from the Na Favela space, the establishment of the link did not only provide access to the global network, but it was also a useful case study to teach participants how to establish a long-distance connection. The other nodes of the network were planned to be built on the street where Na Favela is based, creating a mesh network. The workshop lasted from 10:00 a.m. to 4:00 p.m. between 3-7 July 2017.

			Much was achieved during the workshops, although there was no time to cover much of what was planned, such as the development of local applications, and even a more in-depth discussion about security and privacy online. The first day was dedicated to basic network training, spanning from how to organise CNs to how to construct Ethernet cables. As in Fumaça experience, the LibreMesh firmware was used, so the students learned how to flash routers with this software.

			Two nodes were installed on Tuesday 4 July and Wednesday 5 July, including the one that would be connected to the EBA building from the rooftop of the Na Favela office. The workshop held on Thursday, July 6, was taught in the EBA venue and the link was finally established on Friday morning. Overall, the greatest achievement was to form a local group that felt empowered and capable of installing their own network: the last nodes were installed solely by the students. 

			One difficulty that arose was the fact that, even though Maré has a very densely populated area, people who knew each other do not live particularly close to each other’s. Thus, the CN nodes were separated by at least 200 meters from each other. In rural areas, this distance is not very problematic since the electromagnetic spectrum is not particularly polluted and links can be easily established up to 500 meters, sometimes more. But in Maré, the sheer amount of routers, mobile phones, and other devices used by thousands of people made any link above 100 meters almost impossible or of very poor quality. In this context, it was clear that a different strategy will have to be used, either by using long-distance professional equipment suited for LibreMesh or adapting do-it-yourself (DIY) antennas to the routers. 

			However, the most peculiar issues arose when deciding how to define the access policy for users. Various unusual suggestions were made by community members, spanning from leaving the access point with no passwords to making the SSID (network name) invisible. Such suggestions were mostly due to the fact that Maré is a territory where the Brazilian state has only partial access and control and where rules followed by the local communities are frequently not defined by the state. Police, for instance, will not cross the well-defined boundaries of the slum, which is held by drug traffickers, sometimes from distinct and competing gangs. Importantly, in such environment the activities of the local gangs are not limited to the distribution of illicit substances, but often touch upon almost every aspect of daily life, including the distribution of gas bottles for cooking purposes, the organization of “public” transportation, “security” of local businesses, and also provision of Internet access. 

			Therefore, the local ISPs could see the open CN as a threat to their business, which in turn could become a threat for the network organisers. There is not a clear solution to this problem, which is probably the most challenging. So far, the nodes that have been established in public spaces, such as Na Favela’s offices have passwords, and the nodes in members’ houses are using hidden SSIDs. To mitigate risks, it was also decided that this would not be a broad access resource, but one that will reach mainly the collectives and NGOs working within the favela (and some of their workers).

			9.4

			Conclusions

			Based on the experiences described in the previous sections, it can be argued that the lack of good quality connections to the Internet represents a considerable impulse for the development of CNs. In this sense, even though the Maré territory is covered by 3G networks and has a local ISP, the very low quality of the services, the excessive cost (and the limited data caps on mobile networks) make the local craving for alternatives. 

			The technical difficulties to create a mesh network in a slum are remarkable, but can be overcome by choosing the right technology solutions. In general, the particular characteristics of the favela made it a more challenging project. Moreover, it can be argued that, although CNs have the potential to stimulate the development of local services, such as instant messaging, VoIP, file sharing, etc., the possibility to access existing services was the most appealing argument to initially mobilise the community. 

			Using the water system as an analogy, it was easy to demonstrate that if Internet connectivity was already available at a neighbour’s residence, all one had to do was to lay down the “plumbing” from the neighbour house to the other community members’ houses. Since DIY practices are the norm to create infrastructure – spanning from water to electricity to transportation – both in rural areas and in favelas, it is not unthinkable to believe that this culture can be extended to data networking as well.
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			Beyond the Invisible Hand: the Need to Foster an Ecosystem Allowing for Community Networks in Brazil

			Nathalia Foditsch

			Abstract

			The debate over Community Networks (CNs) is not new in Brazil but it needs to gain momentum again. Promoting a good ecosystem is a challenge that goes beyond the technical aspects of deploying and managing such networks. Recent advancements show signs of an increasingly favourable environment for CNs, but a lot remains to be done. This article briefly discusses some challenges and new regulatory developments in Brazil, and how the work of the IGF Dynamic Coalition on Community Connectivity might contribute to the promotion of an ecosystem that favours the establishment of CNs in countries such as Brazil.

			10.1

			Introduction: Community Networks, Brazil and Rural Areas

			This article was written from a rural area of Cunha, a city in the State of São Paulo, Brazil. Cunha is becoming a popular tourist destination, attracting Brazilians and foreigners. It is, in fact, one of the largest municipalities in the State of São Paulo. It offers the charm of artisans in the city and a beautiful landscape in its rural areas. The author of this paper knows Cunha since several decades and has witnessed its development. At first, electricity was not present in some rural areas of the Cunha municipality until the early 90’s. Fixed and mobile phones do not reach many of the areas yet, not to mention the very scares availability of Internet connectivity. Some of the individuals living in the rural areas in Cunha, however, have access to wireless Internet but must pay between R$ 130.00 to R$ 200.00 (around USD40 to USD60) for 2MB per month.[303] This means that some of the locals have to pay about 20% of their (minimum) wage to have Internet access. Such percentage is much higher than the target set by the Alliance for Affordable Internet (A4AI), a total price of 2% or less of the GNI per capita.[304] In this perspective, it must be noted that, while many countries have broadband access policies in place, few have been able to solve the issue of access in areas of less interest to commercial telecommunication providers, and Brazil is not an exception. 

			The reality described above would have been different had the citizens of rural areas in Cunha had access to connectivity provided through Community Networks (CNs), which “rely on the active participation of local communities in the design, development, deployment, and management of shared infrastructure as a common resource, owned by the community, and operated in a democratic fashion”, according to the definition of the Declaration on Community Connectivity.[305] While the creation of CNs is a viable option for providing Internet connectivity, the impact of such networks goes beyond mere access, as they also aim at promoting community participation and citizen empowerment. However, as highlighted by Byrum (2015) such goals are not immediately fulfilled upon the establishment of a CN, but they have the potential of “disciplining the broadband market, expanding access to underserved areas, fostering innovation communities, and demonstrating alternative service models and types of partnerships” (Byrum 2015). 

			Navarro et al. (2016), developed a comprehensive report on “Existing Community Networks and their Organisation”, in which they describe the different CNs, which use different infrastructures and have various governance arrangements. They explain that, while many initiatives might be described as CNs, many are in fact top-down ISPs or municipal networks. As such, the authors highlight that: 

			“Many initiatives are sometimes defined as Community Networks, but only when looking at their organisation, governance and business model we can classify them as crowdsourced networks (a loose and informal interconnection of routers without a socio-economic organisation), as community networks, as top-down ISPs (such as Wireless ISP or WISP, for profit or not), as municipal networks (run or managed by a municipality or other governmental organisation), among several other models.” (Navarro et al. 2016)

			Thus, not all communities that proclaim to have established a CN have de facto established one, for CN are understood to be the ones that operate under the principles of non-discrimination, open access and open participation (Navarro et al. 2016). 

			CNs can make use of different wired and wireless infrastructures and wireless technology Wi-Fi - IEEE 802.11 has become popular among CNs due to its low cost and ease of deployment (Meinrath et al. 2013; Frangoudis et al. 2011). Wireless Community Networks (WCNs) are thus more common than wired community networks. WCNs are also commonly structured via a “mesh network” architecture. Mesh networks are “decentralised network infrastructures that rely on a distributed and loosely coordinated network of peers contributing their own resources to the network so as to provide Internet connectivity to a specific community without relying on any pre-existing network infrastructure.” (De Filippi 2015).. These networks are very resilient to network failure and “grow organically with minimal coordination which give them maximum resiliency: with mesh topology, there is theoretically no single points of failure to jeopardize the functioning of the local network” (De Filippi and Tréguer 2015:4) They dynamically adapt over time, as nodes continue to operate, even when some of them are not able to communicate (Frangoudis et al. 2011). 

			In the same rural area described above, in the city of Cunha, the family of this author went through a major disaster, in 2010. Six family members died due to a landslide. Amid the tragedy, major disaster relief errors have happened. For example, a helicopter from a major broadcasting company landed on the only available spot near the accident, preventing public security to land on the same place. Moreover, the only public telephone in the village near the accident was monopolised by journalists trying to cover the disaster, and there was no cell phone signal in the area. The constrains in communication made it very hard, notably for the relatives, to have information about the accident. Having mesh networks in place would have immensely helped the disaster relief and would have facilitated effective coordination, preventing the “overreliance on a single form of technology that may be disrupted during a crisis”. (Picard and Pickard 2017:13). Unfortunately, there was no emergency communications strategy at the time and the lack of communications led to a disastrous failure. 

			Unfortunately, among the possible underlying reasons why no CN has ever been put in place in that rural area of Cunha, is the fact that the local community is not even aware this is a possibility,[306] and see existing commercial options as the only possible solution for connectivity. Moreover, these communities might lack the appropriate technical expertise. Further, there are capital expenditures (CAPEX) and operational expenditures (OPEX) involved in establishing and maintaining such networks. Navarro et al. (2016) have also shown that one of the challenges of establishing a wireless CN in a rural area is that it has a higher CAPEX in compared to non-rural or semi-rural areas. In fact, in one of the cases considered by the authors in Catalonia, it was found that the CAPEX in a rural area was the double amount of the CAPEX in a semi-rural area. 

			10.2

			The Current Status of Policy and Regulation in Brazil 

			The development of WCNs is closely related to the spectrum management of each country, as communities frequently rely on unlicensed spectrum to operate CNs. In Brazil, a legal framework allowing for the use of “equipment for restricted radiation” has existed since 2008.[307]

			 

			
				
					Box: Can WCNs operate without Anatel’s authorisation?

					There used to be a controversy related to whether regulation can be interpreted in a sense that CNs do not need an authorisation from Anatel – i.e. the Brazilian telecoms regulator – in order to start its activities.[308] However, Anatel Resolution #680, published on June 27th 2017, has established that regardless of its commercial or non-commercial status, with or without profit (i) communities and operators with less than 5000 access points do not need a license or authorisation in order to operate equipment that uses “restricted radiation”; (ii) and communities are dispensed from acquiring an authorisation in order to provide services as a Multimedia Communication Service (SCM) or Limited Private Service (SLP) when they are willing to use equipment of restricted radiation or confined media. Notwithstanding, amongst the entities dispensed from such license/authorisation, must communicate to Anatel their intention of initiating SCM or SLP activities, before starting them.[309] Prior to the enactment of Resolution #680/2017, there was a cost involved in acquiring such authorisation (around USD 150.00), according to what had been previously established by Anatel, in 2013.[310] Such changes in regulation show a positive effort to foster a better regulatory environment for CNs. Lastly, it should be pointed out that, regardless of what the legal interpretation is, using equipment that has been approved by Anatel is always mandatory, following the Brazilian General Telecommunications Law.[311]

				

			

			

			

			

			

			 

			In Brazil, there are over five thousand small and medium sized ISPs (Perez & Vale 2016).[312] Such figures are a great example to the rest of the world, although a very high percentage of the total connections are made through the major telecommunication companies. Nonetheless, there are still areas in the country lacking connectivity, and beyond that, it is important to note that CNs have a much broader purpose, fostering community relations and promoting the creation of local services, as argued above. However, there are currently not many active CNs in Brazil,[313] despite the existence of a legal framework providing some answers to the problems commonly shared by CNs.[314] 

			The reasons for such lack of widespread adoption of CNs vary. Besides the awareness issue mentioned above, communities might lack appropriate funding for initiating their operations. For example, Nuvem, which is working on supporting some communities, had a grant from a foreign organisation in order to be able to start its first project, with Fumaça Village.[315] Technical aspects might also be a barrier to be considered. It is not hard to imagine that several communities around the country would be interested in initiating a CN but lack the appropriate technical expertise to do so. 

			Despite the small number of CNs in Brazil, efforts to democratise the access to broadband Internet at the community level have also been undertaken by the Federal Government. One example is the license for municipalities that was created in 2007. For R$400.00 (less than USD 150.00) municipalities can deploy their own networks using unlicensed spectrum, as long as the devices used are the ones certified by Anatel, and municipalities operate networks within their geographic limits. Such possibility was promoted following the advice of the Brazilian Internet Steering Committee (CGI.br) and the National Research Network (RNP) (Afonso &Valente 2010).

			Another example of efforts to promote empowerment at the local level is the deployment of the so-called Community Networks of Education and Research (Redecomep). They are “high capacity networks deployed by RNP in metropolitan areas served by the points of presences (PoPs) of the RNP backbone, and in some other cities with two or more user institutions. These networks allowed the provision of high capacity access to the (educational institutions) campi, typically at 1 or 10 Gbps, using Ethernet technology, usually in a ring configuration, to provide redundancy” (Stanton & Grizendi 2016:19). Redecomeps are managed by the National Research and Education Network (RNP), and currently count with 26 networks, and their operation, maintenance and upgrade is under the responsibility of the local administrators (Stanton & Grizendi 2016). 

			While these last two policy and regulatory advancements are not linked and limited to CNs in the strict sense, they show that there is demand for strategies that allow for the management of networks at the local level. Despite such efforts, the Brazilian legal framework needs improvements in order to allow new technologies to be tested and adopted. 

			A good example is that spectrum management does not allow yet for the use of technologies that take advantage of the unlicensed parts of the spectrum, such as the TV White Spaces (TVWS). Indeed, although promoting changes in regulation to allow for the exploitation of TV White Spaces is something that has been discussed since 2010, the general use of TVWS technologies is not a possibility in Brazil yet (Foditsch & Belli 2016) and Anatel is waiting for the completion of the analogue switch-off in order to start debating TVWS.[316] 

			Communities and individuals would also benefit from having a regulatory framework that allows for a wide experimentation and use wireless new technologies, even if such technologies may not necessarily be utilised by CNs. Allowing for various uses of unlicensed spectrum would particularly benefit new entrants and promote new governance models, and consequently positively affect the experimentation of CNs. In this perspective, Meinrath (2005) stresses that abuses from the industry have historically prevented many initiatives with a public interest to take off and promoting innovating unlicensed spectrum uses is a way to correct for such abuses. 

			10.3

			Conclusions

			In Brazil, the debate over CNs and their role for communities has existed for several years and a regulatory framework covering many issues interesting CNs is in place. Recent regulatory advancements show an effort to strengthen such regulatory environment, but a lot remains to be done in terms of promoting an ecosystem that is favourable to CNs. Brazil is, thus, a good example of a country that might greatly benefit from initiatives such as those promoted by Internet Governance Forum Dynamic Coalition on Community Connectivity (DC3).

			The challenges in promoting a good ecosystem surpass the technical aspects of deploying and managing CNs. As argued by Navarro et al. (2016), since technology has commoditised, the main challenges go beyond the technological aspects and relate to how such communities emerge, how they are organised, who and how is able to participate; and how they become and maintain themselves becoming sustainable and adaptable. The DC3 can certainly help filling this gap, contributing to the Brazilian reality in different ways, such as prmoting an assessment of the main bottlenecks and reasons why there are not many CNs around the country; increasing the awareness of the role that can be played by CNs in serving as a viable option for connectivity; and showcasing their benefits, which transcend the connectivity itself. 

			With regard to spectrum management specifically, DC3 might have a positive impact helping raising awareness about the need for the use of unlicensed spectrum and promoting good practices and regulatory changes to promote such use. Although Noam (1998:788) has mentioned that “time will surely come and fully bring the invisible hand to the invisible resource”, we should not solely rely on such invisible hand. Rural areas such as the ones in the city of Cunha would have the option of having a more resilient network, and ultimately be more prepared to deal with incidents such as the one described above. Such changes do not happen from night to day, neither without a concerted effort.
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			Diseño e Implementación de una Aplicación Web para la Visualización Mundial de Despliegues de Redes Comunitarias

			Maureen Hernandez

			Abstract

			At present, there are several community networks deployed and organisations involved around the world but it is hard to obtain a summarisation or characterisation of the deployments of such networks. No database or repository providing basic information about community networks, such as the name, localisation, and contact person, exist. In order to facilitate interactions among stakeholders and take advantage of the lessons learned, instead of letting each Community starting from zero, this paper takes a step foward, proposing a solution to organise these initiatives, highlighting all efforts that have been made to date, which are emerging from initiatives like the UN IGF Dynamic Coalition for Community Connectivity or the research group Global Access to the Internet for All (GAIA), from the Internet Research Task Force (ITRF). Starting from the consideration that a visual record of Community network deployments was absent until now, this paper argues that the ability to visualise the work that has been done by different communities around the world is an important factor not only to promote and inspire more deployments but also to understand how far these initiatives have come and how different their characteristics may be. As such, the proposed “Community Connectivity Map” aims at drawing on the world map all the community networks, which can be registered by stakeholders themselves and validated manually. The data collected by the Community Connectivity Map would be managed as the community decides and will not be used in any case outside the agreement among the stakeholders.[317]

			11.1

			Introducción

			El presente proyecto se estructura de la siguiente manera: 1. Introducción: donde se presentan los antecedentes, el estado del arte, el alcance, objetivo de la aplicación y la metodología de desarrollo. 2 Diseño y arquitectura de la aplicación: Se listan las pantallas, el esquema de base de datos, los componentes, los métodos de representación, pantalla, casos de uso y arquitectura de sistema. 3. Conclusiones y Recomendaciones. Finalmente se presentan las referencias bibliográficas.

			Desde hace algunos años las redes comunitarias vienen emergiendo alrededor del mundo, estos esfuerzos por empoderar comunidades han sido loables debido a sus resultados, sin embargo, han tenido que realizar esfuerzos prácticamente desde cero al no aprovechar mejores prácticas o soluciones de iniciativas anteriores, probablemente debido al esparcimiento de los esfuerzos.

			Gracias a iniciativas como la Coalición Dinámica de Conectividad (DC3)[318] y el grupo de investigación global para Internet para todos (GAIA)[319] se ha logrado juntar esfuerzos y concentrar gran parte de las iniciativas globales, sin embargo, los esfuerzos y marcos de trabajo varían crucialmente de una región a otra ya que gran parte de las variables como asequibilidad, igualdad, geografía y políticas son distintas

			Se observa la necesidad de realizar un survey sobre el estado de las redes comunitarias, los desafíos y las problemáticas que estas iniciativas están afrontando en la región y para las cuales quizás no existen herramientas diseñadas en función de la problemática latinoamericana; existen visiones generales que plantean los pasos a tomar para promover conectividad pero aplicar estas métricas a nuestra región es un trabajo difícil que requiere de una integración de distintos actores, quizás ubicar las soluciones más cercanas al lugar donde se desea realizar el proyecto es una opción que provea de mejores oportunidades de éxito.

			Es por esto que motivada por la problemática de no contar con un sistema que liste los despliegues o provea una caracterización geográfica he considerado apropiado crear una aplicación web que permita mapear las redes comunitarias, es decir, representar en un mapamundi su ubicación y características principales con el fin generar la capacidad de conocer un poco más quienes son y donde estas, cuál es su tecnología y como encontrarlos.

			11.1.1

			Antecedentes

			No se encontraron sistemas que realicen un trabajo parecido con las redes comunitarias, especialmente una representación visual, sino varios estudios que listan o agrupan por categoría algunos despliegues por ejemplo “Supporting the Creation and Scalability of Affordable Access Solutions: Understanding Community Networks in Africa[320]” o numerosos artículos que hablan sobre sus propios despliegues y experiencias.

			11.1.2

			Alcance

			Este proyecto pretende beneficiar a todos los involucrados o interesados en redes comunitarias en el mundo para darse cuenta que son parte de una red más grande y hacer contacto con las comunidades cercanas o que hacen uso de la misma tecnología para así poder generar fortalezas y retroalimentación, también permite que se manifiesten como una comunidad en sinergia. 

			11.1.3

			Propósito

			Dicen que para saber a dónde vamos hay que saber de dónde venimos, poder generar una forma de contacto con otras redes comunitarias es una necesidad actual en el ecosistema, la aplicación vendría siendo una guía visual para esto, permitiendo ser incluso una herramienta para el análisis y en etapas posteriores, sujeto a previa autorización de los usuarios un análisis de los datos suministrados y una forma de caracterizar sus métricas y tiempo de funcionamiento, las posibilidades son infinitas.

			11.1.4

			Metodología

			Se trabajó y trabajaran las etapas futuras con un modelo en espiral. La iteración cero fue el diseño del marco de trabajo para un sistema que permita el registro y visualización mundial de despliegues de redes comunitarias. La primera iteración consistió en la creación del sistema mediante una interfaz que permita el registro y la visualización de la data basado en una arquitectura RESTful[321] y MVC[322]. En las recomendaciones y conclusiones se listan posibles iteraciones futuras. 

			11.1.5

			Objetivo

			La representación visual de la ubicación de despliegues de redes comunitarias. La aplicación Community Connectivity Map está creada con el fin principal de tener un registro visual de estas iniciativas, pero también considero que su existencia podría incentivar la creación de otras redes de este tipo en el mundo.

			Finalmente tiene objetivo de no solo mostrar las redes activas sino todas aquellas que han sido creadas en algún momento, funcionando como un registro histórico de redes comunitarias, esta diferenciación podrá especificarse en una versión posterior.

			11.2

			Diseño y Arquitectura de la Aplicación

			La versión actual de la aplicación es una versión minimalista donde se persigue el mínimo producto viable (MVP, por sus siglas en inglés)[323] para lograr la correcta visualización de cada despliegue mediante la ubicación de sus coordenadas en un mapamundi. Esta primera versión permite solicitar la agregación de una red comunitaria ya que es necesario que sea el usuario común (encargado o involucrado con el despliegue) quien funja como facilitador de los registros que son fundamentales para la visualización. 

			La primera versión de la aplicación se realizó utilizando Node.js[324] como lenguaje principal del servidor, valiéndonos del framework Express.js[325] y Sequelize[326] para proporcionar una arquitectura del servidor aproximadamente MVC. Se necesitaba usar Express porque Node.js por sí solo no cuenta ni con un manejador de base de datos lo cual era necesario en la capa de persistencia ni método de creación para las rutas HTTP[327].

			 

			[image: ]

			 

			Para diseñar la base de datos es necesario conocer la representación lógica de los datos que pueden ser subidos por los usuarios, la idea es que cada registro en la tabla sea una red comunitaria reportada. En la base de datos se almacenan las coordenadas, el nombre, el sitio web, nombre contacto principal y correo, numero de nodos, cantidad aproximada de usuarios y tecnología física que utiliza.

			11.3

			Abstracción de la Red Comunitaria

			La red comunitaria está ubicada en un lugar específico, este lugar está compuesto por coordenadas geográficas y estas no son más que un conjunto de latitudes y longitudes, no repetidas que es reportada inicialmente por el usuario. La representación se hace mediante un punto cuyo centro esta denotado por dichas coordenadas, además almacenamos los parámetros de interés para el simple análisis de los usuarios. Para acompañar este registro utilizamos una tabla con la información de contacto de quien la registra.
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							Managers

						
							
							Almacena nombre y correo electrónico del usuario 
que registra la red y funge como persona de contacto
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			11.4

			Pantallas

			Pensando en lograr la mejor experiencia de usuario creamos las siguientes pantallas: 

			
					Pantalla inicial: Introducción al proyecto, información de contacto, sitios de interés y formulario de registro que permite el registro de la red comunitaria como una instancia. 
[image: ]
 


					Visualización del mapa interactivo: Construido con el API de Google Maps[328] permite ubicar en el mapa todas las instancias de redes que hayan sido registradas y su información básica. 
[image: ]
 


					Pantalla de administradores: Disponible para administrar las nuevas solicitudes (aceptar o rechazar)

			

			a

			Aceptación de una red comunitaria: Permite que cambie el booleano de validación logrando de esta forma que la red se dibuje en la nueva actualización del mapa.

			i.

			Rechazo de una red comunitaria: No elimina la red, pero mantiene el booleano de validación falso.
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			La información recibida por parte de los usuarios será compartida con la comunidad si estos lo permiten y bajo ningún concepto corresponderá o será utilizada para un fin comercial o de cualquier tipo distinto a lo especificado en este documento.

			11.5

			Componentes

			A continuación, se muestran algunas especificaciones abstractas de los componentes desarrollados por el sistema y que funciones llevan a cabo:

			
					Registrador de redes:Generado mediante Formulario HTML[329] y solicitudes al servidor permite crear un registro en la base de datos con las características que hemos mencionado anteriormente, es quien permite la persistencia de los datos


					Manejo de solicitudes de registro:

			

			a

			Activar la visualización una red: Esta función permite que la bandera de validación sea verdadera, esto es todo lo que se necesita para que la red sea incluida en la visualización del mapa.

			b

			Desactivar de una red: El booleano de validación permanece negativo por lo que la red no se incluye en el mapa, los datos se mantienen para facilitar una posterior validación o reactivación, es el estado de las redes por defecto. 

			Además de esto se creó un API endpoint encargado de proveer los marcadores a insertar en el mapa y dos enrutadores principales, uno para el workflow del usuario (inicio, registro y mapa) y uno para el del administrador (Inicio / Login, administrador de redes)

			11.6

			Casos de Uso

			

			Administrador: El administrador es quien decide si validar o no una red, para esto hace una comprobación manual de los datos suministrados por el usuario y en la pantalla de administración realiza las acciones sobre las solicitudes listadas.

			

			Usuario: En la primera versión de la aplicación los usuarios no están autenticados, por lo que sus casos de usos son simples, un usuario puede registrar una red o visualizar el mapa y explorar la información básica de las redes presentes en el mapa para el momento de la consulta.

			11.7

			Conclusiones y Recomendaciones

			Esta aplicación en un principio es una manera real de evidenciar todos los despliegues presentes en el planeta que puedan ser considerados como una red comunitaria lo cual desde una perspectiva neutral podría incentivar más despliegues de este tipo, además de permitir a otras redes comunitarias la posibilidad de entrar en contacto.

			Las iteraciones siguientes futuras son: crear sistema de cache en el cliente, permitir filtrado de redes (dependiendo de su estado, tipo, ubicación, entre otras), migrar a una aplicación web progresiva y crear API[330] endpoints para permitir a las redes sumarizar estadísticas de conectividad.

			La intención de migrar a aplicación web progresiva[331], se debe a que cuando se inicia desde la pantalla de inicio del usuario en un dispositivo móvil, los trabajadores de servicio que se utilizan en aplicaciones web progresivas permiten que una aplicación se cargue instantáneamente, independientemente del estado de la red, un trabajador de servicio, escrito en JavaScript, el cual es el lenguaje nativo de la aplicación funciona un proxy del lado del cliente y te pone en control de la caché y cómo responder a las solicitudes de recursos, esto puede eliminar la dependencia de la red, asegurando una experiencia instantánea y confiable para sus usuarios, lo cual es sumamente relevante para poder garantizar el funcionamiento en las comunidades remotas con conectividad limitada que son el alma de este movimiento.

			Para democratisar el acceso, combatir la desigualdad y promover los beneficios sociales y económicos que vienen de la mano del acceso a Internet se necesita evaluar estratégicamente distintos puntos de vista y así promover su supervivencia y evolución. Generalmente la documentación (cuando existe) se basa en un aspecto técnico y abstracto limitado a la construcción de enlaces y configuración de antenas o routers y no se poseía hasta este momento una herramienta que permitiera la fácil ubicación de las mismas. 

			Se espera que esta herramienta provea una solución al paso previo al análisis del estado de redes comunitarias mediante la correcta ubicación de todas las redes existentes, minimizando entonces el esfuerzo de tener que listar y caracterizar desde cero los despliegues existentes. Se pretende mediante un desarrollo en espiral poder incrementar los usos de la misma para satisfacer necesidades de la comunidad en caso de que la misma las manifieste.

			11.8
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			Declaration on Community Connectivity

			This Declaration was elaborated through a multistakeholder process, between July 2016 and March 2017. This participatory process was initiated and facilitated by the UN IGF Dynamic Coalition on Community Connectivity (DC3). Initial inputs and comments to this document have been provided through an online consultation, open to both DC3 members and non-members via the mailing list of the DC3, between July and November 2016.[332] Subsequently, an ample range of stakeholders gathered during the 2016 IGF meeting, in Guadalajara, to provide feedback and further discuss the text resulting from the consultation. Feedback provided on site and via the IGF website were consolidated into a further version of the Declaration that was subsequently shared on the DC3 mailing list – which is open to the participation of all interested individuals – for a further open consultation, between December 2016 and March 2017. The final comments were consolidated into this version, to which no DC3 member, nor any other subscriber to the DC3 mailing list has manifested opposition.[333] It should be noted that the Declaration is a living document and, as such, it may be updated by future versions, should this be the common view, emerging from the discussions facilitated by the DC3.

			12.1

			Preamble

			Over four billion people may remain unconnected to the Internet, including approximately one billion who do not have access to basic telephony services. Most people in rural and economically disadvantaged areas are unlikely to realise the benefits of connectivity in the near term. Rural communities and slum dwellers represent almost 60% of the worldwide population and, to date, traditional Internet access models have failed to provide coverage to such populations. 

			To reverse these trends, it is necessary to create appropriate frameworks that allow communities and local entrepreneurs to solve their own connectivity challenges. Bottom-up strategies that embrace non-discriminatory treatment of data traffic and diversity in the first mile can empower individuals and communities, allowing them to play an active role as co-creators of local Internet and communication infrastructure. We acknowledge that communication technology does not have a neutral impact and can exacerbate unequal power relations in the community, and so community networks should strive to implement more inclusive and just alternatives.

			12.2

			Connectivity

			Connectivity is the ability to reach all endpoints connected to the Internet without any form of restriction on the data-packets exchanged, enabling end-users to run any application, access and share any type of content and service via any device as long as this does not harm the rights of others. Connectivity is the goal of the Internet.

			12.3

			Community Networks

			We embrace the potential of community networks as a vehicle for transformation that increases the agency of all community members, including by fostering gender-balance. Community networks are structured to be open, free, and to respect network neutrality. Such networks rely on the active participation of local communities in the design, development, deployment, and management of shared infrastructure as a common resource, owned by the community, and operated in a democratic fashion. Community networks can be operationalised, wholly or partly, through individuals and local stakeholders, NGO’s, private sector entities, and/or public administrations. Community networks are recognised by:

			a

			Collective ownership: the network infrastructure is managed as a common resource by the community where it is deployed; 

			b

			Social management: the network infrastructure is technically operated by the community;

			c

			Open design: the network implementation and management details are public and accessible to everyone;

			d

			Open participation: anyone is allowed to extend the network, as long as they abide by the principles and design of the network;

			e

			Promotion of peering and transit: community networks should, whenever possible, be open to settlement-free peering agreements;

			f

			Promotion of the consideration of security and privacy concerns while designing and operating the network;

			g

			Promotion of the development and circulation of local content in local languages, thus stimulating community interactions community development. 

			12.4

			Community Network Participants

			Community network members are considered active participants, and should be considered both producers and users of content, applications, and services. Notably, community network participants must: 

			a

			Have the freedom to use the network for any purpose as long as they do not harm the operation of the network itself, overburden the network, the rights of other participants, or the principles of neutrality that allow content and services to flow without deliberate interference;

			b

			Have the right to know the technical details and operation of the network and its components, and to share knowledge of its mechanisms and principles;

			c

			Have the right to offer services and contents to the network, while establishing their own terms;

			d

			Have the right to join the network, and the obligation to extend this set of rights to anyone according to these same terms.

			e

			Promote full gender balance 

			12.5

			Policy Affecting Connectivity and Community Networks

			National as well as international policy should facilitate the development of community connectivity and the deployment of community networks. National and international policy should:

			a

			Take into account individuals’ human rights to freedom of expression and privacy;

			b

			Lower barriers that may hinder individuals’ and communities’ capability to create connectivity, including gender barriers; 

			c

			Allow the commons-based use of existing unlicensed spectrum bands or unused licensed spectrum for public-interest purposes, and consider the growth in use of unlicensed spectrum bands and the establishment of special licenses which address the needs of community connectivity;

			d

			Incentivise the development and adoption of technologies based on open standards, free software and open hardware to improve the replicability and resilience of community networks; 

			e

			Allow for the deployment of technologies based on dynamic access of spectrum and other new technologies that do not necessarily have a full regulatory framework in place supporting them; 

			f

			Promote the elaboration of appropriate frameworks and the utilisation of existing funds, such as universal service funds or other specific telecommunication development funds, towards advancing community connectivity.
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			Main Acronyms and Abbreviations

			3G Thfird-generation wireless mobile telecommunications

			4G Fourth-generation wireless mobile telecommunications

			AAI Airports Authority of India

			AGR Adjusted gross revenue

			ANATEL National Telecommunications Agency of Brazil

			BDMA Beam Division Multiple Access

			BSL Basic service licenses

			BSNL Bharat Sanchar Nigam Limited

			BTS Base transceiver station

			BWA Broadband wireless access

			C-ISP Community-based Internet service providers

			CDMA Code Division Multiple Access

			CIRC Community information resource centre

			CMTSL  Cellular Mobile Telephone Service License

			CN Community network

			CPR Common-pool resources

			CWIRP Community Wireless Infrastructure Research Project

			dBm Decibels relative to one milliwatt

			DEF Digital Empowerment Foundation

			DFS Dynamic frequency selection

			DoT Department of Telecommunications

			DSL Digital subscriber line

			DTH Direct to home

			E-commerce Electronic commerce

			EC European Commission

			EGoM Empowered Group of Ministers

			EFP Effective radiated power

			EU European Union

			EV-DV Evolution-Data and Voice

			FBG Financial bank guarantee

			FCC Federal Communications Commission

			FM Frequency modulation

			FMC Fixed-mobile convergence

			Gbps Gigabits per second

			GHz Gigahertz

			GSM Global System for Mobile Communication

			HSDPA High-speed Downlink Packet Access

			HSUPA High-speed Uplink Packet Access

			IAB Internet Architecture Board

			IAENG International Association of Engineers

			ICT Information and communications technology

			IEEE Institute of Electrical & Electronics Engineers

			IETF Internet Engineering Task Force

			IGF Internet Governance Forum

			IIT Indian Institute of Technology

			INR Indian rupees

			IP Internet Protocol

			ISM Industrial, scientific, and medical

			ISOC Internet Society

			ISP Internet service provider

			ITU International Telecommunications Union

			Kbps Kilobit per second

			Km2 Square kilometre

			KYC Know your customer

			L&R Licensing and Regulation

			LAN Local area network

			LMSC Last-mile satellite connectivity

			LoI Letter of intent

			LRK Little Rann of Kutch

			MAN Metropolitan area network

			MEIRP Maximum Effective Isotropic Radiated Power

			MHz Megahertz

			MIIT Ministry of Industry and Information Technology

			MIMO Multiple input, multiple output

			MLV Medium-large villages

			mW Megawatt

			NCBC National Commission for Backward Classes

			NFAP National Frequency Allocation Plan

			NGO Nongovernmental organisation

			NIC National Informatics Centre

			NTIA National Telecommunications and Information Administration

			NTG New Technology Group

			NTP National Telecom Policy

			NYU New York University

			OFDMA Orthogonal frequency-division multiple access

			OTP One-time password

			PBG Performance bank guarantee

			PoP Point of presence

			RF Radio frequency

			RFC Request for comments

			RISP Rural Internet service provider

			RLAN Radio local area network

			SDR Software-defined radio

			SMS Short Message Service

			SVB Small villages and below

			SACFA Standing Advisory Committee on Radio Frequency Allocation

			Test-Bed Spectrum Sharing Innovation Test-Bed

			TPC Transmit power control

			TRAI Telecom Regulatory Authority of India

			TSP Telecommunications service provider

			TTC Tibetan Technology Centre 

			TVWS TV white space

			UASL Unified Access Service License

			UHF Ultra high frequency 

			UMTS Universal Mobile Telecommunications System

			UN United Nations 

			U-NII Unlicensed National Information Infrastructure

			USF Universal service fund

			USOF Universal Service Obligation Fund

			UWB Ultra-wide band

			VLV Very large village

			VOIN Villages of India Network

			VoIP Voice over Internet Protocol

			W2E2 Wireless Women for Entrepreneurship & Empowerment

			W3C World Wide Web Consortium

			W4C Wireless for Communities

			WAS  Wireless Access System

			W-CDMA Wideband Code Division Multiple Access

			WCN Wireless community networks

			Wi-Fi Wireless Fidelity

			WiMAX Worldwide Interoperability for Microwave Access

			WLAN Wireless local area network

			WLL Wireless in local loop

			WMNT Wireless mesh networking technology

			WPC Wireless Planning and Coordination Wing

			WRC World Radiocommunication Conference
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					[1] FGV is a world-renowned institution of research and quality education. In 2016, FGV was deemed as one of the top 10 think tanks in the world, according to the Global Go To Think Tanks Index 2016, produced by the Pennsylvania University. The Index also ranked FGV as the most influential think tank in Latin America over the past eight years. For further information, see http://portal.fgv.br/

				

			

		




			
				
					[2] For further information, see www.comconnectivity.org

				

				
					[3] Dynamic Coalitions are components of the United Nations Internet Governance Forum. Coalitions are informal, issue-specific groups comprising members of various stakeholder groups. For further information, see https://www.intgovforum.org/multilingual/content/dynamic-coalitions-4

				

				
					[4] See http://www.intgovforum.org/multilingual/content/dynamic-coalition-on-community-connectivity-0?qt-dynamic_coalition_on_community_c=4#qt-dynamic_coalition_on_community_c
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